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Aboutthe FederaEmergency Management
Agency (FEMA)

Overview of FEMA

FEMA6 s mi sdapngpeoplée lzefore, during, and after disastarsl it has done gor more than 40

years FEMA remains committéto building resilienceand developing a culture of preparedness across

the country and unifying all levels of community and government intagrated approach to emergency
managementEMA is part of a larger team é&fderalagenciesstate local, tribal, andterritorial (SLTT)
governmentsandnongovernmentapartnerghat shareesponsibility for emergency management and
nationalpreparedess Thoseclosest to areampactedoy any emergency or disasire the true first

responde@i ndi vi dual s, families, neighbor s, and | ocal
federalresources to supplement SLTT capabilitelSMA does this by coordinatiracrosghe levelsof

government, meaning thstates and their localinits of governmentribes, and territories alt E MA 0 s

primary partners.

Overview of Preparedness Grant Programs

FEMA has the statutory authority to deliver numerous disaster andisaster financial assistance
programsn support ofits mission and that of th&J).S. Department of Homeland Secur{fyHS), largely
through grargand cooperative agreemernisiese programaccount for a significant amount thfe
federalassistancéunds for which FEMA is accountable. FEMA officials are responsibleaaoduntable
for the proper administration of these funds pursuafaderallaws and regulations, Office of
Management and Budget circulars, &deralappropriations law andprinciples.FEMA has developed
this Manual to provide additi@hdirection ongrant policyand implementation for the following grant
programs

Homeland Security Grant Program (HSGP)
The HSGP includes a suite of riblsed grants to assBLTT efforts in preventing, preparing for,
protecting againsand responding to acts of terrorism. The grants under HSGP include:

9 StateHomeland Security Program (SHSP)
The SHSP assistSLTT efforts to build, sustain, and deliver the capabilities necessary to prevent,
prepare for, protect against, and respond to acts of terrorism.

1 Urban Area Security Initiative (UASI)
The UASI Programassists highrisk urbanarea®efforts to build, sustain, and deliver the
capabilities necessary to prevent, prepare for, pragainstand respond to acts of terrorism.

9 Operation Stonegarden (OPSG)
OPSG supports enhanced cooperation and coordination dn8ngustoms and Border
Protection (CBP), United States Border Patrol (USBP), and feded8LTT law enforcement
agencies to improve overall border security. OPSG provides funding to support joint efforts to
secure the United States®d b o rraeintesnatianaldaordgrs,r out e s
to include travel corridors in states bordering Mexico and Canada, as well as states and territories
with international water borders. SLTT law enforcement agencies utilizeothieilaw
enforcement authorities to support thed®s security mission and do not receive any additional
authorityby participatingn OPSG.


https://www.fema.gov/homeland-security-grant-program

Tribal Homeland Security Grant Program (THSGP)
The THSGP provides funding directly to eligible tribes to strengthendhpaciy to prevent, prepare
for, protect against, and respond to potential terrorist attacks.

Nonprofit Security Grant Program (NSGP)

The NSGP provides funding for physical security enhancements and other setatdg activities to
nonprofit organizations that are at high risk of a terranigither extremisattack. The NSGP also seeks
to integrate th preparedness activities of nonprofit organizations with broader state and local
preparedness efforts.

Transit Security Grant Program (TSGP)

The TSGP provides funds to eligible fickransportation systems (which include intity bus, ferries,

and all forms of passenger rail) to protect critical transportation infrastructure and the travelling public
from terrorism, and to increase transportation infrastructure resilience.

Intercity Bus Security Grant Program (IBSGP)

The IBSGP provides funds to eligible private operators of intercity-tnesoad bus transportation

systems to protect critical transportation infrastructure and travelling public from acts of terrorism, and to
increase transportationfrastructureresilience

Intercity Passenger Rail (IPR) Programi_ Amtrak

The IPR provides funds to the National Railroad Passenger Corporation (Amtrak) to protect critical
transportatin infrastructure and the travelling public from terrorism, and to increase transportation
infrastructureresilience.

Port Security Grant Program (PSGP)

The PSGP provides funding torpauthorities, facility operators, asthte and local agencies for

activities associated with implementing Area Maritime Security Plans, facility security plans, and other
port-wide risk management efforts.

Emergency Management Performance Grant (EMPGProgram

The EMPGProgramprovides funds to assisBLTT emergency management agencies in obtaining the
resources required for implementation of the Nati®raparedness System and the National
Preparedness Goal of a secure and resilient nation.



https://www.fema.gov/grants/preparedness/tribal-homeland-security
https://www.fema.gov/grants/preparedness/nonprofit-security
https://www.fema.gov/grants/preparedness/transit-security
https://www.fema.gov/grants/preparedness/intercity-bus-security
https://www.fema.gov/grants/preparedness/intercity-passenger-rail-amtrak
https://www.fema.gov/grants/preparedness/port-security
https://www.fema.gov/grants/preparedness/emergency-management-performance

Foreword

FEMA has developed ihPreparedness Grants Manuato guide applicants argtantrecipients on how
to manage their grants and other resources. Recipieniaggeldance on policies and procedures for
managingoreparednesgrants should referenceistManual for further informatioon both program
specific information as well as overall guidance on rules and regulations that guide the proper
management of FEMArants

The National Preparedness Goal

TheNational Preparedness Gdthie Goal) isii [ se¢ure and resilient Nation with the capabilities

required across the whole community to prevent, protect against, mitigate, respond to, and recover from
the threats and hazards that pose the greatest $s&Departmern of Homeland Segity, National
Preparedness Goal, Second Editi¢8ept. 2015)The Goalessentiallydefines what it means for all
communities to be preparedllectivelyfor the threats and hazards that pose the greatest risk to the
nation The Goal identifies 32 distinct activities, called core capabilities, needed to address the risks. The
Goal organizes these core capabilities into five categories, cabstbmareas. Some core capabilities

apply to more than one mission arEar example, the first three core capabildi€?lanning, Public
Information and Warning, and Operational Coordindli@me crossutting capabilities, meaning they

apply to each of #afive mission area3heNational Preparednestoaldescribes the five mission areas

as follows:

1 Prevention: Prevent, avoidor stop an imminent, threatenexd actual act of terrorism

9 Protection: Protect our citizens, residents, visitors, and assets against the greatssatid
hazards in a manner that allows our interests, aspiratindsvay of life to thrive.

1 Mitigation: Reduce the loss of life and property by lessening the impéetuve disasters

1 ResponseRespond quickly to save livgsrotect property and the environmgatd meet basic

human needs in the aftermath of an incident

1 Recovery:Recover through a focus on the timely restoration, strengtheamdgevitalization of
infrastructure, housin@nd a sustainable economy, as well as the health, social, cultural, historic,
and environmental fabric of communities affected by an incident.

The mission areas and core capabilities organize the activities and tasks performed before, during, and

after disasters into a framework for achieving the goal of a secure and resilient Ratiience is the

desired outcome, definedthe Goaas t he fiabil ity to adapt to changi
rapidly recover fr om dd.a A2 potnoce imforchatien abothe @aalego genc i e
to National Preparedness Goal | FEMA.gov

Recipients will use the National Preparedness System to build, sustain, and deliver these core capabilities.
The components of the Natial Preparedness System are Identifying and AssessingaRiskating

Capability Requirement8uilding and Sustaining CapabilitigBlanning to Deliver Capabilities

Validating Capabilitiesand Reviewing and Updatingdditional information on the Nainal

Preparedness System is availablel@ional Preparedness System | FEMA.cAdditional details

regarding the National Preparedness System and how it is suppotteddmyrant programs can be

found inthe programspecificappendices



https://www.fema.gov/national-preparedness-goal
https://www.fema.gov/sites/default/files/2020-06/national_preparedness_goal_2nd_edition.pdf
https://www.fema.gov/sites/default/files/2020-06/national_preparedness_goal_2nd_edition.pdf
https://www.fema.gov/national-preparedness-goal
https://www.fema.gov/emergency-managers/national-preparedness/goal
https://www.fema.gov/emergency-managers/national-preparedness/system

Pre Award Application and Submission

Pre-Submission Information

These instructions apply to the following programs:

Homeland Security Grant Program

Tribal Homeland Security Grant Program

Nonprofit Security Grant Program

Transit Security Grant Program

Intercity Bus Security Grant Program

Intercity Passenger Rail Program

Port Security Grant Prograrand

Emergency Management Performance Grant Pnagra

E R N

All applicationsmust be received by the established deadinet abl i shed i n each prog!
Funding Opportunity (NOFO)'he NorDisaster (ND) Grants System has a date stamp that indicates

when an appliaat submis their applicationApplicants will receive an electronic message confirming

receipt oftheir submissionFor additional information on how an applicant will be notified of application
receipt, see the section titled ATi melny ORecei pt R

FEMA will not review applications that it receives after the deadline,nor will it considerthese late
applicationsfor funding. FEMA may, however, extend the application deadline on request for an

applicant who can demonstrate that good cause éaitstify extending the deadline. Good cause for an
extension may include technical problems outside
application by the deadlinether exigent or emergency circumstan@esstatutory requirementor

FEMA to make an award

Applicants experiencing technical problems outside of their control mustotify the respective

FEMA Preparedness Officeror Program Manager as soon as possible arfaefore the application
deadline.Failure to timelynotify FEMA of the issue that prevented the timely filing of the application

may preclude consideration of the award. @ATi mely
the application deadline and within 48 hours after the applicant becameddwsressue.

For additional assistance using the ND Grants System, please contact the ND Grants Service Desk at
(800) 8654076 orNDGrants@fema.dhs.gofhe ND Grants Service DeskasailableMonday through
Friday, 9a.m.1 6 p.m. ET.For programmatic or grants management questions, please contact your
Preparedness Officer Program Managelf applicants do not know their FEMRreparedness Officer

or if there are programmatic questions or concerns, pteasact the Centralized Scheduling and
Information Desk (CSID) by phone at (800) 3898 or by email ataskcsid@fema.dhs.gpMonday
through Friday, 9 a.m.5 p.m. ET.

Agreeing to Terms and Conditions of theAward

By submitting an application, the applicant agrees to cpmvjth the requirements of the applicable
NOFO, thisManual, and the applicable appenttixhis Manualas well aghe terms and conditions of its
award should it receive an award

L Under this program, these instructions apply to SHSP, UASI, and OPSG.


mailto:NDGrants@fema.dhs.gov
mailto:askcsid@fema.dhs.gov

Address © Request Application Package

Initial applications are processed through@®rents.goportal Final applications are completed and
submitted t INDGrangsBysténEAplication forms and instructions area@able on

Grants.govHard copies of the NOFO and associated application mateaiaédsobe downloaded at

Grants.govTo access these materials, gégdt@nts.goy s el ect A Applicandlso then
order to obtain the application packagee | ect A Downl oad a GEnenthe Appl i cat
Assistance Listing (fanerly CFDA) and/or the funding opportunity number located on the covee of th

progys aMM@FO, select ADownl oad Package, 0 and then f«
packageln addition, the following Telephone Device for the Deaf (TDD) anBgmteralinformation

Relay Service (FIRS) number available for this No#ind all relevant NOFCQis (800) 4627585.

StepsRequired to Obtain a Unique Entity Identifier, Registerin the System for Award
Management (SAM), and Submit an Application

Applying for an award under ¢fprograns covered by this Manu@ a multistep procesand requires
time tocomplete. Applicants are encourdde register earlyas he registration press can take four
weeksor more to complete. Therefomegistration should be doie sufficient time to ensure it doest
impact the applicai ability to meet required submission deadli@slure of an applicant to comply
with any of the requiredtapsin submitting an applicatiobefore the deadline may disqualifyath
application from fundingonsideration

To apply for an award, all applicants must

1. Apply for, update, or verify thelnique Entity Identifier (UEI) number from SAM.gpand

Employer tentificationNumber(EIN) from the InternaRevenueService

In the application, provida UEInumber

Have an account witlogin.goy;

Register for, update, or verify their SAM account and ensure thegicisoactive before

submitting the application;

Create a Grants.gov account;

Add a profile to a Grants.gov account;

Establish an Authorized Organizational Representative (AOR) in Grants.gov;

Register in ND Grants;

Submit an initial application in Grantayg

0. Submit the final application in ND Grants, including electronically signing applicable

forms; and

11. Continue to maintain an active SAM registration with current informatial timesduring
whichthey havean active federal award or an application or plan under consideration by a federal
awardingagencAs part of this, applicants must al so ¢
immediate and highe#tvel owner and subsidiaries, as well as on all prederetsat have been
awarded federal contracts or federal financial assistance withpathihree years, if applicable.

pwn
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Specific instructions on how to apply for, update, or veri§gd numberor SAM registration or establish

an AOR are included in thetepsbelowfor applying through Grants.gopplicants are advised that

FEMA may not make a federal award until the applicant has complied with all applitfabéed SAM
reqguirements. Therefore, an appl i cthetimdof SAM regi s
application, but also during the application review period and when FEMA is ready to make a federal

awar d. Further, as noted above, an applicantoés or
duration of an active federalawartl. | an appl i cantdés SAM registration i
application, expires during application review, or expires any other time before award, FEMA may

10


http://www.grants.gov/
http://www.grants.gov/
http://www.grants.gov/
http://www.grants.gov/
http://www.grants.gov/
https://www.login.gov/

determine that the applicant is not qualified to receive a federal award and use that deterasirzation
basis for making a federal award to another applicant.

Per 2 C.F.R. 8 25.110(c)(2)(iii), if an applicant is experiencing exigent circumstances that prevent it from
receivinga UEInumber and completing SAM registration prior to receiving a federaitdy the applicant

must notify FEMA as soon as possible by contactisigcsid@fema.dhs.g@nd providing the details of

the circumstances that prevent completion of these requirements. If FEMA determines there are exigent
circumstances and FEMA has decided to make an award, the applicant will be required to dEfain
number, if applicable,ral complete SAM registration within 30 days of the federal award date.

Electronic Delivery

FEMA is participating in the Grants.gov initiative to provide the grant community with a single site to
find and apply for grant funding opportuniti@EMA requires applicants to submit their initial
applications online through Grants.gov and to sulimair final applications through ND Grants.

How to Register to Apply through Grants.gov
1. Generallnstructions: Registering and applying for an award undesstprogransis a multi
step process and requires time to compRéad the instructions below about registering to apply
for FEMA funds. Applicants should read the registration instructions carefully and prepare the
information requested before beginning thgistration process. Reviewing and assembling the
required information before beginning the registration process will alleviatmlagte searches
for required information.

The registration process can take up to four weeks to complet€o ensure an application
meets the deadline, applicants are advised to start the required steps well in advance of their
submission.

Organizations must haxeUEInumberanEIN, and an active SAM registratiaa apply for

grants Organizations must also hea Grants.gov account to apply for an award uneeseth
prograns. Creating a Grants.gov account can be completed online in mibuté$£l and SAM
registrations may take several weeks. Therefomerganizatiods registration should be done in
sufficier ti me to ensure it does not i mpact the
submission deadlines. Complete organizational instructions can be fodms.goyv

If individual applicants are eligible to apply fagrant funding opportunity, refer tpplicant
Registration | Grants.gdo create a account withsrants.gov

2. Obtain a UEI Number: All entities applying for funding, includingenewal funding, must have
a UElInumber. Applicants must enter tb&l numberin theapplicable data entry fieldhahe SF
424 form.

For more detailed instructions for obtainad@Elnumber, refer t&AM.gov.
3. Obtain Employer Identification Number : All entities applying for funding must provide an

EIN. The EIN can be obtained from the IRS by visitimply for an Employer Identification
Number (EIN) Online | Internal Revenue Service (irs.gov)

4. Create a login.gov accountApplicants must have a login.gov account in order to register with
SAM or update their SAM registration. Applicants can create a login.gov actdrgate your
account Login.gov.

11
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mailto:askcsid@fema.dhs.gov
https://www.grants.gov/web/grants/applicants/organization-registration.html
https://www.grants.gov/web/grants/applicants/registration.html
https://www.grants.gov/web/grants/applicants/registration.html
http://www.grants.gov/
http://www.sam.gov/
https://www.irs.gov/businesses/small-businesses-self-employed/apply-for-an-employer-identification-number-ein-online
https://www.irs.gov/businesses/small-businesses-self-employed/apply-for-an-employer-identification-number-ein-online
https://secure.login.gov/sign_up/enter_email?request_id=34f19fa8-14a2-438c-8323-a62b99571fd3
https://secure.login.gov/sign_up/enter_email?request_id=34f19fa8-14a2-438c-8323-a62b99571fd3

Applicants only have to create a login.gov account once. For applicants that are existing SAM
users, use the same email address for the login.gov account as with SAM.gov so that the two
accounts can be linked.

For mae information on the login.gov requirements for SAM registration, ref/Atd.gov |
Home

Register with SAM: All organizations applying online through Grants.gov must register with
SAM. Failure to register with SAM will prevent your organization from applying through
Grants.gov. SAM registration must be renewed annually.

For more detailed instructions for regishg with SAM, refer tdtep 2: Register with SAM |
Grants.gov

Note: As a new requirement per 2 C.F.R. § 25.200, applicants mustalsoipd e t he appl i c
immediate and highe#tvel owner, subsidiaries, and predecessors that have been awarded
federal contracts or federfahancial assistance within the last three years, if applicable.

a. Additional SAM Reminders
Existing SAM.govaccounh ol der s should check their accoun
SAM registration should be completed at the very beginning of the application period and
should be renewed annualPlegse dllavplenyoftisie bei ng Al
before the grant applcation submission deadline to obtaira UEI number and then to
register in SAM. It may be four weeks or more after an applicant submits the SAM
registration before the registration is active in SAM, and then it may be an additional 24
hours before FEMAOGOsS system recognizes the in

It is imperative that the information applicants provide is correct and current. Please ensure

t hat your organizationds name, addUEess, and
number used in SAM is the same one used to apply for all other FEMA aRaxasent
under any FEMA award is contingent on the re

b. Help with SAM
The SAM quick start guiddor new recipént registration an8AM video tutoriaffor new
applicants are tools created by the General Services Administration to assist those registering
with SAM. If applicants have questions or concerns about a SAM registration, please contact
the Federal Support Desk@DIT Shared (fsd.gowr call toll free (866) 608220.

Create a Grants.gov Account The next step in the registration process is to create an account
with Grants.gov. Applicants must know theirtheirorganizatiods UEI number to complete this
process.

For more information, follow the escreen instructions or refer gpplicant Registration |
Grants.gov

Add a Profile to a Grants.gov Account A profile in Grants.gov corresponds to a single

applicant organization the user represéings an applicantpr an individual applicant. If you

work for or consult with multiple organizations and have a profile for each, you may logne to
Grants.gov account to access all your grant applications. To add an organizational profile to your
Grants.gov account, emttheUEI numberfor the organization in thgEl field while adding a

profile.

12
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For more detailed instructions about creating a profile on Grants.gov, réfed térofile |
Grants.gov

8. EBiz Point of Contact (POC) Authorized Profile Roles After you register with Grants.gov and
create an Organization Applicant Profile, the organizadignp | i reqaesttfod Grants.gov roles
and accesaresent to the EBiz POC. The EBiz POC will then log in to Grants.gov and authorize
the appropriate rofe which may include the AORIe, thereby giving you permission to
complete and submit applications on behalf of the organization. You will be able to submit your
application online any time after you have been assigned the AOR role.

For more detailedhistructions about creating a profile on Grants.gov, refeBia POC
Authorizes Profile Roles | Grants.qgov

9. Track Role Status Totrack your role request, refer Twack Profile Role Status | Grants.gov

10. Electronic Signature: When applications are submitted through Grants.gov, the oathe
organization applicant with the AOR role that submitted the application is inserted into the
signature line of the application, serving as the electronic signature. The EBm&<dC
authorize individuals who are able to make legally binding comemtsnon behalf of the
organization as an AQRPlease ensure you have been authorized by the EBiz PIS step is
often missed, and it is crucial for valid and timely submissions.

How to Submit an Initial Application to DHS/FEMA via Grants.gov
Standad Form 424 (SF 424) is the initial application form.

Grants.gov applicantsanapply online usin@ wakspaceA workspace is a shared, online environment
where members of a grant team may simultaneously access and edit different web forms within an
applcation. For each NOFO, you can create individual instancesvofkspaceApplicants are
encouraged to submit their initial applicaon Grants.go\at leastthreedays before the application
deadline.

In Grants.gov, applicants need to submit the following forms:

1 SK424, Application forfFederalAssistancgand
1 Grants.gov Lobbying Form, Certification Regarding Lobbying

Below is an overview of applying on Grants.gov. For access to complete instructions on how to apply for
opportunities using workspacerefer to:Workspace Overview | Gnés.gov

1. Create a Workspace Creating a workspace allows you to complete it online and route it through
your organization for review before submitting.

2. Complete a Workspace Add participants to the workspace to work on the application together,
complete all the required forms amdi or by downloading PDF versions, and check for errors
before submission.

3. Adobe Reader If you decide not to apply by filling out web formmu can download individual
PDF forms in Workspace so that they will appear similar to other Standard or DHA/felafis.
The individual PDF forms can be downloaded and saved to your local device storage, network
drive(s), or external driveandthen accessed through Adobe Reader.
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NOTE: Visit the Adobe Software Compatibility page @mants.gowto download the appropriate
version of the software @tdobe Software Compatibility | Grantew

4. Mandatory Fields in Forms: In the forms, you will note fields marked with an asterisk and a
different background color. These fields are mandatory fields that must be completed to
successfully submit your application.

5. Complete SF424 FieldsFirst: The forms are designed to fill in common required fields across
other forms, such as the applicant name, addaessUEInumber To trigger this feature, an
applicant must complete the 8B4 information first. Once it is completed, the informatiath
transfer to the other forms.

6. Submit a Workspace An application may be submitted through workspace by clicking the
iSign and Submitodo button on the Manage Wor kspa
recommends submitting your application packageast24-48 hours prior to the close date
provide you with time to correct any potential technical issues that may disrupt the application
submission.

7. Track a Workspace: After successfully submitting a workspace package, a Grants.gov Tracking
Number (GRANTXXXXXXXX) is automatically assigned to the application. The number will be
listed on theconfirmationpage that is generated after submission. Using the tracking number,
access the Track My Application page under the Applicants tab or the Daaitsthe submitted
workspace.

Additional Training and Applicant Support: For additional training resources, including video
tutorials, refer toApplicant Training | Gaints.gov

Grants.gov provides applicants 24/7 suppexcept federal holidaysja the tolHfree numbef800) 518
4726 and email atupport@grants.gcand the websitet Support | Grantsay. For questions related to
specific grant contact the number listed in @FO ofthe grant for which you are applyifgy.

If you are experiencing difficulties with your submissidrnis best to call th&rants.go\Support Center
and get a ticket number. The Support Center ticket number will assist FEMA with tracking your issue and
understanding background information on the issue.

Submitting the Final Application in ND Grants

After submitting the initial applican in Grants.goy eligible applicants will be notified by FEMA and
asked to proceed with submitting their complete application packadje @rants Applicants can

register early with ND Grants and are encourage@ginitheir ND Grants registration at the timetod
NOFOannouncement patthe latest, seven days before the application deadline. Early registration will
allow applicants to have adequate time to start and complete their appdication

Applicants needtg assistance registering for the ND Grants system should contact
ndgrants@fema.dhs.gov (800) 8654076. For stefpy-step directions on using the ND Grants system
and other guides, please $éen-Disaster Grants Management System | FEMA.gov

In ND Grants applicants will be prompted to subrtfie standard applicationformationrequired as

described n t he fAContent and For m befow Fhp Btdndacdd&drmson Su b mi
(SFs)are autegenerated in ND Grants, but applicamiay accesthese forms in advance throutjte

Forms tab under th®F424 familyon Grants.govApplicants should review these forms before applying

to ensure they have all the information required
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An application submitted by an otherwise eligible fiederal entity (i.e., the applicant) may be deemed
ineligible when the person that submitted the application is notcliyant employee, personnel,
official, staff, or leadershipof the nonfederal atity; and 2)duly authorized to applyor an award on
behalf of the notfederal entity at the time of application.

Further, the AORand Signatory Authority (SAnust be a duly authorized current employee, personnel,
official, staff, or leadership of theecipient andprovide an email address unique to the recipient at the
time of application and upon any change in assignment during the period of performa@oasultants

or contractors of the recipient are not permitted to be the AQFRSA of the recipient.

For programspecific application submission requiremeptsaseefer to the applicable program NOFO
and applicable appendix to this Manual

Timely Receipt Requirements and Proof of Timely Submission

As application submission is advstep process, the applicant with the AOR role who submitted the
application inGrants.gowvill receive an acknowledgement of receipt, a tracking number
(GRANTXXXXXXXX) from Grants.gowwith the successful transmissionitinitial application.This
notification does not serve as proof of timely submission, as the application is not complete until it is
submitted in ND Grants. Applicants can also view the ND Grants Agency TragkNumber by

accessing the Details tab in the submitted workspace section in Grants.gov, under the Agency Tracking
Number column. Should the Agency Tracking Number not appear, the application has not yet migrated
from Grants.gov into the ND Grants systdftease allow 24 hours for your ND Grants application

tracking number to migrate.

All applications must be received in ND GrantsH3yy.m. Eastern Time onthe application deadline

Proof of timely submission is automatically recorded by ND Grantsléctronic date/time stamp is
generated within the system when the application is successfully received by ND Grants. Additionally,
the applicant(s) listed as contacts on the application will receive a sgstarmated email to confirm

receipt

Standard Required Application Forms and Information

For all programs, the following forn informationare required to be submitted in either Grants.gov or
ND Grants. The Sfaresubmitted either through Grants.gov, through forms generated in ND Grants, or
as an #tachment in ND Granté\pplicants may also access the SFskati24 Family | Grants.gov

Grants.gov:.
1 SK424, Application for Federal Assistanceinitial applicationsubmitted through Grants.gov
and
1 Grants.gov Lobbying Form, Certification Regarding Lobbying, submitted through
Grants.gov
ND Grants:
1 SFK424A, Budget Information (Non-Construction), submitted via the forms generated by ND
Grants

o For construction under an award, submit: SF424C, Budget Information
(Construction), submittedvia the forms generated IND Grants in addition to or
instead of SH24A
1 SFK424B,Standard Assurances (NorConstruction), submitted via the forms generated by ND
Grants
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o For construction under an award, submit: SF424D, Standard Assurances
(Construction), submitted via the forms generated by ND Gramtsddition to or
instead of SF24B
1 SFLLL, Disclosure of Lobbying Activities, submittedvia the forms generated by ND Grants
and
1 Indirect Cost Agreementor Proposal, submitted as an attachment in ND Grahtee budget
includes indirect costand the applicant is required to have an exticost rate agreemeot
proposal If the applicantloes not have as not required to have an indirect cost rate agreement
orproposal pl ease see the AFunding Restrictions
program NOFCandthe section belown indirect costsor furtherinformation regarding
allowability of indirect costs and whether alternatives to an indirect cost rate agreement or
proposal might be availabte contact the relevarmreparedness Officer Program Manageor
further instructions.

Generally, applicantseedto submit either the neaonstruction forms (i.e., SE24A and SF24B) or
construction forms (i.e., $#24C and SH24D), meaning that applicants that only have construction
work and do not have anyn-construction work need only submit the construction forms (i.e43E
and SF424D) and not the neoonstruction forms (i.e., S#24A and SF24B), and vice versa. However,
applicants who havieoth construction and nenonstruction work undg¢hese pogramsneed to submit
both the construction and n@onstruction forms.

Intergovernmental Review

an (

An intergovernmental review may be required. Applicants must contacstaty s Si ngl e Poi nt
Contact to comply withthstatd s pr ocess under . Executive Order 123

SeeExecutive Orders | National Archivaadintergovernmental Review (SPOC List) (whitehouse.gov)

Funding Restrictionsand Allowable Costs

All costs charged to awards covered by this Manual must comply with the Uniform Administrative
Requirements, Cost Principles, and Audit Requirements at 2 C.F.R. Part 200, unless otherwise indicated
in this Manual, the applicable program NOFO, or the terms and conditions of the aliaracludes,

among other requirements, that costs must bereduand products and services must be delivered,

within the period of performance of the awagae? C.F.R. § 200.403(h) (referring to budget periods,

which for FEMA preparedness graatvards is the same as the period of performance).

In general, the Cost Principles establish standards for the allowability of costs, provide detailed guidance
on the cost accounting treatment of costs as direct or administrative costs, and set forth allowability
principles for selected items of cost. Moregifically, except as otherwise stated in the applicable

program appendix to this Many#he program NOFQor the terms and condition of an awardsts

charged to awards covered by this Manual must be consistent with the Cost Principles for Fedesal Award
located at 2 C.F.R. Part 200, Subpart E. In order to be allowabtestdlcharged to a FEMA award or
applied to the cost share must be reasonable in nature and amount and allocable to the particular FEMA
award.

Additionally, all costs chargedtoawlas mu st comply with the grant prog

policies, NOFOs, and requirements in this Mararal the applicable NOF@s well as with the terms

and conditions of the award. If FEMA staff identify costs that are inconsistent with anygef the
requirements, these costs may be disallowed, and FEMA may recover funds as appropriate, consistent
with applicable laws, regulations, and policies.
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As part of those requirements, grant recipients and subrecipients may only use federal funds or funds
applied to a cost share for the purposes set forth in this Manual, applicable NOFOs, and the terms and
conditions of the awarand those coseand must be consistent with the statutory authority for the award.

Federal funds made available throdgbse awards may be used for the purposes set forth in this Manual,
the applicable program NOF@nd the terms and conditions of gngard and must be consistent with the
statutory authority for the awar@rant funds may not be used for matching fundotber federal
grants/cooperative agreements, lobbying, or intervention in federal regulatory or adjudicatory
proceedingsin addition, federal funds may not be used to sue the federal government or any other
government entity.

Specific investments made support of the funding prioritiefiscussed in the appendices to this Manual
generally fall into one of the following eight allowable expense categories:

Construction

Equipment

Exercises

Management & Administration (M&A)
Organization

Operational Activities

Planning and

Training

©ONoTOWNE

Please refer to the relevant prograpecific appendix for more information on funding restrictions,
funding priorities, and these categories.

Accessibility Compliance

Preparedness grantggram recipientsising funds to build or alter buildings must comply with
accessibility requirements under tRehabilitation Act of 1973 and Architectural Barriers Act of 1968
(ABA), as well as thdmericans with Disabilities Act (ADAif applicable, to ensure individsabith
disabilities have access to such buildings. Accessibility standards under the ABA and ADA are highly
similar. Additional information regarding compliance with #rehitectural Barriers Acts available at
Chapter 1: Using the ABA Standards (acelesard.gov)

Authorized Equipment List

The Authorized Equipment List (AELi))s a | i st of approved equi pment
preparedness grant programs. The intended audience of this tool is emergency managers, filsts,espon
and other homeland security professionals. The list consists of equipment categories divided into
categories, subategoriesand then individual equipment items.

Prohibitions on Expending Grant or Cooperative Agreement Funds for Certain
Telecommurications and Video Surveillance Services or Equipment

Recipients and subrecipients of FEMA federal financial assistance are subject to the prohibitions
described in section 889 of thehn S. McCain National Defense Authorization Act for Fiscal Year 2019
(FY 2019 NDAA), Pub. L. No. 115832 (2018) and 2 C.F.R. 8§ 200.216, 200,200.471, and

Appendix Il to 2 C.F.R. Part 200. Beginning August 13, 2020, the siatgdt applies to FEMA

recipients, subrecipients, and their contractors and subcontragimiibits obligating or expending

federal award funds on certain telecommunications and video surveillance products and contracting with
certain entities for natiwal security reasons.
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Guidance is available FEMA Policy #405143-1, Prohibitions on Expending FEMA Award Furfds
Coveredlelecommunications Equipment or Services

Additional guidance is availabbt Contract Provisions Guide: Navigating AppendixdIPar200-
Contract Provisions for NeRederal Entity Contracts Under Federal Awards

Effective August 13, 2020FEMA recipients and subcipientsmay not use anyFEMA funds
underopen or nevawards to:

1. Procure or obtain any equipment, system, or service that uses ctaleocednmunications
equipment or services as a substantial or essential compmramntsystemor as critical
technologyof any system;

2. Enterinto, extend,or renewa contractto procureor obtainany equipmentsystempor service
that uses covered telecommunications equipment or services as a sulmstagsiahtial
componenbf anysystem, oascritical technéogy of any systemor

3. Enter into, extend, or renew contracts with entities that use cowsteedmmunications
equipment or services as a substantial or essential comprantsystemor as critical
technologyas part of any system.

Replacement Equipment and Service=EMA grant funding may be permitted to procure replacement
equipment and services impacted by this prohibition, provided the costs are otltengiséentvith the
requirements in this Manual and the applicable NOFO.

Definitions
Per section 889(f)(2(3) of the FY 2019 NDAA and 2 C.F.R. § 200.216, covered telecommunications
equipment or services means:

1. Telecommunications equipment produced by Huawei Technologies Company or ZTE
Corporation, (or any subsidiary or affite of such entities);

2. For the purpose of public safety, security of Government facilities, physical security surveillance
of critical infrastructure, and other national security purposes, video surveillance and
telecommunications equipment produced bydrgytCommunications Corporation, Hangzhou
Hikvision Digital Technology Company, or Dahua Technology Company (or any subsidiary or
affiliate of such entities);

3. Telecommunications or video surveillance services provided by such entities or using such
equipmety or

4. Telecommunications or video surveillance equipment or services produced or provided by an
entity that the Secretary of Defense, in consultation with the Director of National Intelligence or
the Director of the Federal Bureau of Investigation, redsgrzelieves to be an entity owned or
controlled by, or otherwise connected to, the

Examples of the types of products covered by this prohibition include phones, internet, video
surveillance, and cloud servers when produceajiged, or used by the entities listed in the definition of
fcovered telecommuni ca$eR2CCrFR. 8€0UTlp ment or services

Management and Administration (M&A)

M&A costs are for activities directly related to the management and adminiswétiom awargsuch as
financial management, reporting, and program and financial monitoring. Some examples of M&A costs
include grants management training for M&A staff, equipment and supplies for M&A staff to administer
the grant award, travel costs for M&A staff tibegnd conferences or training related to the grant program,
travel costs for the M&A staff to conduct subrecipient monitoring, contractual services to support the
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M&A staff with M&A activities, and auditing costs related to the grant award to the extgrited or

permitted by statute or 2 C.F.R. Part 200. Characteristics of M&A expenses can include the following: 1)
direct costs that are incurred to administer a particular Federal award; 2) identifiable and unique to each

Federal award; 3) charged basedloe activity performed for that particular Federal award; and 4) not
duplicative of the same costs that are included in the approved Indirect Cost Rate Agreement, if
applicable.

Procedures for Establishing Indirect Cost Rates

The requirements and praltiges for establishing indirect cost rates are the same for glteharedness
programs outlined in the Preparedness Grants Mahh@lprocess for establishing the indirect cost rate
varies based on the type of entity and the amount of funding theyerece

1

If the entity is a norgovernmental entity, and is a subrecipient, indirect cost rate procedures are

outlined in 2 CFR 200.332(a)(4). These types of entities may either use the de minimis rate or
negotiate a rate with the passough entity.
If the subrecipient is atate orlocal governmental entity, indirect cost rate procedures are
established in 2 CFR 200, Appendix VII.
o Per Paragraph D.1.b. of Appendix \Wlate orlocal governmental entities receiving
grant funds must develop an indirect aagé proposal.
A If the state orlocalentity receives more than $35 million in grant funding, the
proposal must be approved by the cognizant agency.
A If a state orlocal entity receives $35 million or less in grant funding, they have to
develop an indirect cost rate proposal, but that indoest rate proposal doest
need to be approved by the cognizant agency.
If a state orlocal governmental entity wants to use the de minimis rate (instead of developing
indirect cost rate proposal), they can request alogsase exception frolREMA (per 2 CFR
200.102(b)).
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Award Determination and Obligation

Allocations

Risk Methodology

DHS defines r i s ladvarse outcinpe@dsessed ds a functfor af hazard/threats, assets and
their vulnerabilities, and consequenéegeDHS LexiconTerms and Definitions2017 Edition |

Revision 2(Oct 2017). The FEMA risk methodology is focused on three elements:

9 Threat: the likelihood of an attackding attempted by an adversary
1 Vulnerability : the likelihood that an attack is successfiiven that it is attempteénd
1 Consequencethe effect of arevent,incident or occurrence

Please se theapplicableappendixof this Manualfor each award prografor specific information on the
risk methodology applied for each program.

Application Evaluation Criteria

Programmatic Criteria
See theManual ppendcesand relevant program NOF®@a specific information on the application
criteria specific to each program.

Financial Integrity Criteria

Prior to making dederalaward, FEMA is required by 31 U.S.C. 8533 asenactedy thePayment

Integrity Information Act of 2019, Pub. L. No. 11847 (2020); 41 U.S.C. § 2313; and 2 C.F.R. § 200.206
to review information available through any Office of Management and Budget (dbtjnated
repositories of governmentwide eligibility qualiibion or financial integrity information, including
whether the applicant is suspended or debarred. FEMA may also pose additional questions to the
applicant to aid in conducting the paevard risk review. Therefore, application evaluation criteria may
include the following riskbased considerations of the applicant:

Financial stability

Quality of management systems and ability to meet management standards
History of performance in managing federal award

Reports and findings from auditsnd

Ability to effectively implement statutory, regulatory, or other requirements.

arwOE

All investments selected for recommendation will also undergo an additional risk review conducted by
the FEMA Grants Management Specialist to evaluate the risk feongsliance in cayting out the
federalaward Using their subjeematter expertise, the questions the FEMA Grants Management
Specialistmayassesinclude, butarenot limited ta

Is the applicant on any exclusion lists identified in 8M.gov?
If the applicant has receivdederalfunding in the past, has the applicant performed all audits
required by the Single Audit requirements under 2 C.F.R. Part 200, Subpart F?
1 Has the applicant provided sufficient budget information and justificatiorgaged by the

NOFO?
1 Are the costs proposed by the applicant in the budget information and justification allowable and
reasonable based on the criteria set forth inNtgisual and the applicable appen®OQFO, and
regulations?

il
il
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Is the budget representatigethe total cost of performance of the projects?

If indirect costs are includeds the applicant required to have an approved indirect cost rate
agreement? If sdnas the applicant provided an approuadirectcostrate agreement?

1 Is the applicant delinquent on afgderaldebt?

9 Has the applicant had substandard performance in a prior award?

9 Isthe applicant on the Do Not Pay List?

= =4

Based on the outcome of this review, FEMA may determine that it will not make an awasapiaieant
that poses a risk of noncompliance. FEMA may also determine that it will make an award-tislan at
applicant, subject to additional terms and conditions as described in 2 C.F.R. 8200.20

Supplemental Financial Integrity Review
Prior to makng afederalaward where the anticipatéotal federalshare will be greater than the
simplified acquisition threshold, currently $250,000

1 FEMA is required to review ahconsider any information about the apaiit including
informationonthe ppl i cant 6 s i mlewldbivner sebsidiaries, ahd pgedeeessors,
if applicable, that i$n the designated integrity and performance system accessible tl#étgh
which is currently thé-ederalAwardee Performance and Integrity Information SysEAPIIS).
1 An applicant, at its option, may review information in FAPIIS and comment on any information
about itself that éederalawarding agency préusly entered.
1 FEMA will consider any comments by the applicant, in addition to the other information in
FAPI 1S, in making a judgment about the applica
performance unddederalawards when completing the rew of risk posed by applicants, as
described in 2 C.F.R. § 20020

Review and Selection Process

FEMA will follow all applicable statutes, rules, and requirememis will take into consideration
materials accompanying the annual appropriations acts, suchJmrnthExplanatory Statemersis
appropriatein reviewing and selectingcipients

Please see the applicable NOFO for the review and selection pfactss program.

Federal Award Administration Information

Notice of Award

Before accepting the award, the A@Rd recipienshould carefully review the award package. The
award package includes instructions on administering the grant award and thenicoaditions
associated with responsibilities undiederalawards.Recipients must accept all conditions in the
applicable program NOFO, as well as this Manual, in addition toany special terms and conditions
in the Notice of Award to receive araward under the applicable program.

Notification of award approval is made through the ND Grants system through an automatic electronic
mail to ther e ¢ i pautleorizedboSicial listed in the initial application. The award date will be the date
that FEMA approves the award. Tieeipientshould follow the directions in the notification to confirm
acceptance of the award.

Recipients must accept their awards no later 8@adaysfrom the award date. The recipient shall notify

FEMA of its intent to accept and proceed with work under thedwrm@provide a notice of intent to
declinethrough the ND Grants system. For instructions on how to accept or decline an award in the ND
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Grants system, please ghe Grant Recipient UseBuide. Funds will remain on hold until the recipient
accepts the award through the ND Grants system and all other conditions of the awdreldmesatisfied
or until the award is otherwise rescind€&gilure to accept a grant award within 8teday timeframe
may result in a loss of funds.

PassThrough Requirements
Please see the applicable NO&Q appendix to this Manual for information passthrough
requirementsor that program

Administrative and National Policy Requirements
In addition to the requirements in this section and the applicable NOFO, FEMA may place specific terms
and conditions on individual awardsancordance with 2 C.F.R. Part 200.

All successful applicants for ZHEMA grants and cooperative agreements are required to comply with
the DHS Standard Terms and Cotioins.

The applicable DHS Standard Terms and Conditions will be those in effect at the time the award was
made.The specifiderms and conditionhat will apply for the award will be clearly stated in the award
package at the time of award.

Ensuring the Protection of Civil Rights

As the Nation works towards achieving thetional Preparedness Ggitlis important to continue to

protect the civil rights of individualfRecipientamust carry out their programs and activities, including

those related to the building, sustainment, and delivery of core capabilities, in a manner that respects and
ensures the protection of civil rights for protected populations

Federal civil rights tutes, such &ection 308 of the Stafford ASection 504 of the Rehabilitation Act
of 1973 andTitle VI of the Civil Rights Act of 1964Age Discrimination Actalong with DHS and
FEMA regulations, prohibit discrimination on the basis of race, colifonal origin, sex, religion, age,
disability, limited English proficiency, or economic status in connection with programs and activities
receivingfederal financial assistanfrom FEMA.

Recipients must complete thedS Civil Rights Evaluatiom ool within 30 days of receipt of the Notice

of Award. Information about this requirement and a fuller listtaf civil rights provisions that apply to
recipientscan be foundn theDHS Standard Terms and Cotions Additional information on civil ights
provisions is availale at: Civil Rights Resources for Recipients of DHS Financial Assistance | Homeland
Securityand Office of Equal Rights | FEMA.gov

Monitoring and oversight requirements in connection with recipient compliance with federal civil rights
laws are also authorized pursuant to 44 C.F.R Part 7.

In accordance with civil rights laws and regulations, recipients and subrecipients must ensure the consistent
and systematic fair, just, and impartial treatment of all individuals, including individuals who belong to
underserved communities that have beemied such treatment.

Environmental Planning and Historic Preservation (EHP) Compliance

As afederalagency, FEMA is required to consider the effects of its actions on the environment and
historic properties to ensure that all activities and prograngetibyFEMA, including grartfunded
projects, comply witliederalEHP regulations, lawsind Executive Orderas applicable.
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All non-critical new construction or substantial improvement of structures in a Special Flood Hazard Area
must, ata minimum, gl v t he fl ood el evations of the Federal
Freeboard Value Approach unless doing so would cause the project to be unable to meet applicable

program coseffectiveness requirements. All other types of projects may chooselyatlagflood

el evations of the Feder al FIl ood Ri sk MBaxacatigee ment S
Order (EQO) 14030, ClimatRelated Financial RisatndFEMA Policy #206-21-0003, Partial

Implementation of the Federal Flood Risk Management Standard for Hazard Mitigation Assistance

Programs (Interim)

The Grant Progams Directorate (GPD) mages and administet)sE MAGS pr epar-dgisdsteess and
grantsand consolidates the grant business operations, systems, training,auioyersight of all

FEMA grants All GPD actions, including gratitinded actions, must ogply with National Flood

Insurance Program criteria or any more restrictive federal, state, or local floodplain management

standards or building code (44 CFR § 9.11(d)(6)). All &Bided norcritical actions in 1% annual

chance floodplains (also known B80-year floodplains) that involve new construction or substantial

improvement of structures must be elevated, at a minimum, to the lower of:

1 Two feet above the 1% annual chance flood elevation (also known as the base flood elevation), in
accordance withte Feder al Fl ood Ri sk Management Standa
Approacho (FVA); or

91 The 0.2% annual chance flood elevation. Where 0.2% annual chance flood elevations are not
available, such actions must be elevated to at least two feet above the H/chanaoe flood
elevation.

All GPD-funded critical actions in 0.2% annual chance floodplains (also known as&8@oodplains)
that involve new construction or substantial improvement of structures must be elevated, at a minimum,
to the higher of:
1 Three feet above the 1% annual chance flood elevation; or
i The 0.2% annual chance flood elevation. Where 0.2% annual chance flood elevations are not
available, such actions must be elevated to at least three feet above the 1% annual chance flood
elevation.

See Executive Order (EO) 11988, Floodplain ManagemasiamendedytEO 13690, Establishing a
Federal Flood Risk Management Standard and a Proagesartber Soliciting and Considering
Stakeholder Input

Recipients and subrecipients proposing projects that have the potential to impact the environment,
including, but not limited to, the construction of communication towers, modification or renovation

of existing buildings, structures, and facilities, new constructiofincluding replacement of facilities,
and some training activities,must participate in the FEMA EHP review processThe EHP review
process involves the submission of a detailed projestirigigion along wittany supporting
documentatiomequested b¥¥*EMA in order todetermine whether the proposed project has the potential
to impact environmental resources or historic properties.

In some cases, FEMA is also required to consult with edwgriatory agencies and the public in order to
complete the review process. The EHP review process must be completed before funds are released to
carry out the proposed project; otherwise, FEMA may not be able to fund the project due to
noncompliance witleHP laws ExecutiveOrders, regulations, and policies.

DHS and FEMA EHP policy is found in directives and instructions availableneimonmentabnd
Historic Preservation Guidance for FEMA Grant Applicatidghe FEMA website page that includes
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documents regarding EHP responsibilities and program requirements, including implementation of the
National Environmental Policy Act and other EHP regulations and Executive Orders.

A GPD EHP screening forand supportig documentation for preparedness projects requiring EHP
review should be submitted ¢ dpehpinfo@fema.dhs.goidditionally, all recipients under this funding
opportunity are required to comply with the FEMA GPD EHP Policy GuidarieelA Policy #108023

1, Grant ProgramsDirectorate Environmental and Historic Preservation Policy Guidance

Executive Order (EO) 1398Bdvancing Racial Equity and Support for Underserved Communities

through the Federal Governmemearticulates and strengthens the environmental justice framework

articulated in 1994 O 12898 Federal Actions to Address Environmental Justice in Minority

Populations and Lovincome PopulationsSpecifically, Section 1 of E.O. 13985 states that:

i Af f i r maanding eglity, cial dghts, racial justice, and equal opportunity is the responsibility of

the whole of our Government. Because advancing equity requires a systemic approach to embedding

fairness in decisiomaking processes, executive departmentsamiagee s é must recogni ze .
redress inequalities in their policies and progra

Many projects funded by GPD6s grant programs can
particular, construatn of buildings and other structures and construction of new communication towers

may have disproportionately high and adverse effects on minority ariddéowe populations. FEMA

acknowledges the important role that FENMEEipients and subrecipients playadvancing and achieving
environmental justice by identifyinglown come and mi nority popul ations v
affected area as early as possible and taking steps to accommodate these interests.

For consi stency wioadlch, FEMAevill raviem and evaldate potential préjects fpr

racial equity and justice concerns. If FEMA determines that a proposed project would have a
disproportionately high and adverse effect on minority orileseme populations, FEMA will consult

with recipients and subrecipients to discuss the feasibility of revising the scope of work to avoid these
adverse impacts, or otherwise applying mitigation measures to alleviate these effects. In addition, FEMA
may work with otherecipients and subrecipiertts solicit public input on the proposed projects for a

more informed decisiemaking process. To learn more about how FEMA environmental justice
responsibilities might affect your project, goHrecutive Order 12898: Environmental Justice |

FEMA.gov.

National Incident Management System (NIMS)mplementation

NIMS guides all levels of government, nongovernmental organizations (NGO), and the private sector to
work together to prevent, protect against, mitigate, respond to, and recover from incidents. NIMS

provides stakeholders across the whole community with the shared vocabulary, systems, and processes to
successfully deliver the capabilities described in the NatiBreparedness System.

TheNIMS Implementation Objectives for Local, State, Tribal, and Territorial Jurisdicttamgy the

NIMS implementation requirements in FEMA preparedness gra®d. As recipients and

subrecipients ofederalpreparedness (netlisaster) grant awards, jurisdictions and organizations must
achieve, or be actively working to achieve, all of the NIMS Implementation Objectives. The objectives
can be found on the NIMS webpageé\at1S Implementation and Training | FEMA.gov

Emergency management and incident response activities require carefully managed resources (personnel,
teams, facilities, equipment, and/or supplies) to meet incident r¢dS. defines a national,

interoperable approach for sharing resources, coordinatingnanagingncidents, and communicating
information. Incident management refers to how incidents are managed across all homeland security
activities, including prevention, prection, mitigation, response, and recovéftilization of the
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standardized resource management concepts such as typing, credentialing, and inventorying promote a
strong national mutual achpability needed to support the delivery of core capabilitidditianal

information on resource management, NIMS resource typing definitions, job titles, and position
gualifications is available &lIMS Components Guidance and Tools | FEMA.goRlease also see the
individual program appendices in this Manual for additional requirements regarding NIMS
implementation for specific programs.

FEMA developed thélIMS Guideline for the National Qualification SystéN@QS)to describenational
credentialing standards and to provide written guidance regarding the use ctdmolseds. This

guideline describes credentialing and typing processes and identifies tools that Federal Emergency
Response Officials and emergency managers at all levels of government may use both routinely and to
facilitate multijurisdictional coordinateresponsesStarting in FY2023, EMPG program recipients are
required to use EMPG Program funds to support NQS implementation efforts.

Addi ti onal i nformation about N1 MS Natianal lgeedané r a | i s
Management System | FEMA.gov

The NQSdoctrine promotes interoperability by establishing a common language for defining job titles

and by enabling jurisdictions and organizations to plan for, request, and havecoafiad the

capabilities of personnel deployed for disasters and emergencies from other entities through mutual aid
agreements and compacts. Following the concepts and processes in this Guideline will enhance national
preparedness by expanding the netwadrualified incident management and support personnel who can
be deployed nationwide.

Additional information about NIMS implementation is availablél&tlS Implementation and Training |
FEMA.gov.

FirstNet

TheMiddle-ClassTax Relief and Job Creation Act of 2012, Pub. L. No.-@62as amended (codified in

part at 47 U.&. 88 14011473) established the First Responder Network Authority (hereinafter FirstNet
Authority) as an independent authority within the National Telecommunications and Information
Administration (NTIA).47 U.S.C. 81424(@l he Fi r st Ne tutody missioostoiestaplilsa st at
nationwide public safety broadband network (FirstN€T)U.S.C. § 1426(b FirstNet uses the 700 MHz

D block spectrum to provide LornBerm Evolution (LTE)based broadband services and applications to
public safety entities}7 U.S.C. 88 1401(2), 1421 (&jirstNet became operational in March 2018 and is

based on a single, national network architecture that evaftie technological advances and corsgdt
aphysically separate evolved packete(EPC)network and radio aess network (RANS).

FirstNet provids public safety entities with missiecritical broadband data capabilities and services
including, but not limitedo messaging, image sharing, video streaming, group text, voice, data storage,
application, locatiofbased services, and Quality of Service, Priority, and Preemption. Public safety
entities seeking to enhance their operational capabilities using broadband technology may seek grant
fundingfrom appropriate programe support the following:

9 Planning for integratioof information technology (IT) infrastructure, software, and site upgrades
necessary to connect to FirstNet

1 Handheld broadband devicesluding smartphones, feature phones, tablets, wearablestgush
talk (PTT) devices

1 Vehiclemounted or otherwise field operated data devyisesh as ruggedized laptops
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1 Network access devicgscluding portable WiFi devices, Universal Serial Bus (USB)
modems/dongles, truakiounted modems, routers

1 CustomerOwned and Managed (COAM) broadbangldgable equipmenenabling public
safety to own and dispatch coverage expansion or capacity enhancement equipment within their
jurisdiction

1 Broadband device accessorikat enable efficient and safe public safety operations such as
headsets, belt clipgarpieces, remote Bluetooth sensors, ruggedized cases

1 Subscriber Identification Modules (SIMs)/Universal Integrated Circuit Cards (UltoGdlpw
public safety users to update existing devices to operate on public safety prioritized ;sgndces

1 Onetime purchase and subscriptibased applicatiorfer public safety use which could include,
among several other options, enterprise mobility management (EMM), mobile device
management (MDM), mobile Virtual Private Network (VPN), idgnservices, or cladiservice
tools

As FirstNet is built out in all 56tates and territoriesand coverage and capacity for first responders

expands, recipients are strongly encouraged to coordinate wistatavide Interoperability Coordinator

(SWIC) and FirstNet on thglanning, deployment timelines, and operational availability of the network
deployment within a specifistateor territory, andto ensure tht project does not conflict with network

planning efforts and complies with all technical requirements. FirstNet requires participating agencies to
demonstrate a subscription to public safatipritized broadband services to purchase FirstNet broadband
devices or applications. Recipients must coordinate with FirstNet in advance of any strategic acquisition

of broadband LTE equipment to ensure that purchases adhere to all applicable standards for public safety
entities. Recipients with questions on Firstslebuld contacihfo@firstnet.govPleasealsorefer to the

most recenSEAFECOM Guidance on Emergency Communications Gréortadditional guidance.

SAFECOM Guidance Compliance

All entities using preparedness grant funding to support emergency communications investments are
required to comply with thEAFECOM Guidance on Emerggn€ommunications Grants (SAFECOM
Guidancé. The SAFECOM Guidance provides current information on emergency communications
policies, eligible costs, best practices, and technical standar8kTdrrecipients investingederalfunds

in emergency communications projects. It is also designed to pramdtign with the National
Emergency Communications Plan (NEC@pmpliancewith the SAFECOM Guidance helps ensthrat
federaly funded investments are compatible, interoperable, resilient, and support national goals and
objectives for improving emergey communicationsApplicants should use the SAFECOM Guidance
during planning, development, and implementation of emergency communications projects and in
conjunction with other planning documents (eSiatewide Communication Interoperability Plans
(SCIP). Specifically, Appendix D of the SAFECOM Guidance contains compliance instructions for
FEMA grant recipients.

Emergency communications investmeaisowill be reviewedointly by FEMA and the
Cybersecurity and Infrastructure Security Agency (ClgAyerify compliance with SAFECOM
Guidance. FEMA will coordinate directly with the recipient on any compliance concerns and will
provide technical assistance as necessary to help ensurenfipliance.
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PostAward Management and Implementation
Reporting

Recipients are required to submit various financial and programmatic reports as a condition of award
acceptance. Future awards and funds drawdown may be withheld if these reports are delinquent.

Consultants or contractors are not permitted to be @R or the SAof the recipient.The AOR,as the
Authorized Officialfor the awardis responsible fosubmittingprogrammatic and financial performance
reports,acceptingaward packagesigningassurances and certifications, autbmittingaward
amendments.

Federal Financial Reporting Requirements

Federal Financial Report (FFR)

Recipients must report obligations and expendittod2EMA on a quarterly basis through the FfeRm
(SF425). Recipients may review the FIHarm (SF425) atPostAward Reprting Forms | Grants.gov
Recipients must file th&MR eledronicaly using the Payment and Reporting Systefsy9).

Financial Reporting Periods and Due Dates

An FFR must be submitted quarterly throughoutpgbgod of performanceéPQOP), including partial
calendar quarters, asWasin periods where no grant award activity occiitse final FFR is due within
120days after the end of the PQRuture awards and fund drawdowns may be withheld if these reports
are delinquent, demonstraéack of progress, or are insufficientdetail.

Except for the final FFR due at 120 days after the end of the POP for purposes of closeout, the following
reporting periods and due dates apply for the FFR:

FFRReporting Period Report Due Date
October I December 31 January 30
January I March 31 April 30
April 17 June 30 July 30
July 17 September 30 October 30

Because of a system limitation, if at the end of the POP a recipient still has funds to draw down, PARS
requires an FFR be submitted within 30 days of the end of the POP in order to access those funds. In that
case, the recipient will need $sabmit anFFR within 30 days of the end of the POP in addition to the final
FFR within120 days of the end of the PORII other recipients who do not need to draw down funds

after the end of the POP are only required to submit the final FFR iiidays after the end of the

POP.

Program Performance Reporting Requirements

Performance Progress Report (PPR)
Recipiens are responsible for providing updated performance reports on a biannual basis as an
attachment in ND Grants. The PPR should include the following:
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91 A brief narrativeof overall projedfs) status
1 A summay of project expendituresind
1 A description of any potential issues thay affect project completion

Note: This requirement does NOT applyite EMPGProgram which has different performance
reporting requirements. These are described in the EMPG Program Appeigiix Manual.

Program Performance Reporting Periods and Due Dates
The following reporting periods and due dates apply for the PPR:

Reporting Period Report Due Date ‘
January 1 June 30 July 30

July 17 December 31 January 30

Additional Programmatic Reporting Requirements and Information

Biannual Strategy Implementation Report (BSIRY

In addition to the quarterly financial and biannual performance progress reports, reaigeetponsible

for completing and submitting BSIRs through teants Reporting To{GRT). The BSIR is due within

30 days after the end of the reporting peribdy 30 for the reporting period of January 1 through June 30
(summer BSIR report); and Janu&Q for the reporting period of July 1 through December 31 (winter
BSIR report). All required attributes of each project must be included. Updated obligations, expenditures,
and significant developments must be provided within the BSIR to show the profiragdementation

for every project as well as how expenditures support Planning, Organization, Equipment, Training, and
Exercises (POETE). The first BSIR will be doyeJanuary 30, or 30 days after the end of the first

reporting period of the awar@&ubsequent BSIR reports will require recipients to report on a pinject
project basis.

Recipients alsareresponsible for completing and submitting a closeoutB8iIRen an @Pwar d 6 s
the liquidation period ends in the middle of a reportingqeerafiregulad BSIR must be submitted with

full accounting of actual project information/expenditures before a Closeout BSIR can be created/
submitted.The lasftfiregulad BSIR is required because the Closeout BSIR does NOT contain full
functionality to edt any project information/expenditures. Once thefiesgyulad BSIR is approved by

GPD, the Closeout BSIR can be created/submiRbghse contact your HRreparedness Officéor

guidance on the information required for the Closeout BSIR.

Closeout Reporting Requirements

Within 120 days after the end of tiROP for the prime awardr after an amendment has been issued to
close out an awardefore the original POP endghichever occurs firstecipients musliquidate all
financial obligatims andsubmit the following documentation ND Grants

1. The final request for payment, if applicable
2. The final FFR(SF425),
3. The inal PPR

2BSIR requirements are applicable to the following grant programs: HSGP (SHSP, UASI, and TRSG,
EMPG, and NSGP.
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4. A qualitative narrative summary of the impact of those accomplishments throughout the entire
POP submitted to the respective FENPAeparedness Officeand

5. Other documents required by program guidaihs@FOs, appendices to this Manuatms and
conditions of the awarar other FEMA guidance

In addition, any recipient that issues subawards tsahyecipient is responsible for closing out those
subawards as described in 2 C.F.R. § 200.84brecipients are still required to submit closeout materials
within 90 days of the subaward POP end datikken a subrecipient completes all closeout requingsne
passthrough entities must promptly complete all closeout actions for subawards in time for the recipient
to submit all necessary documentation and information to FEMA during the closeout pfitheir

award.

After theprime award closeoueports lave been reviewed and approved by FEMA, a closeout notice
will be completedo close out the granThe notice will indicate thBOP as closed, list any remaining
funds that will be deobligated, and address the requirement of maintainiangahdrecordsfor at least
three years from the date of the final FHARe record retention period may be lontpan three yeaue
to an audit, litigationfor equipment or real property used beyond the period of perfornoartber
circumstancesutlined in 2 C.F.R. 00.33!.

Recipiens areresponsible forefunding to FEMA anyalances ofinobligateccashthat FEMA paid that
are not authorized to be a@ted per 2 C.F.R. § 200 44).

Administrative Closeout

Administrative closeout is a mechanism for FEMAutalaterallymove forward with closeoutf an

awardusing availablewardinformation in lieu of final reportiom the recipienper 2 C.F.R. §

200.344(h)(i). It is a last resoravailable to FEMA, and FEMA needs to administratively close an

award, this may negatively i mpact .dhismechanigntant 6s a
alsorequire FEMA to make cash or cost adjustments and ineligible cost determitasaason the

information it haswhich may result in identifying debt owed to FEMAy the recipient

When a recipient is not responsive to FEMAO6s reas
complete the standard closeout process, FEMA is required under 2 C.F.R. § 200.344(h) to start the
administrative closeout process within the regulatangtrame. FEMA will make at least three written

attempts to collect required reports before initiating administrative closeout. If the recipient does not

submit all required reports in accordance with 2 C.F.R. § 200.34¢elévant progranNOFO, this

Manual, and the terms and conditions of the award, FEMA must proceed to administratively close the

award with the information available within one year of @Pend date. Additionally, if the recipient

does not submit all required reports within one yedah®POPend date, per 2 C.F.R. § 200.344(i),

FEMA must report in FAPIIS the recipientds mater.i
the award.

If FEMA administratively closean award where no final FFR has been submitted, FEMA uses th
administrativecloseout date in lieu of the final FFR submission date as the start of thgehraecord
retention period under 2 C.F.R. 8§ 200133

In addition, if an award is administratively closed, FEMA may decide to impose remedies for

noncompliance per 2 C.F.R. § 20M™38onsider this information in reviewing future award applications,
or apply special conditions &xisting or futureawards.
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Disclosing Information per 2 C.F.R. § 180.335

This reporting requirement pertains to disgiganformation related to governmewide suspension and

debarment requirements. Before a recipient enters into a grant award with FEMA, the recipient must
notify FEMA if it knows ifitorany of the recipientods primwiepal s un
of the four criteria listed at 2 C.F.R. § 180.335

Are presently excluded or disqualified;
Have been convicted within the preceding three years of any of the offenses IB@d-iR.§
180.800(a) or had a civil judgment rendered agdimsta ny of t he r eforiopei ent 0s
of those offenses within that time period,;
1 Are presentlyndicted for or otherwise criminally or civilly charged by a governmental entity
(federa] state or local) with commission of any of the offenses liste@ i@.F.R.§ 180.800(a); or
1 Have had one or more public transactidiesiéra) state or local) termmated within the preceding
three years for cause or default.

T
T

At any time after accepting the award, if the recipient learnsttbaany of its principals falls under one
or more of the criteria listed at 2 C.F.R. § 180.335, the recipient must prowitkdiate written notice to
FEMA in accordance with 2 C.F.R. § 180.350.

Reporting of Matters Related to Recipient Integrity and Performance

Per 2 C.F.R. Part 200, Appendix | § F.3, the additional@esird reporting requirements in 2 C.F.R. Part
200,Appendix Xl may apply to applicants who, if upon becoming recipients, have a total value of
currently active grants, cooperative agreements, and procurement contracts from all federal awarding
agencies that exceeds $hdlion for any period of time durgpnthePOPof an award under #sefunding
opportunites

Recipients that meet these criteria must maintain current information reported in FAPIIS about civil,
criminal, or administrative proceedings described in paragraph 2 of Appendix XII at thengporti
frequency described in paragraph 4 of Appendix XII.

Single Audit Report

For audits offiscal years beginning on or after December 26, 2014, recipients that expend $18®H000
more from allfederalfunding sources during their fiscal year are resghito submit an organizatiaemide
financial and compliance audit repaatso known aa fisingle audib report

The audit must be performed in accordance withreégeirements afhe U.S.Government Accountability
Of ficedbs (GAO) Gover nmen tYelldwBddk tU.Sn@AQO& D then d ar d s, | oc
requirements of Subpart F of 2 C.F.R. Part 200, locate@@aR :: 2 CFR Part 200 Subpari-FAudit

Requirements
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Additional Information

Monitoring and Oversight

Overview

Per 2 C.F.R. § 200.33FEMA, through its authorized representatives, has ¢, rat all reasonable

times, to make site visits or conduct desk reviews to review project accomplishments and management
control system#n orderto evaluateaward progress and to provide any required technical assistance.

During site visits or desk rexiw s FEMA wi | | review recipientsd fil e
monitoring and program evaluation activities, recipients must permit FEMA, upon reasonable notice, to
reviewgranr el at ed records and t o i nnhtaaowsiregadingthee or gani z

program. Recipients must respond in a timely and accurate manner to FEMA requests for information
relating to the award.

Effective monitoring and oversight help FEMA ensure that recipients use grant funds for their intended
purposés), verify that projects undertaken are consistent with approved plans, and ensure that recipients
make adequate progress towasidsed goals and objectives. Additionally, monitoring serves as the

primary mechanism to ensure that recipients comwly applicable laws, rules, regulations, program
guidance, and requirements. FEMA regularly monitors all grant programs both financially and
programmatically in accordance widerallaws, regulationgincluding2 C.F.R. Part 200, program
guidanceard the terms and conditions of the awakl monitoring efforts ultimately serve to evaluate
progress towards grant goals and proactively target and address issues that may threaten grant success
during the period of performance.

FEMA staff will periodicallymonitor recipients to ensure that administrative processes, policies and
procedures, budgets, and other related award criteria are meeting Federal Goveidmant FEMA
regulations. Aside from reviewing quarterly financial and programmepiorts, FEMA may also conduct
enhanced monitoring through dels&sed reviews, onsite monitoring visits, or both. Enhanced monitoring
will involve the review and analysis of financial compliance and administrative processes, policies,
activities, and otheattributes of each federal assistance award, and it will identify areas where the
recipient may need technical assistance, corrective actions, or other support

Financi al and programmatic monitoring are compl em
monitoring strategy that function together to ensure effective grants management, accountability, and
transparency; validate progress against grant and program goals; and sdésfgratflinds against

fraud, waste, and abuse. Financial monitoring primémituses on statutory and regulatory compliance

with administrative grant requirements, while programmatic monitoring seeks to validate and assist in

grant progress, targeting issues that may be hindering projeciagoiaéssuring compliance with the

pumpose of the grant and grant progtd®oth monitoring processes are similar in that they featitial

reviews of all opemwards and irdepth monitoring of grants requiring additional attention.

Recipients and subrecipients who are gghssugh entitis are responsible for monitoring their

subrecipients in a manner consistent with the terms of the federal award at 2 C.F.R. Part 200, including 2
C.F.R. 8§200.33 Thisincludesthe pagsshr ough entityés responsibility t
subecipient as necessary to ensure that the subaward is used for authorized purposes, in compliance with
federal statutes, regulations, and the terms and conditions of the subaward; and that subaward

performance goals are achieved.

In terms ofoverall award managemengcipient and subrecipient responsibilitieslude but are not
limited to accounting of receipts and expenditures, cash management, maintaining adequate financial
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recordsreporting,and refunding expenditures disallowed by #jdhonitoring if acting as a pass
through entity, other assessments and reviews, and ensuring overall compliance with the terms and
conditions of the award or subaward, as applicable, including the terms of 2 C.F.R. Part 200.

Financial Monitoring Overview and Approach

FEM A G6approach to financial monitoring provides a standard monitoring framework that promotes
consistent processes across all monitoring staff. There are four core components of the monitoring
process:

1. Monitoring AssessmentMoni t oring staff measure each grant
of predetermined evaluation criteria. The critenielpassess the recipient and potential
challenges to the success of the grant award.

2. Monitoring Selection and Scheduling:Monitoring staff make selection and scheduling
decisions in accordance with applicable statutory requirements, stidHmmeland Security
Act of 2002as amended (hereaff#iSAQ), andconsiderthe results of the monitoring assessment
process.

3. Monitoring Activ ities: Monitoring activities include cash analysis, desk reviews, and site visits.
Grants Management Specialiare responsible for conductiggarterly orsemiannual reviews
of all grants via cash analysis. Desk reviews and site visits are additioniébmnmg activities
conducted on grants where the monitoring assessment process identified the additidoial
monitoring and validated the use of FEMA resoufoeshese activities

4. PostMonitoring Actions: Monitoring staff may follow up with recipnts via postnonitoring
actions based on the outcomes of monitoring activities-rRosttoring actions include
conducting additional monitoring; reviewing Corrective Action Plans (CAP) and monitoring the
progress of CAP deliverables; documenting theltgi®n of identified corrective actions and
issues; providing technical assistance and recipient training; and debt collection.

In addition to the monitoring guidance outlined ab®eetion 2023a)(2)(A) of the HSAmandates the
frequency of monitoring activities for applicable preparedness grants. The applicable section of the HSA
reads as follows:

Not less than once every 2 years, the Administrator shall conduct, fosedeand highrisk
urban area receiving grant administered by the Department, a programmatic and financial
review of all grants awarded by the Departmenptevent, prepare for, protect against, or
respond to natural disasters, acts of terrorism, or other-made disasters, excluding assistan
provided under section 203, title 1V, or title V of the Robert T. Stafford Disaster Relief and
Emergency Assistance Act (42 U.S.C. 5133, 5170 et seq., and 5191 et seq.)

The following preparedness grant prograsogered by this Manuaresubject to HSA monitoring
requirements:

1 HSGP
o SHSP
o UASI
o OPSG

1 NSGP

1 TSGP
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1 PSGP

1 EMPG Program

Standard Monitoring Activity: Cash Analysis

Through cash analysis@antsManagement Specialisssesssandrepogdon t he r e@mpi ent s b

hand, expenditures, and unliquidated obligatigasiges potential cost share shortfallsh on hand
issuesand spend down activities within tROP. The analysis reconciles and compares grant
disbursement records with thecipient submitted FR. This process identifies recipients that may require
additional monitoring due to issues identified with drawdowns or FFR submissions.

EnhancedMonitoring Activities: Desk Review, Site Visit
Desk reviews and site visits are tworfar of additional monitoring that FEMA conducts on a recipient.
Tablel defines the key differences and similarities.

Table 1 - EnhancedFinancial Monitoring Activities ( Desk Review and Site Visjt

Attribute Desk Review Site Visit
Location/ A detailed, papebased review and A visit by FEMA grants management sta
Logistics evaluation conducted at a FEMA office| conducted at the site tifer e ci pi e
Desk reviews do not require travel. operations and/or selected performance
sites. Site visits may require travel.
Materials Required reports, correspondence, and Includes documents listed under the des
Reviewed | other documentation, including policies| review in addition to all applicable
and procedures, to substantiate documents and required reports nseeg
compliance. Additional documentation | to assess recipient capability and progre
available remotely may include validate records, and substantiate
information available through the grant| compliance with laws, regulations, and
file, financial reports, interviews, and | policies.
other documentation and corresponden
to verify compliance.
Goal of The goals of FEMA{(The goals of FEMAOG
Monitoring | review monitoring activities are, as monitoring activities are, as applicable, t
Activity applicable, to: 1 Review grant files to verify

1 Review grant files to verify
compliance, condudnterviews to
confirm adherence to approved
program plans, and confirm
equipment acquisition, allowable
use, and inventory controls;

1 Document that recipient
institutions possesadequate
internal controls, policies,
processes, and systems to manag
FEMA grantseffectively;

1 Assist the recipient with the grant
process and provide guidance to
improve recipient administrative
efficiencies;

1 Identify and analyze relevant

compliance, condudtterviews to
confirm adherence to approved
program plans, and confirm
equipment acquisition, allowable
use, and inventory controls;

1 Document that recipient institutiong
possess adequate internal controlg
policies, processes, and systems t
manage FEMA grangsffectively;

9 Assist the recipient with the grant
process and provide guidance to
improve recipienadministrative
efficiencies;

91 Identify and analyze relevant
problems that might prevent the
program from achieving its
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Attribute Desk Review Site Visit

problems that might prevent the internal and externalbjectives
program from achieving its and

internal and externalbjectives 1 Provide technical assistance
and

9 Provide techrial assistance

Programmatic Monitoring Overview and Approach

Programmatic monitoring involves oversight throughout the award lifeaydelerfor FEMA to verify

that programs and projects undertaken by recipients are consistent with approved plans and comply with
applicable laws, regulationgrogram guidangeand the terms and conditions of the award

F E M Araasitoringapproactcompleswith themonitoring requirements described in section 2022 of
the HSA.Programmatic monitoring also plays an important nolensuing thatFEMA preparedness
grant funding builds and sustains capabilities aSth€T levelsthat advance the National Preparedness
Goal.Programmatic monitoring algs an opportunity foFEMA staff to build relationships with
recipients and to work collaboratively to identify and mitigate factors that may impede programmatic
performance.

Programscovered by this Manual that areluded in the programmatic monitoring approach are listed
below, including the programs subject to section 2022 of the HSAhardadditional programs
(THSGPR IPR,and IBSGP)

1 HSGP

o SHSP

o UASI

o OPSG
NSGP
THSGP
TSGP
IPR
IBSGP
PSGP
EMPG Program

= =4 -a-_a-a_-a_-°

FEMA uses aisk- andprojectbased programmatic monitoring framework for its preparedness grant
programghat isdesigned for datdriven grants managemeand whichinteracts seamlessly with other

aspects of the grant lifecyclEEMA usesmonitoring as a vehicl® validak data previously selfeported

by recipients in applicati@and reporting toold~EMA does not utilize monitoring as a data collection

tool in and of itself. By specializing monitoring in this w&EMA avoids duplicatie data collection,

targets its resources more effectively, and provides stronger and more proactive technical assistance to its
recipients. The framework also comprehensively documents grant management decisions for resource
allocation.

This programmati monitoring approach establishes baseline monitoring of all open awards across the
FEMA preparedness grant portfolio using a First Line Review (FLR). The FLR identifies recipients and
awards with a high potential for noncompliance with regulations arréaib meet project objectives. The
FLR uses quantifiable measures (criteria) to prioritize and rank recipients and awards according to
identifiedrisks that threaten the succes§¥8MA6 s pr eparedness grant awards.
prioritization processeatermine which higlrisk recipients and awards will receive advanced monitoring.
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Postmonitoringactions document ancbmmunicate findings and recommendations for resolution to the
recipients andFEMA leadershimand allow for increasingly cohesive prograatio and financial
monitoring processes.

Case Studies and Use of Grant-Funded Resources During Real-World
Incident Operations

Analyzing the use of grafiinded investments in realorld incidentswill improve the ability of FEMA

and itsSLTT partners to assess the effectiveness of these investments and to better understand how grant
funds support improvements in nationwide capability levels. Currently, FEMA conducts case studies with
a limited nunber of grant recipients each year to explore how jurisdictions prioritize grant investments
based on risk and capability assessmemtd the ways specific investments impr&Lel T preparedness
(Preparedness Grants Case Studies | FEMA.Byvaccepting theaward,the recipient agrees to

participate in a case study evaluatiorif requested.

Termination Provisions

FEMA may terminate a federal award in whole or in part for ontbeofollowing reasons. FEMA and the

recipient must still comply with clesut requirements at 2 C.F.B8200.344200.345 even if an award is
terminated in whole or in part. To the extent tha
NOFO, pasthrough entities should refer to 2 C.F§R00.340 for additional information on termination

regarding subawards.

1. Noncompliancelf an applicant fails to complwith the terms and conditions of a federal award,
FEMA may terminate the award in wholeinmart. If the noncompliance can be corrected,
FEMA may first attempt to direct the recipient to correct the noncompliance. This may take the
form of a Compliance Notification. If the noncompliance cannot be corrected or the recipient is
nonresponsiveFEMA may proceed with a Remedy Notification, which could impose a remedy
for noncompliance per 2 C.F.R. § 200.339, including termination. Any action to terminate based
on noncompliance will follow the requirements of 2 C.F.R. §8§ 2002811342 as well ahe
requirement of 2 C.F.R. A 200.340(c) to report
comply with the award terms and conditioBge also the section on Actions to Address
Noncompliance.

2. With the Consent of the RecipienEEMA may also termirta an award in whole or in part with
the consent of the recipient, in which case the parties must agree upon the termination
conditions, including the effective date, and in the case of partial termination, the portion to be
terminated

3. Notification by theRecipient.The recipient mayerminate the award, in whole or in part, by
sending written notification to FEMA setting forth the reasons for such termination, the effective
date, and in the casé partial termination, the portion to be terminated. Indage of partial
termination, FEMA may determine that a partially terminated award will not accomplish the
purpose of the federal award, so FEMA may terminate the award in its entirety. If that occurs,
FEMA will follow the requirements of 2 C.F.R. 88 20013200.342 in deciding to fully
terminate the award

Period of Performance (POP) Extensions

Extensions to th®OPfor prograns addressed in this Manwate allowedunder limited circumstances
Extensions to the initid?OP identified in the awardvill only be considered through formal, written
requests t o t hPeeparedness PfficerrPtogran Marmadéhd must contain specific
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and compelling justifications as to why an extension is requitedipientsare advised to coordinate with
thar FEMA Preparedness Officer Program Managexs needed when preparing an extension request.

All extension requests must address the following:

N

©ONO O~ W

©

The grant progranfiscal year, and award number

Reason for the delaincluding details of thdegal, policy, or operational challenges that prevent
the final outlay of awarded fdls by the deadline

Current sttus of the activityies);

ApprovedPOP termination daterad new project completion date

Amourt of funds drawn down to date

Remaining avadble fundsbothfederaland if applicable nonfederal

Budget outlining how remaininigderaland if applicable nonfederalfunds will be expended
Plan for completion, including milestones and timeframes for achieving each milestone and the
positionor person responsible for implemendithe plan for completigrand

Certification that the activifyes) will be completed within the extend&DP without any
modification to the originadtatement ofwork, as described in the investment juséiiicn andas
approved by FEMA

Extension requests will be granted only due to compelling legal, policy, or operational challenges.
Extension requests will only be considered for the following reasons:

T
1
1
)l

Contractual commitments by the recipientsubrecipientvith vendors prevent completion of the
project within the existingPOP;

The project must undergo a complex environmental review that cannot be completed

within the existing POP

Projects arédong-term by design, and therefore acceleration would comgenure
programmatic goajor

Where otler speciabr extenuatingircumstances exist

Recipientsshouldsubmit all proposed extension requests to FEMA for review and apprioealstL 20
daysprior to the end of the®P to allow sufficient processing timextensions are typically granted for
no more than a simonth periodRecipients are advised to coordinate withintkR&EMA Preparedness
Officer or Program Managexs needed whegreparing an extension request.

Disability Integration

Pursuant to Section 504 of the Rehabilitation Act of 1973, recipients of FEMA financial assistance must
ensure that their programs and activities do not discriminate againstisthgualified indviduals with
disabilities.

Preparedness grant recipients should engage with the whole community to advance individual and
community preparedness and to work as a nation to build and sustain resilience. In doing so, recipients
are encouraged to considbe needs anhdividuals withdisabilities into the activities and projects funded

by the grant

FEMA expects thatheintegrationof the needs of people with disabilities vaticur at all levels
includingplanning alerting, notification, and public treach; trainingpurchasing of equipment and
supplies protective action implementatioand exercises/drills.
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The following are examples that demonstrate the integratitveafeeds of people with disabilities in
carrying out FEMA awards

1 Include representatives of organizations that work with/for people with disabilities on planning
committees, work groups and other bodies engaged in development and implementation of the
grant programs and activities.

1 Hold all activities related to the grain locations that are accessible to persons with physical
disabilities to the extent practicable.

1 Acquire language translation services, including American Sign Language, that provide public
information across the community and in shelters.

1 Ensureshéérspeci fic grant funds GdaceiomPlaaningfgrn me nt
Integration of Functional Needs Support Services in General Population Shelters

1 If making alteration$o an existing building to a primary function area utilizing federal funds,
complying with the most recent codes atahdardsand making path of travel to the primary
function area accessible to the greatest extent possible.

1 Implement specific procedureised by public transportation agencies that include evacuation and
passenger communication plans and measures for individuals with disabilities.

1 Identify, create, and deliver training to address any training gaps specifically aimed toward
whole-communitypreparednessnclude and interact witindividuals with disabilities, aligning
with the designated program capability.

9 Establishbest practices imclusive planning and preparednésat consider physical access,
language access, and information access. Examples of effective communication access include
providing auxiliary aids and services swgign language interpreters, Computer Aided Riead
Translation (CART), and materials Braille or alternate formats.

FEMA grant recipients can fund projects towards the resilientlyeofvhole community, including
people with disabilitiessuch as training, outreach, and safety campapgnsjded that the project aligns
with the applicake NOFO, this Manuathe applicable appendix to this Manual, and the terms and
conditions of the award~or specific guidelines on funding a disabilitglusive project, please refer to
the prograrrspecific appendix in this Manual.

Conflicts of Interest in the Administration of Federal Awards or
Subawards

For conflicts of interest under grafunded procurements and contracts, refer to the section on
Procurement Integrity ithe applicable NOFO, this Manuakhd 2 C.F.R. 88 200.317200.32.

To eliminate and reduce the impact of conflicts of interest in the subaward process, recipipatssand
through entitiesnust follow theirown policies and procedures regarding the elimination or reduction of
conflicts of interest when making subawards. Reatgi@nd pasthrough entities are also required to
follow any applicabldederal orfSLTT statutes or regulations governing conflicts of interest in the making
of subawards.

The recipient opassthrough entitynust disclose to the respectiveeparednedSfficer or Program
Manager in writing, any real or potential conflict of interesaitmay arise during the administration of
thefederalaward as defined by théederal orSLTT statutes or regulations or their own existing policies
within five days of learning of the conflict afterest Similarly, subrecipients, whether acting as
subrecipients or as paggough entities, must disclose any real or potential conflict of sttévehe
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recipient or nextevel pasghrough entity as required by the recipientorgasgsr ough ent i tyods
interest policies, or any applicalflederalor SLTT statutes or regulations.

Conflicts of interest may arise during the process dflAEnaking afederalaward in situations where an
employee, officer, or agent, any members of his or her immediate family, his or her partner has a close
personal relationship, a business relationship, or a professional relationship, with an applicant,
subgplicant, recipient, subrecipient, or FEMA emplogee

Procurement Integrity

Through audits conducted liye DHS Office of Inspector General (OIG) and FEMA grant monitoring,
findings have shown that soOm&MA recipients have not fully adhered to fh@®per procurement
requirements when spending grant funds. Anything less than full compliance with federal procurement
requirements jeopardizes the integrity of the grastvell as the grant program. To assist with

determining whether an action is a pcEment or instead a subaward, please consult 2 @.E0R.331.

For detailed guidance on the federal procurement standards, recipients and subrecipients should refer to
various materials issued by FEMAG6s Pr ethaPDAg ment
Field ManualandContract Provisions (Ede Additional resources, including an upcoming trainings
schedulecan be found on the PDAWNebsiteContracting with Federal Funds for Goods and Services
Before, During and After Disasters | FEMAW

The below highlights thederalprocurement requirements for FEMA recipients when procuring goods

c

and services witfederalgrant fundsFEMAw i | | include a review of recipi

part of the normal monitoring activitie&ll procurement activity must be conducted in accordance
with federal procurement standards at 2 C.F.R. 88 200.31% 200.37. Select requirements under
these standards are listed below. The recigiadtany of its subrecipientsust comply with all
requirements, even if they are not listed below.

Under 2 C.F.R. § 200.317, when procuring property and services ufatkralaward, states (including
territories)must follow the same policies and procedures they use for procurements from tHeiderah
funds; additionallystates mustnowfollow 2 C.F.R. 8200.321 regarding socioeconomic step00.322
regardingdomestic prierences for procurement200.323 regardingrocurement of recovered
materials, and § 200.32egarding required contract provisions.

All other non-federal entities, such as tribes (collectively, norstate entities) musthave andise their
own documated procurement procedures that reflect applic&hlET laws and regulations, provided
that the procurements conform to applicdelderallaw and the standards identified in 2 C.Frt 200.
These standards include, but are not limited to, providingufband open competition consistent with
the standards of 2 C.F.R. 8§ 200.21®I8 200.320

Important Changes to Procurement Standards in 2 C.F.R Part 200
OMB recently updated various parts of Title 2 of the Code of Federal Regulations, among them, the
procurement standards. States are now required to follow the socioeconomic steps in soliciting small and

mi nority businesses, wdblabersudphis aea frmsiper 8 G.F.R B 200.32hb.r i s e s

All non-federal entities should also, to the greatest extent practicable under a federal award, provide a
preference for the purchase, acquisition, or use of goods, products, or materials produceditadhe U
States per 2 C.F.R. A 200.322. More information
standards can be foundfurchasing Under a FEMA Award: OMB Revisions Fact Sheet
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The recognized procurement meth@d® C.F.R. § 200.320 have been reorganized into informal
procurement methods, which include mignarchases and small purchases; formal procurement methods,
which include sealed bidding and competitive proposals; and noncompetitive procurements. The federal
micro-purchase threshold is currently $10,000, andstate entities may use a lower threshold when

using micrepurchase procedures under a FEMA award.rfbnstate entity wants to use a miero

purchase threshold higher than the federal threshold, it must follow the requirements of 2 C.F.R. 8§
200.320(a)(1)(iiij(v). The federal simplified acquisition threshold is currently $250,000, and-ataten

entity may use a lower threshold but may not exceed the federal threshold when using small purchase
procedures under a FEMA awa&ke2 C.F.R. § 200.{citing the definition of simplified acquisition
threshold fromd8 C.F.R. Part 2, Subpart ».1

See2 C.F.R. 88 200.216, 200.47dnd Appendix llas well as~=EMA Policy #405143-1, Prohibitions on
Expending FEMA Award Funds for Covered Telecommunications Equipment or S¢h@cetevant
programNOFO, and this Manualegarding prohibitions on covered telecommunications equipment or
services.

Competition and Conflicts of Interest

Among the requirements of 2 C.F.R. § 200.®)@fpplicable to all noffiederalentities other thaatates,
contractors that develop or drafiecifications, requirementtatenents of work, or invitations for bids

or requests for proposals must be excluded from competing for such procurencedés to ensure

objective contractor performance and eliminate unfair competitive advanfi)dA considers thse

actions to ben organizational conflict of interest and interprets this restriction as applying to contractors
that help anonfederal entitydevelop its grant application, project plans, or project budget. This
prohibition also appliestthe use of former employees to manage the grant or carry out a contract when
thoseformer employees worked on such activities while they were employees of tfiedepalentity.

Under this prohibition, unless the nésderalentity solicits for and awards a contract covering both
developmenandexecution of specifications (or similar elements as described above), and this contract
was procured in compliance with 2 C.F.R. 88 200i3200.37, federalfunds cannot be used pay a
contractor to carry out the work if that contractor also worked on the developnibosedpecifications.
This rule applies to all contracts funded wighleralgrant funds, including praward costs, such as grant
writer fees, as well as peatvad costs, such as grant management fees.

Additionally, ome of the situations considered to be restrictive of competition include but are not limited
to:

Placing unreasonable requirements on firms in order for them to qualify to do business

Requiring unecessary experience and excessive bonding

Noncompetitive pricing practices between firms or between affiliated companies

Noncompetitive contracts to consultants that are on retainer contracts

Organizational conflicts of interest

Specifyingonlyd@ br and namedo product instead of all owir
describing the performance or other relevant requirements of the procuranent

1 Any arbitrary action in the procurement process

= =4 =8 -8 -8 -9

Per2 C.F.R. § 200.318J, nonfederalentities other tharstates must conduct procurements in a manner
that prohibits the use of statutorily or administratively impdSe@T geographical preferences in the
evaluation of bids or proposals, except in those cases where appiechyistatutes expraty mandate

or encourage geographic preference. Nothing in this section pregatpticensing laws. When

contracting for architectural and engineering services, geographic location may be a selection criterion

39


https://www.ecfr.gov/current/title-48/chapter-1/subchapter-A/part-2/subpart-2.1
https://www.fema.gov/sites/default/files/documents/fema_policy-405-143-1-prohibition-covered-services-equipment-gpd.pdf
https://www.fema.gov/sites/default/files/documents/fema_policy-405-143-1-prohibition-covered-services-equipment-gpd.pdf

provided its application leaves an apprafginumber of qualified firms, given the nature and size of the
project, to compete for thmntract.

Under 2 C.F.R. § 200.318(c)(1), ntederal entities other than states are required to maintain written
standards of conduct covering conflicts of iet#rand governing the actions of their employees engaged
in the selection, award, and administration of contr&dsemployee, officer, or agent may participate

in the selection, award, or administration of a contract supported by a federal award if he ahe

has a real or apparent conflict of interestSuch conflicts of interest would arise when the employee,
officer, or agent, any member of his or her immediate family, his or her partner, or an organization that
employs or is about to employ any of the parties indicated herein, has a financial antethst in or a
tangible personal benefit from a firm considered for a conffhet.officers, employees, and agents of the
nonfederal entity may neither solicit nor accept gratuities, favors, or anything of monetary value from
contractors or parties gubcontracts. However, ndaderal entities may set standards for situations in
which the financial interest is not substantial, or the gift is an unsolicited item of nominal value. The
standards of conduct must provide for disciplinary actions to beedgpli violations of such standards

by officers, employees, or agents of the {fiederal entity.

Under2 C.F.R. § 200.318(c)(2if the recipient or subrecipient (other than states) has a parent, affiliate,
or subsidiary organization that is not a stheal, tribal, or territorial government, the ntederal entity
must also maintain written standards of conduct covering organizational conflicts of interest. In this
context, organizational conflict of interest means that because of a relationshiatignacompany,
affiliate, or subsidiary organization, the nfateral entity is unable or appears to be unable to be
impartial in conducting a procurement action involving a related organization. THedemal entity

must disclose in writing any potéatconflicts of interest to FEMA or the paggough entity in

accordance with applicable FEMA policy.

Supply Schedulesand Purchasing Programs
Generally, a notfiederalentity may seek to procure goods or services fréadearalsupply schedule,
statesupply schedule, or group purchasing agreement.

General Services Administration Schedules

States, tribesand local governmentand any instrumentality thereof (such as local education agencies or
institutions of higher educationyay procure goods arsetrvices from a General Services Administration
(GSA) scheduleGSA offersmultiple efficient and effective procurement programsdtate, tribaland

local governmentsand instrumentalities theredd, purchase products and services directly from pre
vetted contractorsThe GSA Schedules (also referred to as the Multiple Award Schedules dratitral
Supply Schedules) are lottgrm governmentvide contracts with commercial firms that provide access to
millions of commercial products and services atu discount pricing

Information about GSA programs for states, tribes, and local governments, and instrumentalities thereof,
can be found a&rograms for State and Local Governments | GBAState and Local Governments |
GSA

Fortribes,local governmentsand their instrumentalitigbat purchase offif a GSA schedule, this will
satisfy thefederalrequirements for full and open competition provided that the recifuboivs the GSA
ordering procedures; howevéiipes,local governmentsand their instrumentalitiesill still need to
follow the other rules under 2 C.F.R. 88 200.812200.32, such as solicitation of minorityusinesses
womerd s b u s i n e ssmall businessesp laborswEus area firng§ 200.321) domestic
preferences§200.322), contract cost and pri&200.324), and required contract provisiog200.327
and Appendix II)
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Other Supply Schedules and Programs

For nonfederalentities other thastates, such as tribe&ycal governments, and nonprofitsat want to
procure goods or services fronstatesupply schedule, cooperative purchasing program, or other similar
program, in order for such procurements to be permissiter federal requirementke following must

be true:

1 The procurement of the original contract or purchasing schedule and its usenbgp-tbderal
entity complies withstateand local law, regulations, and written procurement procedures

9 Thestateor other entity that originally procured the original contract or purchasing schedule
entered into the contract or schedule with the express purpose of making it availableote the
federal entityand other similar types of entities

1 The contract or purchasing schedule specifically allows for such use, and the work to be
performed for the nefederalentity falls within the scope of work under the contract as to type,
amount, and gegraphy

1 The procurement of the original contract or purchasing schedule complied with all the
procurement standards applicable to a-feateralentity other tharstates under at 2 C.F.R. 88§
200.317 200.3Z; and

1 With respect to the use of a purchasinigestule, thenonfederal entitymust follow ordering
procedures that adheredpplicable state, tribatnd local laws and regulations and the minimum
requirements of full and open competition under 2 C.F.R. Part 200

If a nonfederal entity other thansiate seeks to use a state supply schedule, cooperative purchasing
program, or other similar type of arrangement, FEMA recommends the recipient discuss the procurement
plans with its FEMAPreparedness Officer or Program Manager

Procurement Documentation

Per 2 C.F.R. 8 200.318(i), ndederal entities other than states and territories are required to maintain and
retain records sufficient to detail the history of procurement covering at least the rationale for the
procurement method, contract type, corttvaselection or rejection, and the basis for the contract price.
States and territories are encouraged to maiataiiretairthis information as well and are reminded that

in order for any cost to be allowable, it must be adequately documented pelR282B0.403(g).

Examples of the types of documents that would cover this information include but are not limited to:

1 Solicitation documentation, such as requests for quotes, invitations for bids, or requests for
proposals;

1 Responses to solicitationgich as quotes, bids, or proposals;

1 Presolicitation independent cost estimates and-poktitation cost/price analyses on file for
review by federal personnel, if applicable;

1 Contract documents and amendments, including required contract provisions; and

9 Other documents required Baderalregulations applicable at the time a grant is awarded to a

recipient

Additional information on required procurement records can be found on pagés24hePDAT Field
Manual
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Financial Assistance Programs for Infrastructure

Build America, Buy America Act

Recipients and subrecipients must comply with the Build America, Buy America Act (BABAA), which

was enacted as part of the Infrastructure Investment and Jobs Act 8870821 Pub. L. No. 1138
(2021);andEecuti ve Order 14005, Ensuring the Future is
Workers.See als®MB Memorandum M22-11, Initial Implementation Guidance on Applicatiof Buy

America Preference in Federal Financial Assistance Programs for Infrastructure

None of the funds provided under this program may be used for a project for infrastructure unless the iron
and steel, manufactured products, and construction matesed in that infrastructure are produced in
the United States.

The Buy America preference only applies to articles, materials, and supplies that are consumed in,
incorporated into, or affixed to an infrastructure project. As such, it does not appdjstoequipment,

and supplies, such as temporary scaffolding, brought to the construction site and removed at or before the
completion of the infrastructure project. Nor does a Buy America preference apply to equipment and
furnishings, such as movable @lsadesks, and portable computer equipment, that are used at or within

the finished infrastructure project but are not an integral part of the structure or permanently affixed to the
infrastructure project.

To see whether a particular FEMA federal finahassistance program is considered an infrastructure
program and thus required to include a Buy America preference, pledsegesems and Definitions:
Build America, Buy Americact | FEMA.govandBuild America, Buy America Act Frequently Asked
Questions (FAQs) | FEMA.goAdditional information is found iBuy America Preference in FEMA
Financial Assistance Programs for Infrastructure, FEMA Interim Policy-224J001

Waivers
When necessary, rgients (and subrecipients through their pdssugh entity) may apply for, and
FEMA may grant, a waiver from these requirements.

A waiver of the domestic content procurement preference may be granted by the agency awarding official
if FEMA determines tht:
1 Applying the domestic content procurement preference would be inconsistent with the public
interest.
1 The types of iron, steel, manufactured products, or conistnumaterials are not produced in the
United States in sufficient and reasonably availgoientities or of a satisfactory quality.
9 The inclusion of iron, steel, manufactured products, or construction materials produced in the
United States will increase the cost of the overall project by more than 25%.

For FEMA awards, the process for requesta waiver from the Buy America preference requirements
can be found o niBlyBNAdSrefarenbesn FEMA Fandncial Assistance Programs
for Infrastructure | FEMA.gav

Definitions

Construction materials: an article, material, or suppdyher than an item primarily of iron or steel; a
manufactured product; cement and cementitious materials; aggregates such as stone, sand, or gravel; or
aggregate binding agentsamditive® that is or consists primarily of neferrous metals, plastic and
polymerbased products (including polyvinylchloride, composite building materials, and polymers used in
fiber optic cables), glass (including optic glass), lumber, paint, and drywal
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Domestic content procurement preference: Means all iron and steel used in the project are produced in the
United States; the manufactured products used in the project are produced in the United States; or the
construction materials used in the projeet produced in the United States.

Federal financial assistance: Generally defined in 2 C.F.R. 8 200.1 and includes all expenditures by a
federal agency to a ndrderal entity for an infrastructure project, except that it does not include
expenditures foassistance authorities relating to major disasters or emergencies under sections 402, 403,
404, 406, 408, or 502 of the Robert T. Stafford Disaster Relief and Emergency Assistance Act relating to
a major disaster or emergency declared under section 4l prespectively, or pre and post disaster or
emergency response expenditures.

Infrastructure: infrastructure projects which serve a public function, including at a minimum, the
structures, facilities, and equipment for, in the United States, roatisydyg, and bridges; public
transportation; dams, ports, harbors, and other maritime facilities; intercity passenger and freight
railroads; freight and intermodal facilities; airports; water systems, including drinking water and
wastewater systems; electridransmission facilities and systems; utilities; broadband infrastructure; and
buildings and real property; and structures, facilities, and equipment that generate, transport, and
distribute energy.

Produced in the United States means the following for:

9 Iron and steel: All manufacturing processes, from the initial melting stage through the application
of coatings, occurred in the United States.

1 Manufactured products: The product was manufactured in the United States, and the cost of the
components of gnmanufactured product that are mined, produced, or manufactured in the United
States is greater than%@f the total cost of all components of the manufactured product, unless
another standard for determining the minimum amount of domestic contentnadithidactured
product has been established under applicable law or regulation.

1 Construction Materials: All manufacturing processes for the construction material occurred in the
United States.

Project: is any activity related to the construction, altematizaintenance, or repair of infrastructure in
the United States.

Records Retention

Record Retention Period

Financial records, supporting documents, statistical records, and all othiedeoal entity records

pertinent to a federal award generally must be maintaineat feasthree years from the date the final

FFR is submittedSee2 C.F.R. § 200.38 Furher, if the recipient does not submit a final FFR and the

award is administratively closed, FEMA uses the date of administrative closeout as the start of the general
record retention period

The record retention perioday be longer than three year®r have a different start datein certain
cases. These include:

1 Records for real property and equipment acquired fgileral funds must be retained foree
years after final disposition of the property See2 C.F.R. § 200.3&c).

1 If any litigation, claim, or audit is started before the expiration offtfeeyear period, the
recordsmust be retained untilall litigation, claims, or audit findings involving the recoitds/e
been resolved and final action takenSee2 C.F.R. § 200.38a).

43



1 Therecord retention period will be extended if the recipient is notified in writingof the
extension by FEMA, the cognizant or oversight agency for audit, or the cognizant agency for
indirect costsSee2 C.F.R. § 200.38D).

1 Where FEMA requiresecipients to report program income after the period of performance ends,
theprogram income record retention period begin:t
in which program income is earnedSee2 C.F.R. § 200.3He).

9 Forindirect cost rate propals, cost allocation plans, or other rate computstiecords, the start
of the record retention period depends on whether the indirect cost rate documents were
submitted for negotiation. If thadirect cost rate documents were submitted for negotiation
the record retention period begins from the date those documents were submittémt
negotiation. If indirect cost rate documewtsre not submitted for negotiation, the record
retention period begins at t he eaoudingpdriodt he r eci
covered by that indirect cost rate See2 C.F.R § 200.33(f).

Types of Records to Retain
FEMA requires that nefiederalentities maintain the following documentation federaly funded
purchases:

Specifications

Solicitations

Competitive quotes or proposals
Basis for selection decisions
Purchase orders

Contracts

Invoices and

Canceled checks

E R N

Non-federalentities should keep detailed records of all transactions involving the grant. FEMA may at
any time request copies afly relevant documentation and records, inclugimghasing documentation
along with copies of canceled checks for verificati®ee, e.g 2 C.F.R.88 200.318(i),200.331, 200.33.

In order for any cost to be allowable, it must be adequately documented per 2 C.F.R. § 200N463(Q).
federalentities who fail to fully document all purchaseayfind their expenditures questionadd
subsequently disallowed.

Actions to Address Noncompliance

Non-federalentities receivindinancial assistanceom FEMA are required to comply with requirements
in the terms and conditions of their awards or subawards, including the &#rfogtsin applicable
federalstatutes, regulations, NOFQ®licies,andthis Manual.Throughout the award lifecycta even
after an award has been closE&MA or the passhrough entity may discover potential or actual
noncompliance on the part of a recipient or subrecipient.dtential or actual noncomplianosy be
discovered through routine monitoring, auditeseaut, or reporting from various sources.

In the case o&ny potential or actual noncomplian€é&EMA may placespecial conditions on an award

per 2 C.F.R. 8200.2@ and200339, FEMA mayplace a hold on funds until the matter is corrected
addtional information is provided per 2 C.F.R. § 20038rit may doboth Similar remedies for
noncompliance with certain federal civil rights laws are authorized pursuant to 44 C.F.R Parts 7 and 19.
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In the event the noncompliance is not able to be corrégtétposing additional conditionsr the
recipient or subrecipient refuses to correct the mattek)A might takeother remedies allowed under 2
C.F.R. 8 200.32 These remedieisiclude actions to disallow costgcover fundswholly or partly
suspend or terminate the award, initiate suspension and debarment proceedings, withhofddarter
awards, or take otheemedieghat may be legally availablEor further information on termination due
to noncompliance, see thecien on Termination Provisions in the relevant NOFO.

FEMA may discover and take action on noncompliance even after an award has been closed. The

cl oseout of an award does not affect F&MAOSs right

action b disallow costs takes place during the record retention p&&. C.F.R. 88 200.38
200.3%(a). Closeout also does not affect the obligation of thefederalentity to return any funds due
as a result of later refunds, corieas, or other transéions.See2 C.F.R. 8 200.3a)(2).

The types of funds FEMA might attempt to recover include, but are not limited to, improper payments,
cost share reimbursements, program income, interest earned on advance payments, or equipment
disposition amounts.

FEMA may seek to recover disallowed castough a Notice of Potential Debt LettaiRemedy
Notification, or other letterThe document willdescribe th@otentialamount owed, the reason why
FEMA is recovering the f thecgqirementteretaingacortmivthent 6 s
amount can be paidnd the consequenceascluding billing and collectiorfor not appealing or paying

the amount by the deline.

If the recipient neither appeals nor pays the amount by the deadéreanount owed will become final
Potential consequences if the debt is not paid in full or otherwise rednjvibé deadlinénclude the
assessment of interest, administratiees, and penalty charges; administratively offsetting the debt
against other payabfederalfunds; and transferring the debt to the U.S. Department of the Treasury for
collection.

FEMA notes the followingommonareas of noncompliance for the prepkress grant programs:

Insufficient documentation and lack of record retention
Failure to follow the procurement under grants requirements
Failure to submit closeout documents in a timely manner
Failure to follow EHP requirementand

Failure tocomply with the POP deadline
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Audits

FEMA grant recipients are subject to audit oversight from multiple entities incltitengHS OIG the
GAQO, the pasghrough entityor independent auditing firms for single audits, and owseractivities

and costsricurred under thaward Auditing agencies such #s DHS OIG, the GAO, and the pass
through entity(if applicablg, and FEMA in its oversight capacitynust have access to records pertaining
to the FEMA awardRecipients and subrecipients must retaitard documents for at least three years
from the date the final FFR is submittethdevenlonger inmanycases subject to the requirements of 2
C.F.R. 8 200.32 In the case of administrative closealdcuments must be retauhfor at leasthree
years from the date of closepuat longer subject tthe requirements &f C.F.R. § 200.38 If documents
are retained longer than the required retention period, the DHSI@GAO, andthe passthrough

entity, as well as~EMA in its oversight capacityave the right to access these records as S&t2
C.F.R. 88 200.38 200.33.
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Additionally, nonfederalentitiesmust comply with the single audit requirements at 2 C.F.R. Part 200,

Subpart F. Specificallyyonfederalentities other than foprofit subrecipientsthat expend $750,000 or

more infederalawards during their fiscal year must have a single or progmeuific audit conducted for

that year in accordance with Subpart F. 2 C.F.R. § 200.501. A single audit cotedsm@lfunds

expended dring a fiscal year, not just FEMA funds. The cost of audit serviasbeallowable per 2

C.F.R. 8§ 200.425, butonfederalentitiesmust select auditors in accordance with 2 C.F.R. § 200.509,

including following the proper procurement procedukaes. adlitional information on single audit

reporting requirements,seehe section in this Manual titled ASin

Theobjectives of single audits are to:

91 Determine if financialtatements conform to generally accepted accouriimgiples(GAAP);

1 Determine whether the schedule of expenditurdeddralawards is presented fairly

1 Understand, assess, and test the adequacy of internal controls for compliance with major
programsand

91 Determine if the entity complied with applicalidevs, regulations, and contractsgrants

For single audits, the auditee is required to prepare finastatahents reflecting its financial position, a
schedule ofederalaward expenditures, and a summary of the status of prior audit findings and

guestioned costs. The auditee also is required to follow up and take appropriate corrective actions on new
and previously issued but not yet addressed audit findings. The auditee must prepare a corrective action
plan to address the new audit findin§ee2 C.F.R. 8§ 200.508, 200.510, 200.511.

Non-federalentities mushave an audit conducted, either single or progsasacific,of their financial

stataments andederalexpenditures annually or bienniafyrsuant t@ C.F.R. § 200.504. divfederal

entities must also follow the information submission requirements of 2 C.F.R. § 200.512, including
submitting the audit information to thieederalAudit Clearinghousavithin the earlier of 30 calendar y&a

after receipt of the auditordéds report(s) or nine
information to be submitted include the data collection form described at 2 C.F.R. § 200.512(c) and

Appendix X to 2 C.F.R. Part 200 as well as the riépgmpackage described at 2 C.F.R. § 200.512(b).

The nonfederalentity must retain one copy of the data collection form and one copy of the reporting
package for three years from the date of submission teetieralAudit Clearinghouse. 2 C.F.R. §
200512;see als@ C.F.R. § 200.52 (setting requirements foetention of documentsy the auditoand
accesstoauditrecordsn t he audi)t or 6s possession

FEMA, the DHS OIG, the GAO, and the pdabsough entity(if applicablg, as part of monitoring or as

part of an audit, may review anfederale nt i t yd6s compl i ance wi tinfcaséeshe si n
of continued inability or unwillingness to have an audit conducted in compliance with 2 C.F.R. Part 200,
Subpart F, FEMA and the pasgsough enti, if applicable, are required to take appropriate remedial

action under 2 C.F.R. 8 20088r noncompliancepursuant t& C.F.R. § 200.505.

Payment Information

FEMA uses the Direct Deposit/Electronic Funds Transfer (DD/EFT) method of payment to recipents.
enroll in the DD/EFT, the recipient must complete thel389A, Direct Deposit Form.

FEMA utilizes the Payment and Reporting System (PARS) for finangiattiag, invoicing and tracking
payments. For additional information, refe&RS Security (fema.gov)
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NationalCampaigns and Programs

Preparedness grant funding caamgrally be used to support the following campaigns and programs that
have been developed by or in partnership with DHS or FEMA

FEMA Strategic Plan

The2022 2026 FEMA Strategic Plaoutlines a bold vision and three ambitious goals designed to

address key challenges the agency faces during a pivotal moment in the field of emergency management.
Wide-ranging and longerm, the goals defined in the plan respond to the changing landscape in which we
find ourselves. The goals to meet this challenge are:

1 Goal 1- Instill Equity as a Foundation of Emergency ManagementDisasters impact people
and communitieslifferently. Every disaster occurs within a unique context based on a
communityés geographic, demographic, political
unique contexts requitailored solutions that are designed to meet their unique jneeds

1 Goal 2- Lead Whole of Community in Climate ResilienceClimate change represents a
profound crisis for the nation, making natural disasters more frequent, more intense, and more
destructive. The growing severity of disasters increases the time it takesfmunities to
recoveri a process that can be further complicated by repeat events in areas already struggling to
bounce back. These cascading and compounding impacts, propelled by climate change, pose the
greatest risk tour communal and nationwidesibence;and

1 Goal 3- Promote and Sustain a Ready FEMA and Prepared NatiarThe increase in
frequency, severity, and complexity of emergency, disaster, and fire incidents has heightened
demands on FEMA and on the larger emergency manageorantunity. FEMA must expand
its approach to agency readiness and to national preparedness. The only way to achieve this is to
increase the nationds overall emergency manage
well as the private sector, thenmofit sector, and among individuals

These goals position FEMA to address the increasing range and complexity of disasters, support the

di versity of communities we serve, and compl ement
management commity. All preparedness grant prograetipients are encouraged to review 2082

2026 FEMA Strategic Plaand consider how FY 28Qrantf undi ng can be used to su
goals and objectasof equity, climate resilience, and readinasghey apply ta n e nspecific pe@ds

and the needs of the whole communitie invite all stakeholders and partners to also adopt these

priorities and join us in building a more prepared and resiliatidm

Whole Community Preparedness

Preparedness is a shared responsilthi@gcalls for the involvement of everyadenot just the

governmertd in preparedness efforts. By working together, everyone can help keep the nation safe from
harm and help keep it resilient when struck by hazards, such as natural disasters, acts of teorism, a
pandemics.

Whole Communityincludes but is not limited to

T Individuals and families, including those with access and functional needs
i Businesses
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Faith-based and community organizatipns

Nonprofit groups

Schools and academia

Media outletsand

All levels of government, including state, local, tribal, territor@ad federal partners
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The pNWhade€emmu ndftenappearsepeatedlyn preparedness materials, as it is one of the
guiding principles. It means two things:

1. Involving people in the development of national preparedness docyraedts
2. Ensuring beir roles and responsibilities are reflected in the content of the materials.

Additional information on incorporating whole community preparedigesgailable in theelevant
programspecific appendix to this Manyals applicable

Active Shooter Preparedness

DHS aims to enhance national preparedness through a-adwl@unity approach by providing the

necessary products, tools, and resources to help all stakeholders fimepaterespond to an active

shooter incident. To that end, DHS has developed a comprehensive Active Shooter Preparedness website,
which includes informational resour¢cesvailable af\ctive Shooter Preparedness | CISA

An additional resourcehe Joint DHS and-ederaBureau ofinvestigation(FBI) Countering Violent
Extremism (CVE) and Active Shooter Web Porsdlocatedwithin the Homeland Security Information
Network (HSIN) The portalprovides a restrictedccess forum to share Unclassifiedr Official Use

Only (FOUOQ), Sensitive but Unclassified (SBU), and Law Enforcement Sensitive (h#68pation The
portal provides users and training practitioners with accurate, appropriate, and relevant CVE and Active
Shooter training development resources, sulbjeiter expert information, and outreach initiatives. It

also has forums to provide feedback, products useful saysthnd allows participants to ask questions
concerning CVE or the Active Shooter Program. Persons with-iejated duty, public service interest,

or who support a CVE and/or Active Shooter program can request access to this Portal. Additional
information can be found a€VEAS Portal | Homeland Security (dhs.gov)

States andhigh-risk rbanareas are encouraged to review the refereacéde shooter guidange

evaluate their preparedness needs, and consider applying for funding to address any needs identified in

this areafjleasesee the most current NOFO for allowable shsto address tiging needs associated

with active shooter incidents, FEMAGs -Basedr gency M
training course entitlet5-907: Active Shooter: What You Can,[available BFEMA - Emergency

Management Institute (EMI) Course }987: Active ShootenWhat You Can Do

Soft Targets and Crowded Places

There are continued and growing threats facing Soft Targets and Crowded PlaCG#¥) (8fioughout th

nation. STCPs are those locations or environments that are easily accessible to large numbers of people
on a predictable or semredictable basis that have limited security or protective measures in place.
These locations are vulnerable to attack usingple tactics and readily accessible weapons such as small
arms, edged weapons, vehicles, improvised explosive devices, and unmiacnadisystems. STCPs

can include places such as town centers, shopping mallsagpganues, outside hard targetsiues
perimeters, and other places of meeting and gathering. DHS is committed to reducing the risk of attacks
against STCPs and the impact of attacks if they do occur. However, the protection and security of ST
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CPs is a shared responsibility among whaemunity partners including the public, €P owners and
operators, security industry partners, EegleralGovernment, and SLTT government partn&tates,
territories,high-risk urban areas, and public and private sector partners are encouragedfiosdeuntity

gaps and build capabilities that address security needs-6PSTunderstanding the unique challenges
related to protecting locations that are open to the pu#tites, territorieshigh-risk urban areas, and

public and private sector partners are also encouraged to use resources to instill a culture of awareness,
vigilance, and preparedness. For more information and additional resquiecsss e e t he DHS6 s
Hometown Security Program

Community Lifelines

FEMA created Community Lifelines to reframe incident information, understand and communicate

incident impacts using plain language, and promote unity of effort across the whole community

prioritize efforts to stabilize the lifelines during incident respoAsiaoughlifelines were developed to

support response planning and operations, the concept can be applied across the entire preparedness cycle.
Efforts to protect lifelines, preveand mitigate potential impacts to them, and build back géroand

smarter during recovemwill drive overall resilience of the natioApplying the lifelines construct allows
decisionmakers to:

9 Prioritize, sequence, and focus response efforts towaaistaining or restoring the most critical

services and infrastructyre

Utilize a common lexicon to facilitate unity of purpaseongall stakeholders

Promote a response that facilitates unity of purpose and better communication among the whole

community {edera] state, tribal, territorial, and local governments, and private sector and non

governmental entitiesand

91 Clarify which components of the disaster are complex (multifaceted) or complicated (difficult),
requiring crosssector coordinatia

1
1

Lifelines areused to:

1 Enhance the ability to gain, maintain, and communicate situational awareness for the whole
community in responding to disasters

1 Analyze impacts to the various lifelines and develop priority focus areas for each operational
period during response

1 Identify and communicate complex interdependencies to identify major limiting factors hindering
stabilization and

1 Update the National Response Framework to reflect use of lifelines in response planning

Lifelines includeopportunities to:

1 Enable a true unity of effort between government-governmental organizations, and the
private sector, including infrastructure owners and operators

1 Integrate preparedness efforts, existing plans, and identify unmet needs tartistijeate
response requirementnd

1 Refine reporting sources and products to enhance situational awareness, best determine capability
gaps, and demonstrate progress towards stabilization

For more information otifelines, please visit E MAG6 s Co mmu n i t andlrhplefnentatiom e s Pa g e
Toolkit.
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Strategic Framework for Countering Terrorism and Targeted Violence

The United States faces increasingly complex threats tiearorism and tayeted violence. Both continue

to pose a grave threat in ways that have evolved dramatically in the nearly two decades since the 9/11
attacks. Although foreign terrorist organizations remain intent on striking our Homeland, we also face a
growing threat frondomestic actors. Combating terrorism and targeted violence requires the combined

efforts of DHS, our federal and SLTT government partners, and civil society.

To address these threats, in September B#HSadoptedhe DHS Strategic Framework for Countering
Terrorism and Targeted Violenwhich explains how the department will use the tools and expertise that
have protected and strengthenieel tountry from foreign terrorist organizations to address the evolving
challenges of todaypHS has also now finalized a correspondingplic Action PlanPreparedess grant
recipients are encouraged to familiarize themselves with these documents and consider adopting the
concepts, princigs, and goaland ojbectiveshey outline.

Countering Violent Extremism (CVE) Training

Per FEMA Grant Programs Directoratgormation Bulletin 432Review and Approval Requirements for
Training Courses Funded Through Preparedness Grasgsied on July 19028, states, territories, tribal
entities, andhigh-risk urban aremare no longer required to request approval from FEMA for personnel to
attend norDHS FEMA training as long as the training is coordinated with and approved by the state,
territory, tribal or highrisk urban area Training Point of Contact (TPOC) and falls within the FEMA

mi ssion scope amdrgehch @perptionsPlandi cti onbés E

FEMA will conduct periodic reviews of all state, territory, dngh-risk urban area training funded by

FEMA. These reviews may include requests for all course materials and physical observation of, or
participation in, the funded training. If these reviews determine that courses are outside the scope of this
guidancethe costs will be disallowed

When develping new courses, recipients are encouraged to apply the Analysis, Design, Development,
Implementation, and Evaluation (ADDIE) model of instructional degtgn further information on
developing courses using the instructional design methodology andhatbtzan facilitate the process,
State Administrative Agencéeand TPOCs are encouraged to reviewNhadonal Training and Education
Division Training Resource and Development Center webskéstResponder Training Resource and
Development Center

All training, presentations, and speakers regarding CVE must be consistent with DHS and U.S.
Government policy, in particular by avoiding the use of hostile, stereotypical, or factually inaccurate
information about Muslims and Islam or any community, andrphasizing the importance of

community engagement and interaction to promote communities as part of the solution rather than the
problem needing solution.

Foreign terrorist groups and individual terrorist thought leaders are seeking to renrsiiar

Westerners to carry out attacks against western and U.S. targets. They seek to recruit and/or inspire
individuals living in communities with the U.S. via, but not limited to, paideo, and social media, as

well as through personal interactiddut we also know thatiolent extremism is not a phenomenon

restricted solely to one community and that any effort to counter violent extremism must be applicable to
all ideologically motivated violence. Efforts to provide information and training rega@VE should
emphasize thstrength of local communitiegpproach. The following are examples that demonstrate the
integration of community engagement and CVE that reflecttlemgth of local communitiepproach:
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Training objectives should be clearlyfied to meet specific CVE goals, such as community
engagement, cultural awareness, commtipétyed policing, etc.;

Engaging diverse American communitea®undCVE may require working with local grassroots
community organizations to develop engagementoartictach initiatives;

Training programs should be sensitive to Constitutional values, such as protecting fundamental
civil rights and civil liberties, and eschew notions of racial and ethnic profiling;

It may be necessary to conduct vetting proceduresefbselected CVE training experts who
offer programs that may claim &mldres<CVE, but serve to demonize certain individuals or
whole cross sections of a community;

Training programs must ensure that the clearly defined objectives are in line withiatégies

to counter violent extremism;

It may be necessary to provide a review process to determine if CVE training focuses on
community engagement and outreach;

Support may be needed for law enforcement to increase knowledge, skills, and abilities to
increase engagement techniques with diverse American communities; and

Cultural awareness courses of diverse American communities may be necessary to ensure
stakeholders are taught to work with communities and build trust, rather than feed existing
misconceptins and stereotypes of people, culture, or religion.
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Program AppendiA:
Homeland Security Grant Program (HSGP)

As a reminder, while this appendix contains HSpECcific information and requirements, the main
content of this Manual (neappendix information) contains important information relevaiatlto
preparedness grant programs, including the HSGP. Pleaseestie seiad the main content of this Manual
in addition to the prograrapecific appendices.

Alignment of HSGP to the National Preparedness System

The Nation uses the National Preparedness System to build, sustain, and deliver core capabilities to
achieve theé\ational Preparedness Gdthie Goal) Recipients will use the National Preparedness System
to supportheir efforts tabuild, sustain, and deliver these core capabilifibe components of the National
Preparedness System are Identifying and AssessingHisinating Capability RequiremenBuilding

and Sustaining CapabilitieBlanning to Deliver Capabilitie¥alidating Capabilitiesand Reviewing and
Updating Additional information on the National Preparedness System is availdiigianal

Preparedness System | FEMA.gov

As the National Preparedness System matures, we are getting better data on our capabiitigsras a
thatcan be usetb drive our focus and our resources at all levels. States and territories provide annual
data on their proficiency acro88 core capabilitiethrough thelhreat and Hazard Identification and Risk
Assessment (HIIRA), Stakeholder Preparedness ReviewP, exercise and real workfteraction

reports, and other preparedness data. This data feeds intattheal Preparedness Repamd forms a
shared national picture of needs relative to capabilityd@apduding what threats and hazards are posing
the greatest risks, and what core capabilities are most in need of improvement or sustainment.
Communities anflederal agencies alike uges data to prioritize, synchronize, and guide programs and
activities to build and sustain capabilitidsalytic results help shape prioritization decisions at FEMA
and across the nation to make sure we are focusing our time and our resources ihdheasggh

The HSGPprovidesfinancial supporto state local,tribal, andterritorial (SLTT) jurisdictions tohelp
thembuild, sustain, and deliver core capabilities identified in the Gokéy focus and requirement of

the HSGP is to prevent terrorismdaother catastrophic events and to prepare the Nation for the threats
and hazards that pose the greatest risk to the security of the Btatedincludingrisks along the

Nat i bondeds&Vhen applicable, funding should support deployable agsgtsan be used anywhere

in the Nation through automatic assistance and mutual aid agreements, indutimy limited tgothe
Emergency Management Assistance Compact (EMAC).

The HSGP supports investments that improve the ability of jurisdictioimsnéde to:

Prevent a threatened or an actual act of terrorism;

Protect citizens, residents, visitors, and assets against the threats that pose the greatest risk to the
security of the Unitetates;

Mitigate the loss of life and property by lesseningithpact of future catastrophic events;

Respond quickly to save lives, protect property and the environment, and meet basic human
needs in the aftermath of a catastrophic incident; and/or

T
T

T
T
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HSGP Funding Guidelines

Recipientanust complywith all therequirenentsin 2 C.F.R.Part200 (Uniform Administrative
RequirementsCostPrinciples,and Audit Requirementfor FederalAwardg. In generalrecipientsshould
consultwith their FEMA HQPreparedness Officgrior to makinganyinvestmenthatdoesnot clearly
meet theallowableexpenseriteria Fundingguidelinesestablisheavithin this sectionsupportfour of the
five missionarea® PreventionProtectionMitigation, andRespons@ andassociatedorecapabilities
within the Goal.While Recovery is part of the Goal, it is not explicitly part of the HS&EPBwable
investments made in support of thetionalpriorities as well as other capabilignhancingrojects must
have a nexus to terrorism preparednesdalhihto thecategories ofplanning, organization, exercises,
training, orequipment, aligned tbuilding capability closing capability gapsndbr sustaining
capabilitiesas defined by CPG 201: THIRA/SPR Guidard Edition Comprehensive Preparedness
Guide (CPG) 201, 3rd Edition (fema.ghvRecipients arencouraged to use grant funds éealuating
grantfunded projeteffectiveness and return on investm@&tEMA encourages recipients to provide the
results of that analysis to FEMA.

Multiple Purposeor Dual-Useof Funds

For boththe State Homeland Security Progré®tEP andUrban Area Security Initiativd JASI), many
activitiesthatsupport the achievement abrecapabilities related tthe national priorities anrrorism
preparedness may simultaneously support enhanced preparedness for other hazards unrelated to acts of
terrorism However, all SHSPand UASHunded projects must assist recipients and subrecipients in
achievingcorecapabilities related to preventing, preparing for, protecting against, or responding to acts of
terrorismper section 2008(c) of tHeéomeland Security Act of 2002 U.S.C §609(c))

Planning (SHSP and UASI)

SHSP and UASI funds may be used for a range of emergency preparedness and management planning
activities such as those associated with the development, reaf@revision of the THIRA, SPR,

continuity plansand other plannip activities that support the Goal and placing an emphasis on updating

and maintaining a curreimergency Operations PlaB@P that conforms to the guidelines outlined in
Comprehensiv@&reparednesGuide (CPG)L01 v2.Planning efforts can also include conducting risk and
resilience assessments on increasingly connected cyber and physical systems, on which security depends,
using thelnfrastructure Resilience Planning Framewanid relatedCybersecurity and Infrastructure

Security AgencyCISA) resources.

Additionally, SHSP and UASI funds may be used for planning efforts related to state court cybersecurity,
911 callcapabilities, alert and warning capabilities, and implementation of the REAL ID Actl{(PNb.
109-13).

Organization (SHSP and UASI)

States andhightrisk urbanareas must justify proposed expenditures of SHSP or UASI funds to support
organization actities within their Investment Justification (1J) submissi@rganizational activities
include:

Program management

Development of whole community partnerships, through groups such as Citizen Corp Councils
Structuresand mechanisms for information sharing between the public and private sector
Implementing models, programs, and workforce enhancement initiatives &saddr
ideologicallyinspired radicalization to violence in the homeland

=a =4 =4 =4
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1 Tools, resources, and activities that facilitate shared situational awareness between the public

and private sectors
Operational Suppart

= =4

Utilization of standardized resource managehoenmcepts such as typing, inventorying,

organizing, and tracking to facilitate the dispatch, deployment, and recovery of resources before,

during, and after an incident

1 Responding to an increase in the threat level under the National Terrorism AdyistamnS

(NTAS) or needs resulting from a National Special Security Event

9 Paying salaries and benefits for personnel to serve as qualified Intelligence ARay e
Personnel Reimbursement for Intelligence Cooperation and Enhancement of Homelang Securit

Act (PRICE Act)Pub. L.No. 116412, § 2, codified in relevant part, as amended, at 6 U.S.C. 8

609(a), SHSP and UASI funds miag used to hire new staff and/or contractor positions to serve

as intelligence analysts to enable information/intelligencerghaapabilities, as well as support

existing intelligence analysts previously covered by SHSP or UASI funSiees. U.S.C. 8§
609(a).To be hired as an intelligence analyst, staff and/or contractor personnel must meet at least
one of thefollowing criteria:
0 Completetraining to ensure baseline proficiency in intelligence analysis and production
within six months of being hired; and/or,

0 Previously served as an intelligence analyst for a minimum of two years either in a

federal intelligencegency, the military, or state and/or local law enforcement

intelligence unit.

1 All fusion centeranalytial personnel must demonstrate qualifications that meet or exceed
competencies identified in the Common Competenciestéie, bcal andtribal intelligence

analysts, which outlines the minimum categories of training needed for intelligence arfalysts

certificate of completion of such training must be on file withStege Administrative Agency

(SAA)and
upon requestand
f Migrating

mu st

onl

be made

ne services

t

(0]

t

h e

A .

govo

All SAAs are allowedo use up to 506 of their SHSP funding, and dilgh-risk urbanareas are allowedo
useup to 5046 of their UASIfunding, for personnel costger 6 U.SC. § 609b)(2)(A). Personnel hiring,
overtime, and backfill expenses are permitted under this grant only to the extent that such expenses are for

the allowable activities within the scope of the gr®arsonnel expees may includdut are not limited
to training and exercise coordinators, program managers and planners, intelligence analysts, and

Statevide InteroperabilityCoordinators (SWIG).

At the request of a recipient, the FEMA Administraimrtheir designéemay grant a waiver of this %0
limitation under 6 U.SC. § 6®(b)(2)(B).Requests for waivers to the personnel cap must be submitted by
the authorized representative of the SAAEMA in writing on official letterhead, with the following

information:

Documentation explaining why the cap should be waived

1
9 Conditionsunder which the request is being submiteaad
1 A budget and method oflculationof personnetosts both in percentagekthe grah awardand

in total dollaramount.

Please selformation Bulletin (B) 421h Clarification on the Personnel Reimbursement for Intelligence

Cooperation and EnhancementHgmeland Security Act d2008 (Publid_. No. 110/ 4127 the PRICE

Act), dated October 30, 201fr additional information on the waiver request process.
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Organizational activities under SHSP and UASIinclude:

Operational Overtime Costs In support ofefforts to enhance capabilities for detecting, deterring,

disrupting, and preventing acts of terrorism and other catastrophic events, operational overtime costs are

allowable for increased protective security measures at critical infrastructure sitesy drigitrisk
locations and to enhance public safety during mass gatherings amud¢fitheventsin that regard, HSGP
recipients are urged to consider using grant funding to support soft target preparedness Stisfies

UASI funds may be used swupport select operational expenses associated with increased security measures

in the authorized categories cited in the table below, but this table is not exh&EtiMeretains the
discretion to approve other types of requests that do not fit waitid@rof the categories of the table

Table?2 - Authorized Operational Overtime Categories

Category

National Terrorism
1 | Advisory System
(NTAS)

Description

Security measures in response taramease in the threat level
under the NTAS to an fiel evat
Information Bulletin No. 367\mpact of National Terrorism
Advisory System on Homeland Security Grant Progragmains
applicable; therefore, advance authorization from FEMA is not
required. Refer tdlational Terrorism Advisory System | Homelan
Security (dhs.govior additional inform#on on the NTAS.

National Security

Security measures fordesignatedNSSE. NSSEs are events of

(SEAR) Level 1 through
Level 4 Events

2 Special Event (NSSE) nationgl or international §ignificance de_emed by _D_HS to be a
potential target for terrorism or other criminal activity.
Security measures required BEAR Level 1 through Level 4
events as designated by DHS and included in the DHS Nationa
Special Events List, as defined below:

1 SEAR 1: A significant event with national and/or
international importance that may require extensive fede
interagency supptr

1 SEAR 2: A significant event with national and/or

. international importance that may require some level of
Special Event federal i
Assessment Rating ederal interagency supp_ort. _ .
3 1 SEAR 3: An event of national and/or international

importance that requires only limited federal support.
T SEAR 4: An evat with limited national importance that is
managed at state and local level.
NOTE: In cases where a threat of terrorism can be associated V|
SEAR Level 5 event, the event planners should coordinate with
state or territory Homeland Security Ader to seek radjudication
of the SEAR rating. Operational overtime for security measures
associated with such events will be considered for approval by
FEMA if re-adjudication results in a SEAR 1 through 4 rating.

4 | States of Emergency

Declarations oftates of emergency by the Goverrassociated with
a terrorismrelated threat or incidenthis excludes Presidentially
declared major disasters or emergencies wieeleralfunding
support for the proposed graninded activity is made available
through the FEMA Public Assistance program or ofaderal
disaster grants.
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Category

National Critical
Infrastructure
Prioritization Program
(NCIPP)

Protection of Level 1 and Level 2 facilities identified throl@HSO ¢

Description

NCIPPbased on a terrorisimelated threato critical infrastructure.

6 | Directed Transit Patrols

Targeted security patls in airports and major transit hulbgsed on
a terrorismrelated threato transportation systems.

Other Related Personnel
Overtime Costs

Overtime costs may be authorized for personnel assigned to dir
support any of the security activities r@lgtto the categories abav
Examples include firefighters and emergency medical services
personnel; public works employees who may be responsible for
installing protective barriers and fencing; public safety personne
assigned to assist with event access and crowd control; emerge
communications specialistisackfill and overtime for staffing state
or major urban arefaision centes, state Active DutyNational
Guarddeployments to protect critical infrastructure sites, includir
all resources that are part of the standard Nationatd
deployment package (note: consumable costs, such as fuel exp
are not allowed except as part of the standard National Guard
deployment packaggegontract security servicdsr critical
infrastructure sitegarticipation in Regional Resiliency ssssment
Program activities, increased border security activities in
coordination with USBPetc

Operational Support to
a Federal Agency

Overtime costs are allowable for personnel to participate in
information, investigative, and intelligence sharing activities rela
to homeland security/terrorism preparedness and specifically
requested by tederalagency Allowable costs are limited to
overtime associated wiflederaly requested participation in eligibl
activities, including antterrorism task forcegoint Terrorism Task
Forces JTTF9, Area Maritime Security Committees (as required
the Maritime Transportation Security Act of 200®DHS Border
Enforcement Security Task Forces, and Integrated Border
Enforcement Teamén addition, reimbursement for operational
overtime law enforcement activities related to combating
transnational crime organizations in support of efforts to enhang
capabilities for detecting, deterring, disrupting, and preventing a
of terrorism is an allowable expense under SHSP and UASI on
caseby-case basigGrant funding can only be used in proportion t
thefederal marhour estimate and only after funding for these
activities from othefederal soures (i.e., FBI JTTF payments to
stateand locdagencies) has been exhausted.

All allowable operational overtime costs are also subject to the administration requireatiémeslin

the following subsection.

Administration of Operational Overtime Requests

1 Except for an elevated NTAS alert, SHSP or UASI funds may only be spamuteiational
overtime costs upon prior written approval by FEMAe SAA must submit operational
overtime requests in writing to its assigned FER®paredness OfficdFEMA will consider

ART.
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requests for special event activities up to one year in advidoeaver such requests must be
within the ROrPandmustreot resultinthe meéd for a request to extend the period
of performanceSAAs should contact the Centralized Scheduling and Information Desk (CSID)
for Preparedness Officaontact informadbn. CSID can be reached by phone at (800)-8688

or by email ataskcsid@fema.dhs.gpMonday through Friday, 9a.m5p.m. ET,

1 All operational overtime requests must clearly explain how the request meetsetia ofione
or more of the categories listed in the table abBesuests must address the threat environment
as it relates to the event or activity requiring operational overtime suppaekpladhhow the
overtime activity is responsive to the thrda¢quest letters sent to FEMA must be
UNCLASSI FI ED but may be
require the sharing alassified information, the letter showdthtethat fact. FEMA will then plan
for the sharing of classifieidformation through official channels
1 Postevent operational overtime requests will only be considered on dgasese basis, where it
is demonstrated that exigent circumstances prevented submission of a request in advance of the

event or activity

1 Under no circumstances mB¥EMA grant funding be used to pay for costs already supported by
funding from anothefederalsource

1 States with UASI jurisdictions can use funds retained atstia¢elevel to reimburse eligible
operational overtime expenses incurred bystiage(per the above guidantienitations). Any
UASI funds retained by th&tatemust be used in direct support of thigh-risk wrbanarea States
must provide documentation to thieban Area Working GroudfAWG) and FEMA upon
request demonstrating how any UASI funds retained digtewould directly support thieigh-

risk uwbanareg and

1 FEMA will consult and coordinate with appropriate DHS components as necessary to verify
information used to support operational overtime requests

Personnel CostsPersonnel hiring, overtime, anddkfill expenses are permitted under this grant to
perform allowable HSGP planning, training, exercise, and equipment actiPgiesonnel may include
but are not limited to training and exercise coordinators, program managers for activities directly
assaiated with SHSP and UASI funded activities, intelligence analysts, and SWIC

For further details, SAAs should referl®#421h(Clarification on the Personnel Reimbursement for
Intelligence Cooperation and Enhancement of Homeland Security Act of @0@éntact their FEMA
Preparedness OfficeHSGP funds may not be used to support the hiring of any perdorfuéll|

traditionalpublic health and safety duties nor to supplant traditional public health and safety positions and

responsibilitiesThe followingdefinitions apply to personnel costs:

1 Hiring. State and local entities may use grant funding to cover the salaeywbf hiredpersonnel
who are exclusively undertaking allowable FEMA grant activities as specified in this guidance.
This may not include new personnel who are hired to fulfill anyFIBMA program activities
under any circumstances. Hiring wallways result in a net increase of Full Time Equivalent

(FTE) employees.

1 Overtime These expenses are limited to the additional costs that result from personnel working
over and above 40 hours of weekly work time as the direct result of their perfornidiiele A-
approved activities specified in this guidance. Overtime associated with any other activity is not

eligible.
1 Backfill-Related Overtime

Al so call ed

AOvert.i

me

as Backfi

overtime costs that result from personnel whoworking overtime (as identified above) to
perform the duties of other personnel who are temporarily assigi&Ma-approved activities
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outside their core responsibilities. Neither overtime nor backfill expenses are the result of an
increase of FTE entpyees.

1 Supplanting Grant funds will be used to supplement existing funds and will not replace
(supplant) funds that have been appropriated for the same purpose. Applicants or recipients may
be required to supply documentation certifying that a redustioonfederal resources occurred
for reasons other than the receipt or expected receipt of federal funds.

Organization (OPSG)

Personnel Costs

OPSG funds may be used for domestic travel@grdliem including costs associated with the
deployment/redeplayent of personnel to border areas and for travel associated with law enforcement
entities assisting other local jurisdictions in law enforcement activitiexldition, allowable costs

include supporting up to simonth deployment of law enforcement pemsel to critical Southwest

Border locations for operational activities (travel costs must be in accordance with applicable travel
regulations).

Operational Overtime Costs

OPSG funds should be used for operational overtime costs associated with lawneerfibaeivities in

support of border law enforcement agenciesfdrancedorder securityOvertime pay is foincreased

patroltime for certified public safety officers, along with limited support for other law enforcement direct
support personnee@., Communication Officers/Dispatchers, rsworn patrol pilotsetc). Overtime

shall be reimbursed consistent with the#iederale nt i t y6s overti me postatelcy and
below:

1 Overtime is time worked that exceeds the required numberwofh® dur i ng an empl oy
designated shift

9 Overtime must be worked to increase patrol capacitybarl support of identified and approved
United States Border Patral$BP) border security operations

9 The OPSG overtime hourly rate of pay will be no nthan the approved overtime rate per local
law and policy andnust bein accordance with applicabdtateandfederalregulations

9 All overtime expenses under OPSG must be reasonable for the services rendered and conform to
thenonf eder al e rhediwtittgndpslicyewhithartudt apgly to both federally funded and
nonfederally funded activities and comply with the other applicable requirements under 2 C.F.R.
88§ 200430-200.43%1 and

9 The nonfederalentity may not utilize OPSG funding to pay foranémpy ee 6s overti me
pay that exceeds Iurs worked in any 2hour period.

Personnel Costs

Up to 506 of an OPSG award may be used to pay for all personnel costs (only to the extent that such
expenses are for the allowable activities within thaepeaf the grant). At the request of a recipient or
subrecipient, the FEMA Administratéor designeejnay waive the 5% personnel cap. Waiver decisions
are at the discretion of the FEMA Administrator and will be considered on dgasese basim

accodance withB 421h 6 U.S.C § 609b)(2). A formal OPSG personnel waiver request should:

Be on official letterhead, include a written justification, and be signed by the local jurisdiction
Include a budget and method of calculation of personnel costs both in the percentage of the grant
award and in total dollar amount, reflecting the change in scope or objective to the project

1 Include an approved Operations Order from the USBP Sector tfatsupports the local
jurisdictiondsandri tten justification

T
T
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1 Be coordinated with the USBP Sector, SAA, and the @dStomsand Border Protection &P)
Office of the Border Patrol (OBP)

Further, changes

i n scope roritteroapgrosat guisnaréto 2C.BRR8r equi
200.308(c1). If the costchanges are allowable under the grarffragmentary Order (FRAGO) must be

submitted to HSIN to obtain
§ 200.308¢)(1). These modifications will be annotated in the annex section of the FRAGO.

OPSG funds may be used to pay additional currenttipagtlaw enforcement personnel salaries to bring

them to temporary fullime statusOP SG f unds may
redeploy specialized National Guard Units/Package and/or elemestétatdiw enforcement serving as
specializ
activities.Costs assaated with backfill for personnel supporting operational activities are allowable.

friendly forces t

O increase

FEMAOGSs

prior

written

S equpsbto dctivae, dsmoy,®r nor 0

or

augm

ent

As with all OPSG personnel costs, OPSG grant funds will be used to supplement existing funds and will
not replace (supplant) funds that have been appropriated for thgopagmee Applicants or recipients

may be required to supply documentation certifying that a reduction #fedenalresources occurred for
reasons other than the receipt or expected receiptiefalfunds.

Intelligence Support

Per 6 U.S.C. 8 609(aPSG funds mays applicable and operationally benefidied used to pay

salaries and benefits overtimefor personnel to serve as qualified Intelligence Analysts to enable and

enhance information/intelligence sharing capabdijtes well as support existing intelligence analysts

previously covered by OPSG funding. Qualified OPfafded intelligence analysts can be assigned to an

applicable law enforcement facility/intelligence function as long as information/intelligence sisaring

maintained. To serve as an OR&@ded intelligence analyst, personnel must meet at least one of the

following criteria:

1 Complete training to ensure baseline proficiency in intelligence analysis and production within

six months of being hired; and/or,
9 Previously served as an intelligence analyst for a minimum of two years either in a federal
intelligence agency, the military, or state and/or local law enforcement intelligence unit.

OPSGfunded intelligence analysts must demonstrate qualificationsnhett or exceed competencies
identified in the Common Competencies for state, local, and tribal intelligence analysts, which outlines
the minimum categories of training needed for intelligence analysts. A certificate of completion of such

trainingmustben f il e wi
Preparedness Officer upon request.

Temporary or Term Appointments

th the SAA

and

mu st

be

mad e

1 Subrecipients may utilize temporary or term appointmengigmenthe law enforcement
presence on thbordersHowever, applying funds toward hiring filme or permanent sworn
public safety officers is unallowable

1 OPSGfunded temporary or term appointments may not exceed the approved period of

performance

o0 For OPSG purposes, temporagpointments are nestatus appointments for less than

one yearand

0 For OPSG purposes, term appointments arestats appointments for one year,
extendable for one year as necessary.
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307 1 OPSG funding for temporary or term appointments may pay for salaryBetefits are not

308 allowable expenses for term or temporary employees

309 1 OPSG remains a ndmiring programAppropriate uses of temporary or term appointments
310 include:

311 0 To carry out specific enforcement operations work for ongoing GR8&ed patrols

312 througlout the Sector Area of Operation;

313 0 To staff operations of limited duratipsuch as OPS®nhanced enforcement patrols
314 targeting specific locations or criminal activity; and

315 o Tofill OPSG positions in activities undergoing transition or personnel shortages an
316 local backfill policies (medical/military deployments)

317 1 OPSG term and temporary appointments must have all necessary certifications and training to
318 enforcestateand local lawsOPSG funds will not be used to train or certify term or temporary
319 appointmets except as otherwistatel in ths Manual and the HSGRotice of Funding

320 Opportunity NOFO); and

321 1 FEMA provides no guarantee of funding for temporary or term appointmeraddition to the
322 terms of thisdManual and the HSGROFO, subrecipients must follv their own applicable

323 policies and procedures regarding temporary or term appointments.

324

325 Management and Administration

326 Management and administration (M&Adsts are allowed. Recipients may use a maximum of up to 5%

327 of HSGP funds awarded for their M&And any funds retained are to be used solely for M&A purposes

328 associated with the HSGiwvard.Subrecipients may also retain a maximum of up%oof the fundirg

329 passed through by the state solely for M&A purposes associated with the HSGPM&Aaractivities

330 are those directly relating to thranagement and administration of HSGP funds, such as financial

331 management and monitoring. M&A expenses must be basadtoal expenses or known contractual

332 costs. M&A requests that are simple percentages of the award, without supporting justification, will not
333  be allowed or considered for reimbursement.

334

335 M&A costs are not operational costs. They are the necessary castetdhin direct support of the grant

336 or as aesultof the grant and should be allocated across the entire lifecycle of the grant. Examples include
337 preparing and submitting required programmatic and financial reports, establishing and/or maintaining
338 equipnent inventory, documenting operational and equipment expenditures for financial accounting

339 purposes, responding to official informational requests from state and federal oversight authorities,

340 including completing the Civil Rights Evaluation Tool as regdiby DHS and grant performance

341 measurement or evaluation activities.

342

343 Reci pients or subrecipients may apply or credit M
344  allocate funding toward theational Priority AreasFor example, if a recipient speni5,000 to manage

345  or administer its funding dedicated towardgtstection of soft targets/crowded places siwgent, the

346 recipient may credit that funding toward its requirement to allocate aBkestits award tdhe

347  protection of soft targemndcrowded placeblational Priority Area

348

349 A statebs HSGP funds for M&A calcul ation purposes
350 awards. While the SAA may retain up5%o of this total for M&A, the state must still ensure that all

351  subrecipient awa amounts meet the mandatory minimum ghssugh requirements that are applicable

352 to each HSGP program. To meet this requirement, the percentage of SHSP and UASI funds passed

353 through to | ocal or tribal jur iPalardpridrto withholdingst b e
354 any M&A.

355
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356 In retaining these funds, states may retain a maximum & @%he OPSG allocation, which must be

357 withheld from the pastrough to each subrecipient county or tribe in an equal percentage. The SAA may
358 also retain dditional funding from its SHSP award to manage amthinister the OPSG award, but that

359 additional amount is also capped at an amount eqab¥of the OPSG award. Examples applying this

360 principle

361

362 SAA 1.

363 Total award: $6,000,000

364 SHSP: $1,00@00 OPSG: $2,500,000 UASI: $2,500,000

365 M&A Maximum: $300,000 (%6 of $6,000,000)

366 Maximum M&A for SHSP = $50,000

367 Maximum M&A for OPSG = $125,000. Of that amount, $62,5009}.tay be retained from
368 the OPSG allocation, and the other $62,500 would come from t8€ &Hbcation. Any

369 amount used to manage and administer OPSG that is charged to SHSP may be above and
370 beyond the $50,000 available to manage the SHSP allocation.

371 Maximum M&A for UASI = $125,000

372

373 SAA 2

374 Total award: $4,500,000

375 SHSP: $3,500,000 OPSG: $1,0000

376 M&A Maximum: $225,000 (56 of $4,500,000)

377 Maximum M&A for SHSP= $175,000

378 Maximum M&A for OPSG = $50,000. Of that amount, $25,000%8.Bhay be retained from
379 the OPSG allocation, and the other $25,000 would come from the SHSP allocation. Any
380 amount useé to manage and administer OPSG that is charged to SHSP may be above and
381 beyond the $175,000 available to manage the SHSP allocation.

382

383 HSGP recipients are also reminded that any M&A chatged a r eci pi entUASS or subr e
384 fundingmust be directly focable to administration of the UASI grant progranmd cannot be used to

385 cover M&A costs that are directly allocable to SHSP or OPSG funding. Similarly, any M&A charged to a

386 recipientds or subrecipientbds SHSPostsdirecdlPSG fundi n
387 allocable to UASI funding

388

389  Specific for OPSGsubrecipientand friendly forces may retain funding for M&A purposes; however, the

390 total amount retainedannot exceed% of the subrecipiedt sutaward.Friendly forces are local law

391 enforcemenentities that are subordinate subrecipients under OFPS#&her words, friendly forces are

392 entities that receive a subaward from a subrecipient under the OPSG piiegesawly forces must

393 comply with all requirements of subrecipients under 2 C.F.R.Z2@éx.

394

395 Equipment (SHSPand UASI)

396 The 21 allowable prevention, protection, mitigatiandresponse equipment categories for HSGP are
397 listed on thefuthorized Equipment LIJAEL). Some equipment items require prior approval from
398 FEMA before obligation or purchase of the items. Please reference the grarfibneseh equipment
399 item to ensug prior approval is not required or to ensure prior approval is obtained if necessary.
400 Recipients and subrecipients may purchase equipment not listed on the Aghlybtithey first seek
401 and obtairprior approval from FEMA.

402

403  Unless otherwisstatal, all equipment must meet all mandatory regulatory and/or FEd@épted

404  standards to be eligible for purchase using these fimdsidition,recipiens will be responsible for
405 obtaining and maintaining all necessary certifications and licenses for the recupspadent.

@ FEMA HSGP Appendix 2023 PageA-10


http://www.fema.gov/authorized-equipment-list

406
407
408
409
410
411
412
413
414
415
416
417
418
419
420
421
422
423
424
425
426
427
428
429
430
431
432
433
434
435
436
437
438
439
440

441
442

443
444
445
446
447
448
449
450
451
452
453
454
455
456

Investments in emergency communications systems and equipment must meet agpheaial®© M
Guidanceon Emergency Communications Gra(@AFECOM Guidance)ecommendationsSuch

investments must be coordinated with the SWIC an&tateinteroperability Governing Body (SIGB) to
ensure interoperability and lostigrm compatibility For personal protective equipment (PREgipients

are encouraged to give procurement prefardadomestic manufacturers of PPE or PPE raw materials to

the maximum practicable and allowed by law.

Grant funds may be used for the procurement of medical counterme&somsement of medical
countermeasures must be conducted in collaborationstatidy city, or local health departments that
administerfederalfunds fromthe Department of Health and Human Serviceshis purpose and with
existingMetropolitan Medical Response Systeommittees where available, to sustain their T
planning br appropriate, rapid, and local medical countermeasures, including antibiotics and antidotes for
nerve agents, cyanide, and other toxit®curement must have a sound thimsged justification with an
aim to reduce the consequences of mass casualdgnisiduring the first crucial hours of a response
Prior to procuring pharmaceuticals, recipients must have in place an inventory management plan to avoid
large periodic variations in supplies due to coinciding purchase and expiratiorRistipéents a&
encouraged to enter into rotational procurement agreements with vendors and distRonthisses of

phar maceutical s

mu st i nclude

a

budget f oQPfot he

HSGRP The cost of disposal cannot be carreeer to anotheFEMA grant or grant period.

EMS electronic patient care data systems should comply with the most current data standard of the
National Emergency Medical Services Information System

Recipients are reimded that school hardening is an eligible activity under SHSP and. \%&Edbol
hardening measures include but are not limited to
9 Bullet resistant doors and glass;

Hinge-locking mechanisms;

1
1 Immediate notification to emergency 911 systems;
1 Mechanisms thgtrovide real time actionable intelligence dirgadt law enforcement and first

responders;

di s

1 Installation of distraction devices or other countermeasures administered by law enforcement; and
9 Other measures determined to provide significant improvementiools 6 p hy si c al

Additionally, SHSP and UASI funds may be used for equipment purchases related to state court

cybersecurity, 911 call capabilities, alert and warning capabilities, and implementation of the REAL ID

Act (Pub L. No.109-13).

Equipment (OPSG)

secul

OPSG equipment is intended to be incidental to the enhanced border security operations being performed.
The grant is not intended to be used to outfit or supply general equipment to SLTT law enforcement
agencies. Equipment ntuse relatable to and justified by the operational benefit it will provide. Each
appropriate OPSG sector coordinator is required to keep an inventory of OPSG purchased equipment that
includes at a minimumi) grant funding year; 2) purchase amount; 3) pase date; 4) purchase
guantity; 5) equipment ID; 6) source of funding for the property, including the Federal Award
Identification Number; 7) who holds title to the property; 8) federal share percent of the property; 9)
location of the property; 10) usacicondition of the property; 11) disposal date; and 12) brief disposal
justification information and sale price if sold. Each Operations Order/FRAGO will require that each
friendly force submit the equipment inventory for each Operations Order/FRAGOssidimi

1 Equipment Marking . Because equipment purchased with OPSG funding is intended to be used

to support ®@SG activities, itmay be appropriately marked to ensure its ready identification and
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primary use for that purpos@/hen practicable, any equipment purchased with OPSG funding
should be prominently marked as follow$?urchased with DHS funds for Operation
Stonegarden Usg

1 Fuel Costand Mileage Reimbursement There is no cap for reimbursement of faemileage
costs in support of operational activiti&sibrecipiergand friendly force may not claim
reimbursements for bothileage anduelimaintenance for the same equipingrthe same time.

1 Vehicle and Equipment Acquisition, Including Leasing andRentals Allowable purchases
under OPSG include patre¢hiclesand other missiospecificequipmenivhose primarypurpose
is to increase operationapabilitieson or near a border nexus in support of approved border
security operation®\ detailed justification must be submitted to the respective FIEENQA
Preparedness Officgirrior to purchase.

1 Medical Emergency CountermeasuresAllowable purchases under OPSGIlide narcotic
antagonist pharmaceuticals, detection and identification equipment, safe storage and
transportation, personnel protective equipment, and initial equipment trainnedleated in the
AEL.

Requirements for Small Unmanned Aircraft System(SHSP,UASI, and OPSG)

All requests to purchase Small Unmanned Aircraft Systedsg) with FEMA grant funding mustomply

with FEMA Policy 207-22-0002 Prohibited or Controlled Equipment UndgEMA Awards and also

include a description of the policies and procedur
and civil liberties of the jurisdiction that willyochase, take title to or otherwise useddAS equipment.

SUAS policies are not required at the time of application but must be received and approved by FEMA prior

to obligating HSGP fund#\ll grant-funded procurements must be executed in a manner compliant with

federal procurement standards at 2 C.F.R@8317i 200.327. r recipients that usdSGPfundsfor

sUAS,FEMA advises that there is a general privacy concern related to thethieasfuipment if the

data the devices collect is transmitted to servers not under the control of the operator. It has been reported
that some manufacturers of SUAS encrypt data and send that data to servers outside the United States. The
U.S. Departmem f Homel and Securitybdés Privacy Office sugg
transmission and storage issues with vendors to reduce the possibility of data breaches.

Additionally, theJoint Explanatory Statement (JES) accompanying the F3 RBIES AppropriationsAct
furtherrequiresrecipients tacertify they have ndewed thelndustry Alet on Chinese Manufactured
Unmanned Aircraft Systemand complied a risk assessment that considers the proposed use of-foreign
madesUAS to ascertain potential risks.g., privacydata breachesybeisecurity etc.)related to foreign

made ersusdomestic SUAS.

Acquisition and Use of Technology to Mitigate UAS (Gunter-UAS)

In August 2020, FEMAvasaleried of an advisory guidance document issued by DHS, the Department of
Justice, the Federal Aviation Administration, and the Federal Communications Comniigsi@mency

Legal Advisory on UAS Detection and Mitigation Technologies | Homeland Security (dhsTev)

purpose of the advisory guidanagcdment is to help nefederal public and private entities better

understand the federal laws and regulations that may apply to the use of capabilities to detect and mitigate
threats posed by UAS operations (i.e., CoultAs or GUAS).

The Departmentsma Agencies issuing the advisory guidance document, and FEMA, do not have the
authority to approve nefederal public or private use of UAS detection or mitigation capabilities, nor do
they conduct legal reviews of commercially available product compliaitbghose lawsThe advisory
does not address state and local laws nor potential civil liability, which UAS detection and mitigation
capabilities may also implicate.

ART.
Uy

@ FEMA HSGP Appendix 2023 PageA-12


https://www.fema.gov/sites/default/files/documents/fema_policy-prohibited-controlled-equipment-fema-awards.pdf
https://content.govdelivery.com/attachments/USDHS/2020/06/03/file_attachments/1465486/Industry%20Alert%20-%20Chinese%20Manufactured%20UAS%20%2820%20May%202019%29.pdf
https://content.govdelivery.com/attachments/USDHS/2020/06/03/file_attachments/1465486/Industry%20Alert%20-%20Chinese%20Manufactured%20UAS%20%2820%20May%202019%29.pdf
https://www.dhs.gov/publication/interagency-legal-advisory-uas-detection-and-mitigation-technologies
https://www.dhs.gov/publication/interagency-legal-advisory-uas-detection-and-mitigation-technologies

507
508
509
510
511
512
513
514

515
516
517
518
519
520
521
522
523
524
525
526
527
528
529
530
531
532
533
534
535
536
537
538
539
540
541
542
543
544
545
546
547
548
549
550
551
552
553
554
555

It is strongly recommended that, prior to the testing, acquisition, installatiose @f WAS detection
and/or mitigation systems, entities seek the advice of counsel experienced with both federal and state
criminal, surveillance, and communications laws. Entities should conduct their own legal and technical
analysis of each UAS detectiand/or mitigation system and should not rely solely on veihdors

representations of the systditegality or functionality. Please also see the DHS press release on this

topic for further informationtnteragency Issues Advisory on Use of Technology to Detect and Mitigate

Unmanned Aircraft Systems | Homeland Security (dhs.gov)

Training (SHSP and UASI)

Allowable trainingrelated costs under HSGP include the establishment, support, conduct, and attendance of
training specifically identified under the SHSP and UASI program and/or in conjunction with emergency
preparedness training by ottiederalagenciege.g., HHS andepartment of TransportatiobQT]).
Training conducted using HSGP funds should address a performance gap identified thiotegjrated
Preparedness PlalPP) or other assessments (e.g., National Emergency Communicatiofb!P@H
Goal Assessments) and contribute to building a capability that will be evaluated through a formal exercise

Any training or training gaps, including training related to usrdpresated diverse populations that may

be more impacted by disasters, including children, seniors, individuals with disabildibe@ccess and

functional needs, individuals with diverse culture and language use, individuals with lower economic

capacity ad other underserved populations, should be identified IRRand addressed in thateor
hightrisk urbanareatraining cycle Emergency preparedness training relatatiase training gaps,
including related to undeepresented, diverse populatidhat may be more impacted by disasters, is
allowable.Recipients are encouraged to use existing training rather than developing new Ydueses
developing new courses, recipients are encouraged to apply theigriagsign, Develoment
Implemendation and Evalution (ADDIE) model of instructional design.

Recipients are also encouraged to utiizE M ANiagonal Preparedness Course Catalwginings include

programs or courses developed for and delivered by institutions and organizationfuREddA. This
includes the Center for Domestic Preparedness (CDP), the Emergency Management Institute (EMI), and
Partner Progr ams,

FEMAGs Training

Domestic Preparedness Consortium (NDPC), thalfomestic Preparedness Consortium (RDPC), and

other partners

The catalog features a wide
scope as well as the increasing training neeédefra) state local, territorial, ad tribal audienced he
catalog can be accessedat=D | National Preparedness Course Catalog Home

range

(firstrespondertraining.goy)

ncl

of

uding the Con

cour se

Some training activities requitnvironmental and HistoriereservationEHP) Review, including
exercises, drills or trainings that require any type of land, water, or vegetation disturbance or building of
temporary structures or that are not located at facilities designed to conduct training and exercises.

Additional information on training requirements and EHP review can be found onkineiainmental &

Historic Preservation Guidance for FEMA Grant Applications | FEMA.gov

Exercises (SHSRind UASI)

Exercises conducted with grant funding should be managed and conducted consistéomeidnd
Security Exercise and Evaluation ProgrétSEER. HSEEP guidance for exercise design, development,
conduct, evaluation, and improvem@hanning is located alomeland Security Exercise and Evaluation

Program | FEMA.gov
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Some exercise activities require EFRiew, including exercises, drills trainings that require any type of

land, water, or vegetation disturbance or building of temporary structures or that are not located at facilities
designed to conduct training and exerciseliflonal information on training requirements and EHP
reviewcan be found online &nvironmental & Historic Preservation Guidance for FEMA Grant
Applications | FEMA.gov

Maintenance and Sustainment (SHSRJASI, and OPSG)

Preparedness grant funds may be used to purchase maintenance contracts or agreements, warranty
coverage, licenseand user fees. These contraoisy exceed the period of performance if they are
purchased incidental to the original purchase of the systemuigpment as long as the original purchase
of the system or equipment is consistent with that which is typically provided for, or available through,
these types of agreements, warranties, or contracts. When purchasingai@standarranty or extending
an existing maintenance contract on an alreagiged piece of equipment system, coverage purchased
may not exceed the period of performance of the award used to purchase the maintenance agreement or
warranty and it may only cover equipment purchased Wi8GP funds or for equipment dedicated for
HSGRrelated purpose#\s with warranties and maintenance agreements, this extends to licenses and
user fees as well.

The use of FEMA preparedness grant funds for maintenance contracts, warranties, redaresneep
costs, upgrades, and user fees are allowaider all active and future grant awards, unless otherwise
noted Except for maintenance plaos extended warrantiggirchased incidental to the original purchase
of the equipment, the period covergdrbaintenance or warranty plan must not exceed @ &f the
specific grant funds used to purchase the plan or warranty.

Grant funds are intended to support the Goal by funding projects that build and sustain the core
capabilities necessary to prevenbtect against, mitigate the effects afidrespond to those threats that
pose the greatest risk to the security of the Natioorder to provide recipients the ability to meet this
objective, the policy set forth REMAS 8 379, Guidance to State Administrative Agencies to Expedite
the Expenditure of Certain DHS/FEMA Grant Fundiimitially for FY 2007-2011,allows for the

expansion of eligible maintenance and sustainment costs which mugtlpelirect support of existing
capabilities; (2) must be an otherwise allowable expenditure under the applicable grant program; (3) be
tied to one of the coreapabilities in the five mission areas contained within the Goal, and (4) shareable
through the BMAC. Additionally, eligible costs may also be in support of equipment, training, and critical
resources that have previously been purchased with &tlenalgrant or any other source of funding

other than FEMA preparedness grant program dollars.

Law Enforcement Terrorism Prevention Activities Allowable Costs (SHSRnd UASI)

When identifying and selecting projects to meet the Law Enforcement Terrorism Prevention Activities
(LETPA) setaside requirement, recipients are strongly encouraged to consult with the law enforcement
community and to consider the capabilities and regotgguirements of law enforcement agencies and
their unique and central role in preventing and protecting against acts of tertdfiERAs can also

support aNational Priority Arege.g., an investment can be counted as supporting both the Soft
Targets/Cowded Places and LETPA minimum allocation requirements, if applic&aefY 2023, the
LETPA set-aside requirement is 3% of SHSP and UASI awards In particular, recipients should
consider investing in projects such as

1 Maturationandenhancement of designatstteand majomurbanarea fusion centers, including
information sharing and analysis, threat recognition, terrorist interdiction, and intelligence
analysttraining and salaries (subject to certain conditipns)
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1 Regional counterteorism training programs for small, medium, and large jurisdictions to
exchange information and discuss the current threat environment, lessons learned, and best
practices to help prevent, protect against, and mitigate acts of terrorism;

9 Support for coorithation of regional fullscale training exercises (federal, state, and local law
enforcement participation) focused on terroAsgfated events; and

1 Law enforcement Gémical, Biological, Radiological, Nuclear, and high yield Explosives
detection and respea capabilities, such as bomb detection/disposal capability deployment,
sustainment, or enhancement, including canine teams, robotics platforms;agrgchnology.

Additional examples of allowable LETPA projects include but are not limited to:

1 Coordindion between fusion centers and otlmgelligence, operationagnalytic or
investigative efforts including, but not limited to JTTFs, Field Intelligence Groups (FH&g});
Intensity Drug Trafficking AreagHIDTA), Regional Information Sharing Systelfi®ISS)
Centers, criminal intelligence units, reéahe crime analysis centeasdDHS intelligence
operational, analytic, and investigatiertities

1 Implementation and maintenance of MaionwideSuspicious Activity ReportingSAR)
Initiative (NSI), including training for frortine personnel on identifying and reporting
suspicious activitiedips/leads, and online/social medtiased threats, as well as the execution
and management of threat ass®aent programs to identify, evaluate, and analyze indicators and
behaviors indicative of terrorism, targeted violence, threats to life, and other criminal activity

1 Management and operation of activities that support the execution of the intelligeressproc
and fusion centers, including but not limited to: Fusion Liaison Officer (FLO) programs,
security programs to protect the facility, personnel, and information, and the protection of
privacy, civilrights, and civil liberties

1 Implementation of thélf You See Something, Say Somethirg@mpaign to raise public
awareness of indicators of terrorism and terrofistated crime and associated efforts to
increase the sharing of information with public and private sector partners, including nonprofit
organizaions Note: DHS requires that all public and private sector partners wanting to
implement and/or expand the DHB You See Something, Say Something@mpaign using
grant funds work directly with the DHS Office of Partnership and Engagement (OPE) te ensu
all public awareness materials (e.g., videos, postef®|ds, etc.) are consistent withH $ 6
messaging and strategy for the campaign and compliant with the indsatimdemark, which is
licensed to DHS by the New York Metropolitan Transportafiathority. Coordination with
OPE, through the CampaignOffice Geesay@hqg.dhs.gpymust be facilitated by the FEMA
HQ Preparedness Offiger

1 Increase physical security, through law enforcement personnel angaitesmtive measures,
by implementing preventive and protective measures at critical infrastructsersateisk
nonprofit organizations;

9 Building and sustaining preventive radiological and nuclear detection capabilities, including
those developed thrgh the Securing the Cities initiative

91 Integration and interoperability of systems and data, suchraputer aided dispatch (CAD)
and record management systems (RM&facilitate the collection, evaluation, and assessment
of suspicious activity reports, tips/leads, and online/social readhreats and

1 Development of counteringiolent extremism programs, projects, and initiatives, addressing
prevention, intervendin, and diversion efforts, including training on roles of law enforcement
and how to effectively partner with law enforcement; developing and promoting training
specifically for law enforcement executives and frontline officers on potential behaviors and
indicators of violent extremism and how to appropriately analyze and report them; supporting

community and law enforcement engagement strategies such as table top exercises, roundtable

events, town hall meetings, and peer to peer activities; funding &imexandor expansion of
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law enforcement community relations efforts, support for the development of community
engagement plans, and joint projects to increase the awareness of violent extremist threats and
community mitigation solutions

Law Enforcement Readiness (SHSP, UASI, and OPSG)

OPSG grant funds may be used to increase operational, material, and technological rea8lit¥eEs of
law enforcement agenci€Bhe Delegation of Immigration Authority, Section 287(g) of lttnenigration

and Nationality ActINA) program allows atateor local law enforcement entity to enter into a
partnership withrhmigration and Customs Enforcemer@f), under a joint Memorandum of Agreement
(MOA), to receive delegated authority for immigration enforcement within thésdjations

SHSP, UASI, or OPSG grant funds may be requested and may be approved eoyeceasebasis for
immigration enforcement training in support of the border security midRemuests for training will be
evaluated on a cad®/-case basis andn only be used for certification in teection287(g) program
provided by DHS/ICESHSP, UASI, or OPSG subrecipients with agreements wadgon 287(g) of the
INA (8 U.S.C.81357(q)) to receive delegated authority for immigration enforcement within their
jurisdictions may also be reimbursed $mrction287(g) related operational activities with approval from
FEMA on a caséy-case basid-or OPSG, subrecipients must be auttentiby USBP Headquarters and
Sectorsand operational activities must be coordinated through a USBP Sector.

Regional Border Projects (OPSG)

Recipients are encouraged to prioritize the acquisition and development of regional projects on the
borders to maximize interoperability and coordination capabilities afealegalagencies and withtate
local, and tribal law enforcement partne®sich egional projects include:

1 Communications equipment

1 Radio systems and repeaters

1 Integration with regional intelligence and information sharing effort (i.e., fusion centers)
o Intelligence analysts

1 Situational Awareness equipment:
o0 License Plate Reader Nwirks

Visual detection and surveillance systems

Sensor Systems

Radar Systems (for aénd/or marinéncursions) and

Aircraft systems (manned or unmanned)

[l elNeolNe)

Critical Emergency Supplies (SHSRand UASI)

Critical emergency supplies, such as shelf stalddymts, water, and medical equipment and supplies are
an allowable expense under SHSP and UR8br to the allocation of grant funds for stockpiling

purposes, eactatemu st have FEMAOG syeaavaple imventordy mandgensent planywdich
shauld include a distribution strategy and related sustainment costs if planned grant expenditure is over
$100,00000.

If grant expenditures exceed the minimum threshold, they®ae inventory management plan will be
developed by the recipient and monitbiey FEMA FEMA will provide program oversight and technical
assistance as it relates to the purchase of critical emergency supplies undgfrEMSWwill establish
guidelines and requirements for the purchase of these supplies under UASI and monibpnuevieand
status of thstatd s i nvent ory management pl an.
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SAAs (through theistateEmergency Management Office) are strongly encouraged to consult with their
respective FEMA Regional Logistics Chief regarding disaster logistlased issuesStates ae further
encouraged to share their FEMA approved plan with local jurisdictionsibed.

Construction and Renovation (SHSRand UASI)

Project construction usirgHSP and UASIundsmaynot exceed thgreater of $Inillion or 15% of the
grant awardFor the purposes of the limitations on fundiegels,communicationsowers arenot
considered constructioBee guidance ocommunication towers below.

All construction and renovation projects require EHP reviRecipients and subrecipients are

encouraged to have completed as many steps as possible for a successful EHP review in support of their
proposal for funding (e.g., coordination with th&tateHistoric Preservation Office to identify potential
historic preservation issues and to discuss the potential for project effects, compliancestéthaaltl

local EHP laws and requirement®rojects for which the recipient believes an Environmental
Assessment (EA) may be needed, as definedht® Instruction Manual 0281-001-01, Rev 01FEMA
Directive 1081, and FEMA Instruction 10&-1, must also be identified to the FEMA H&)eparedness
Officer within six months of the award and completed EHP review materials must be submitted no later
than 12 months before the end of the peribpesformanceEHP policy guidancandthe EHP Screening
Formcanbothbe foundon FEMA.gov EHPreview materialshould besentto

gpdehpinfo@fema.dhs.gov

Written approval must be providég FEMA prior to the use acinyHSGP funds foconstruction or
renovation When applyingor construction funds, recipients msstbmit evidencef approved zoning
ordinances, architectural plans, ard/otherlocally required panningpermits Additionally, recipients
are required to submit a SR4Cform with budget detaititing the project costsand arSF424D Form
for standard assurances for the construction project

Recipients usinfunds for construction projects must compligh the DavisBacon Acfcodified as
amended a40 U.S.C. 8 3141etseq). See6 U.S.C. § 609(b)(4)(B(crossreferencingd2 U.S.C. §
5196(j)(9) which crosgeference®avis-Bacor). Recipients must ensure that their contractors or
subcontractorfor construction projectgayworkers no less than thpgevailing wagesor laborers and
mechanics employed on projectsaotharacter like the contract work in the civil subdivision ofstiage
in which the workis to be performedAdditional information regardingompliance with th®avis-Bacon
Act, includingDepartment of.abor (DOL)wage determinations, is available online at
https://www.dol.gov/whd/govcontracts/dbra.htm

Construction and Renovation OPSG)
OPSG funds magot beused forany construction.

Communications Towers

All construction of communication towers requires EHP reviilienapplyingfor funds toconstruct
communicatiortowers, recipientandsubrecipientsnust submievidence thathe Federal
CommunicationCommissio® Section106 of theNational Historic Preservation AcPub. L. No. 89

665, as amendetkviewprocess habeencompletecandsubmitall documentatiomesultingfrom that
reviewto FEMA with a GPD EHP Screening Form and suppontiraderialsfor EHPreview. Recipients
and subrecipients are encouraged to have completed as many steps as possible for a successful EHP
review in support of their proposal for funding (e.g., coordination with 8teiteHistoric Preservation
Office to identify potential historic pservation issues and to discuss the potential for project effects,
compliance with alktateandlocal EHP laws and requirement®rojects for which the recipient believes
an EA may be needed, as definediiS Instruction Manual 0281-001-01, Revision OlFEMA
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754  Directive 1081, and FEMA hstructon 108-1-1, Instruction on Implementation of the Environmental
755  Planning and Historic Preservation Responsibilities and Program Requiremesitglso be identified to
756 the FEMA HQPreparedness Officerithin six months of the award and completedFEtdview materials
757 must be submitted no later than 12 months before the end of the period of peroiaién policy

758 guidanceandthe EHP Screening Forrranbothbe foundon FEMA.gov EHP review materials shod be
759  sentto gpdehpinfo@fema.dhs.gov

760

761  Western Hemispheric Travel Initiative (SHSP)

762 In addition to the expenditures outlined above, SHSP funddmaged tsupporttheimplementation
763  activities associated with the Westétamisphere Travdhitiative (WHT]I), includingthe issuance of
764  WHTI-compliant tribal identification cards

765

766 Emergency Management Accreditation Program

767  States canencourageheir local jurisdictions to pursue assessment and accreditation un@snéngency
768 Management Accreditatiddrogram(EMAP). E M A Passessmerindaccreditatiorof emergency

769 managementrganization@gainst onsensudased AmericanNationalStandardsnstitute (ANSI}

770 certifiedstandardsllowsfor standardizetbenchmarkingf critical functions necessafgr anemergency
771 managementrganizatiorto meetthe corecapabilitiesdentifiedin the Goal Additional informationon

772 the EMAPStandards available atttp://www.emap.org

773

774 28 C.F.R.Part 23 Guidance

775 FEMA requires that any information technology system funded or supported by these funds comply with
776 28 C.F.R. Part 23, Criminal Intelligence Systems Operating Policies if this regulation is determined to be
777  applicable Additionally, please see 28 C.F.R. Part 23 requirements that pertain to fusion centers at
778  http://www.dhs.gov/homelansecuritygrantprogramshsgp

779

780 Unallowable Costs (OPSG)

781 OPSG unallowaldl costs include costs associated with evidence collection, arrest processing, prosecution,
782  and Traffic/DUI checkpoints, such as evidence documentation cameras, fingerprinting supplies, alcohol
783  breathalyzers, portable work lights, traffic barricades, amilagi law enforcement expenses. OPSG

784  unallowable costs also include costs associated with staffing and general IT computing equipment and
785 hardware, such as personal computers, faxes, copy machines, modems, etc. OPSG is not intended as a
786  hiring program. The=fore, applying funds toward hiring fttime or permanent sworn public safety

787  officers is unallowable. OPSG funding shall not be used to supplant inherent routine patrols and law

788 enforcement operations or activities not directly related to providingneetacoordination between local

789 and federal law enforcement agencies. Finally, construction and/or renovation costs are prohibited under
790 OPSG. Applicants should refer ii® 4211 or contact their FEMA HQ Preparedness Officer for guidance
791 and clarificationDue to the nature of OPSG, exercise expenses are not allowable costs under OPSG.
792

793 Unallowable Costs (SHSP, UASI, and OPSG)

794 1 Per FEMA policy, the purchase of weapons and weapons accessories, including ammunition, is
795 not allowed with HSGP fungls

796 1 Grant funds may not be used for the purchase of equipment not approved by GEEMitfunds

797 must comply withFEMA Policy 20722-0002 Prohibited or Controlled Equipment Under FEMA

798 Awards andmay not be usef the purchase of the following equipment: firearms; ammunition;

799 grenade launchers; bayonets; or weaponized aircraft, vessels, or vehicles of any kind with weapons
800 installed

801 1 Unauthorized exerciselated costs include:
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o Reimbursement for the maintenancen@ar and tear costs of general use vehicles (e.g.,
construction vehicles), medical supplies, and emergency response apparatus (e.g., fire
trucks, ambulancesand

o Equipment that is purchased for permanent installation and/or use, beyond the scope of
theconclusion of the exercise (e.g., electronic messaging sign).

Indirect Costs

Indirect costs are allowable under this progr&methe fiProcealures for Establishing Indirect Cost Rates
Sectionini P4<S@ b mi s si o n fdr mdrednformation. o n 0

Resources for Planning, Training, and ExerciglgSP, UASI, and OPSG)

Planning Assistance

FEMAGs National Preparedness Directorate (NPD)
provide recipients and subrecipientishaspecialized expertise to improve and enhance the continuing
development o$tateand local emergency management across the five mission areas of the Goal and
across all core capabilitieBA provides the opportunity to engage emergency managers, gmogrge
planners, and appropriate decisioakers in open discussion of options to improve plans and planning
consideri ng t he.iAkthoughtheile s da diretcticastriofagproved jariddictions for FEMA
TA, jurisdictions are expectdd invest saff resources and take ownership of the resulting products and
tools.

TA deliveries combine current emergency management best practices with practical consideration of
emerging trends, through discussion facilitated by FEMA contract specialists artlensilpport of

FEMA Region operational specialissdditionally, peefto-peer representation may also be included
from other jurisdictions that have recently addressed the same planning tesde\ request form can be
accessed dittps://www.fema.gov/emergeneganagers/nims/implementatidraining

Training Information

PerlB 432,Reviev andApproval Requirements for Training Courses Feddlhrough Preparedness

Grants, issued oduly 19, 2018states, teritories, tribal enties, and higtrisk urban areas are no longer

required to request approval from FEMA for personnel to atteneéDit FEMA training as long as the

training is coordinated with and approved by stede territory, tribal or high-risk urbanarea Training

Pont of Contact (TPOC) and falls withinFot he FEMA
additional information on review and approval requirements for training courses funded with

preparedness grantseeFEMA Policy 20722-0002 Prohibited or Controlled

Equipment Under FEMA Awards

FEMA will conduct periodic reviews of adtate local, territory tribal entities,andhigh-risk urbanarea
training fundecdby FEMA. These reviewsayincluderequests for all course materials and physical
observation of, or participation in, the funded trainifghese reviews determine that couraesoutside
the sope of this guidance, recipients will be asked to reapt funds expended support of those
efforts. For further information on developing courses usingAB®IE model (Analysis, Design,
Development, Implementation, and Evaluatian)l tools that cafacilitate the process, SAAs and
TPOCs are encouraged to review Megional Training and Education Division Training Resource and
Development Center website R T-TRDC Home (firstregondertraining.gov)

Some training and exercise activities require EHP Review, including exercises, drills or trainings that
require any type of land, water, or vegetation disturbance or building of temporary structures or that are not
located at facities designed to conduct training and exercisdglitional information on training
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requirements and EHP review can be found onliienatronmental & Historic Preservation Guidance
for FEMA Grant Applications | FEMA.gov

DHS/FEMA Provided Training and Education
FEMA offers tuitionfree training and educatiqgprograms andourseghrough several providers including

theCDP,EMI,a n d

the National Training and Education Diyv

includes the Center for Homeland Defense and SecNRP,C, RDPCand the CTG Program

F E M A blational Preparedness Course Catalog
This online searchable catalog featurggde range of course topics in multiple delivery modes to meet
Ssion scope as we |fdderahssate lodalderritomalc aneétabali n g
audiencesThe catalog can be accessedl@ED | National Preparedness Course Catalog Home
(firstrespondertraining.goy)

FEMAOG6s mi s

Training Not Provided by DHS/FEMA
These traiings include courses that are eitiate sponsored diederalsponsored (nGDHS/FEMA),
coordinated and approved by the SAA or their designated TPOC, and fall witRiBN# mission scope
to prepareSLTT personnel to prevent, protect against, mitigatelrespond to acts of terrorism or

catastrophic events.

T StateSponsored Course$hese courses are developed for and/or delivered by institutions or
organizations other thaaderalentities or FEMA and are sponsored by the SAA or their
designated TPOC.

T Joint Training and Exercises with the Public and Private Secldrese courses asponsored
and coordinated by private sector entities to enhance guidhiate partnerships for training
personnel to prevent, protect against, mitigatelrespond to acts of terrorism or catastrophic
eventsIn addition,states, territoriestribes, ad high-risk urbanareas are encouraged to
incorporate the private sector in governmapbnsored training and exercises.

Additional information on both FEMA provided training and otfexteral andtatetraining can be found
atNational Training and Education Division (NTED) (firstrespondertraining.gov)

Training

Il nformati on -Foerpnosrdt)i ng

System (fAiWeb

Web-Forms is an electronic data management system built to assist SAA TPO@dexathgencies

with submitting norANational Training and Education Divisigmovided training courses for inclusion in
the StatéFederalSponsored Course Catalog through electronic fofine information collected is used

in a twostep review process ensure the training programs adhere to the intent of the HSGP guidance
and the course content is structurally sound and cu#erthese programs may be delivered nationwide,
it is vital to ensure each training prog@wiability and relevance to the Hetand Security mission
Reporting training activities through Wlmrms is not requirednder present fundingdowever, the

system remains available and can be accessed througlethieorms section of the FEMA National
Preparedness Course Cataiogupport recipients in their own tracking of training deliverisers need

to request FRTS Admi

Exercise Information

n rights from NTED in order to access the Ndeins.

Recipients thatise HSGP funds to conduct an exercise(s) are encouraged to complete a progressive
exercise serie€xercises conducted fsyates andhigh-risk urbanareas may be used to fulfill similar
exercise requirements required by other grant progrmaeispients arencouraged to invite
representatives/planners involved with otfesferallymandated or private exercise activiti8sats and
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900 highrisk urbanareas are encouraged to share, at a minimum, the 1yekir training and exercise
901 schedule with those departnig, agencies, and organizations included in the plan.
902

903 9 \Validating CapabilitiesExercises examine and validate capabilibased planning across the
904 Prevention, Protection, MitigatioandResponse mission aredhe extensive engagement of
905 the whole community, including but not limited to examining the needs and requirements for
906 individuals with disabilities, individuals with limited English proficieneynd others witlother

907 access and functional needs, is essential to the development of an effective and comprehensive
908 exercise progrankxercises are designed to be progressiviereasing in scope and complexity
909 and drawing upon results and outcomes from prior exercises andaralincidents to

910 challenge participating communitigSonsistent with ISEEPguidance and tools, the National
911 Exercise Program (NEP) serves as the pral@percise mechanism for examining national

912 preparedness and measuring readiness. Exercises should align with priorities and capabilities
913 identified in a multiyearlPP.

914 1 Special Event Plannindf a stateor high-risk ubanareawill be hosting a speciavent (e.g.,

915 Super Bowl, G8 Summit), the special event planning should be considered as a training or
916 exercise activity for the mukyearlPP. States must include all confirmed or planned special

917 events in thenulti-yearIPP. The stateor high-risk uwbanareamay plan to use SHSP or UASI

918 funding to finance training and exercise activities in preparation for those eStaits and

919 hightrisk rbanareas should also consider exercises at major venues (e.g., arenas, convention
920 centers) that focus on evadoats, communications, and command and control.

921 1 Regional ExercisesStats should also anticipate participating in at least one regional exercise
922 annually.

923 1 Role of NorGovernmental Entities in Exercisé¢on-governmental participation in all levels of
924 exerdses is strongly encouragddeaders from nogovernmental entities should be included in
925 the planning, design, and evaluation of an exer&8k@ T jurisdictions are encouraged to

926 develop exercises that test the integration and use of resources provideegoyernmental

927 entities, defined as the private sector and privatepmofit, faith-based, and community

928 organizationsParticipation in exercises should be coordinated with local Citizen Corps Whole
929 Community Council(s) or their equivalents asttier partner agencies.

930

931 Reporting on the Implementation of the National Preparedness
932 System

933 Identifying and Assessing Risk andstimating Capability Requirements

934 By December 312022 states, territories, and higlsk urban areas are required to compéete

935 THIRA/SPR that addresses all 32 core capabilities and is compliant with CPG 201, Third Edition.
936 Beginning in 2020, jurisdictionsegan the requirement tespond to a series of plannirgjated

937 questions as part of the THIRA/SPR.

938

939 Jurisdictions are regred to submit a THIRA every three years to establish a consistent baseline for
940 assessment. While the THIR#only required every three years, jurisdictiamerequired to submit an
941  SPR annually. For additional guidance on the THIRA/SPR, please refertgprehensive Preparedness
942  Guide (CPG) 201, Third Edition

943

944  Reporting

945 i States andterritorieswill submit their THIRAand SPRthroughthe Unified Reporting Tool

946 (URT) on Prep Toolkitno later thanDecembeB1 of the applicable year (every three years for
947 THIRA and each yedor SPR)
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1 High-risk urban areas that receive UASI funding will submit their THIRA/SPR througbRie
on Prep Toolkitno later than December 31 for the years they have Wp&h grantsif a UASI
recipienthascompleed closeoutor their UASI grantawardperiod of performance, they do not
have to submit a THIRA/SPR as the requirement is not applicable to closed grant svielels.
UASIs that have completed closedart the award period of performanaee not requiretb
complete a THIRA/SPR, it is encouraged.

9 Calendar year 2022 is the start of the neye8rTHIRA/SPR cycleandbaseline assessment year
for existing recipients. Any new grant recipients during calendar year 2023, for which the
THIRA/SPR requirement agpb, will start their new-§ear THIRA/SPR cycle and baseline
assessment year in 20&ates, territoriesandhigh-risk wbanareas should work collaboratively
to create the most accurate THIRAJSPR possibleStates, territories, antdigh-risk urbanareas
may share scenarios, targets, and assessed capabilities when appropriate.

1 Please conta¢tEMA-SPR@fema.dhs.gdfryou have questions.

Building and Sustaining Capabilities

States, territolies and highrisk urban areasustprioritize and alignSHSP and UASgrant funding
investmentsn buildingand sustaining capabilities in arehat align with the national priorities in the
annual HSGP NOFO arghpabilitygaps identifiedn their THIRAand SPR.

Reporting

IneachHS GP r e @BiamqmuakStratayysand Implementation Rep8$IR), as part of programmatic
monitoring, the recipiennustdescribe how expenditures suppoutlding capability closing capability
gaps or sustaining capabilities identified in the THIRAJSPR HSGP recipientsust on a projecby-
project basis, check one of the following:

9 Building acapabilitywith HSGP fundingand
9 Sustaininga capabilitywith HSGPfunding

National Incident Management SystemNIIMS) Implementation

Recipients receiving HSGP funding are required to impleiévS. NIMS guides all levels of

government, nongovernmental organizations (NGO), and the private sector to work together to prevent,
protect agairts mitigate, respond to, and recover from incidents. NIMS provides stakeholders across the
whole community with the shared vocabulary, systems, and processes to successfully deliver the
capabilities described in the National Preparedness System. HSGPmtsampust use standardized

resource management concepts for resource typing, credentialing, and an inventory to facilitate the
effective identification, dispatch, deployment, tracking, and recovery of resources.

TheNIMS Implementation Objectives for ladcState, Tribal, and Territorial Jurisdictiordarify the

NIMS implementation requirements in FEMA preparedness ¢t@iOs As recipients and

subrecipients ofederal preparedness (nrdisaster) grant awards, jurisdictions and organizations must
achiewe, or be actively working to achieve, all of the NIMS Implementation Objectives. The objectives
can be found on the NIMS webpage\ai1S Implementation and Training | FEM@ov.

Reporting
1 Recipients repotiin the applicable secondaNIMS assessment portion tife URTas part of
their THIRA/SPR submission, as outlined in the HSGDPFO.

Planning to Deliver Capabilities
Recipients shall develop and maintain, jurisdictrade, all threats and hazards EOPs consistent with
Comprehensive Preparedness Guide ¥@tsion 2.0 CPG 101v2), Developing and Maintaining
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EmergencyOperationsPlans (November 2010)Recipients must update their ESd least once every

two years.

Reporting

1 Recipients report EOP compliance with CPG 10by2ompleting the secondary CRAG1
assessmeras part of their THIRA/SPR submissiomthe URT.

Validating Capabilities

All recipients will develop and maintain a progressive exercise program consistent with HSEEP guidance
in support of the NEP. The NEP serves as the principal exercise mechanism for examining national
preparedness and measuring reads. The NEP is a twgyear cycle of exercises across the nation that

validates capabilities in all preparedness mission areas. The tva r
Strategic Priorities, established by the National Security Cquamal informedy preparedness data from

jurisdictions across the Nation.

To develop and maintain a progressive exercise program consistent with HSEEP and in support of the

NEP cycle is guide

NEP, recipients should engagenior leaders and other whole community stakeholders to identify
preparedness priorities. These priorities should be informed by various factors, including jurisdiction
specific threats and hazards (ithe THIRA); areas for improvement identified by reairld events and

exercises; external requirements such as stahational preparedness reports, homeland security policy,
and industry reports; and accreditation standards, regulations, or legislative requirements. Recipients

should document these priorities and use them to depdoedule of preparedness evames multiyear

IPP. Information related timtegrated Preparedness Planning Workshops (IPPWSs) can be found on the

HSEEP website @tiomeland Security Exercise and Evaluation Program | FEMAagdWelcome-

Preparedness Toolkit (fema.gov)

The NEPprovides exercise sponsors the opportunity to receive exercise design and delivery assistance,
tools and resources, enhanced coordination, and the ability to directly influence and inform policy and

preparedness programs. If you have any questiorvgould like to request assistance through the NEP,
pleasevisit the NEP website dixercises | FEMA.gqgwr reach out to the National Exercise Program

directly atNEP @fema.dhs.gov

1 Recipients must have a current myitiar IPP that identifies preparedness priorities and
activities. The current mulfear IPP must be submittedheeep@femalts.govbefore January

31 of each year

0 Recipients are encouraged to enter their exercise informatmthanPreparedness
Toolkit atWelcome- Preparedness Toolkit (fema.gov)

1 Recipients must submit Aftekction Report (AAR)/Improvement Plans (IPs) to

hseep@fema.dhs.gavn d

indi cate which

f (if applicablg; y e ar 0 s

1 Submission of AAR/IPsnust take placeithin 90 daydollowing completion of the single
exercise or progressive series
0 Recipients are encouraged to submit AAR/IPs refledabtetopexerciseshatvalidate
critical plans or those reflecting largeale functional or fulscale exercisebattook
place &the state, territorial, tribal, or UASI level. Recipients are discouraged from
submitting AAR/IPs specific to local jurisdictiotisatreflect drills
o If arecipient endures a significant rebrld incident during the calendar yehat
delays or preves conduct of a grafitinded exercisehey can submit the AAR from
that event in place of thexerciseAARs. Jurisdictions submitting real world AARs
shouldinclude a explanatiorwith the AAR submission tbseep@ema.dhs.goyand
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0 Recipients camaccess a sample AAR/IP template at
https://preptoolkit.fema.gov/web/hsemsources/improvemeplanning

Fusion Centers

A critical component of the national response to the 9/11 terrorist attacks was the development of a

nationatlevel, decentralized, and coordinated terrorigtated ifiormation sharing environment (ISE)
Stateand local governments, supportedfegieralinvestments from DHS, the Department of Justice
(DOJ),Department of Health and Human Services (HH8Y othefederalagencies, established the
National Network of Fusn Centers (National Network), which became the backbone of the national ISE
This National Network, comprised 80 stateand majourbanarea fusion centers, collaborates and
shares information with partners from all levels of government and the paetta, as well as other

field-based information sharing partners, including HIDTAs, RISS Centers, JTTFs, major city/county
intelligence unitsand realtime crime analysis centemmnong others.

National Network participation iNSI enables fusion centetoidentify, receive and analyze suspicious

activity reporting and other tips/leads from frontline public safety personnel, the private sector, and the

public, and ensure the sharing of S®Ath DHS andthe BI6 §TTFsfor further investigation. In
addtion to those activities identified in the National Prevention Framework, fusion centers are also
requiredto collaborate with thosiatelligence, operationagnalytic, investigative, and information

sharing focused entities to comlaatvide array of theatsi noted below in support of efforts to enhance

capabilities for detecting, deterring, disrupting, and preventing acts of terrtaigmated violence, and
other threatsSuch entities include, but are not limited to JTTFs, Area Maritime Securityn@tes,

Border Enforcement Security Task Forces, Integrated Border Enforcement Teams, HIDTAs, and RISS

Centersas well aother federaintelligence operational ardlytic, and investigativentities Applicants
should describe their Haboration plan and proposed efforts in their required Fusion Qentject as

part of the Intelligence and Information Sharing National Priority

Today 6 $ intludinggnetnational and domestierrorism, drugsgangs active shooters, targeted
violence, transnational organized crime, and aybequire federal, state, and local governments to

leverage this national capacity to effectively respond to the evolving nature of the various national and

homeland secus threats confronting our Nation. Ultimately, timédientification ancanalysis of key
indicators from local, state, and federal partners will enable all stakeholdeldrasthreats and
develop and implement datkiven strategies to prevent, protagainst, mitigate, and respond

effectively, while ensuring the protection of privacy, civil rights, and civil liberties

To underscor e

t he

i mportance

of

t he

Nati onal

homeland security angbunterterrorism architecture, FEMA preparedness grants will continue to
prioritize support for designated fusion centdrsp(//www.dhs.gov/fusioftenterlocationsandcortact
informatior) and the maturation of the ISEusion centermust prioritize the following capabilities to
further enable andhature this national asset and strengthen the collective cafmitigntify, collect,
analyze, and share information, d@odlisseminate actionable and strategic intelligence to key

stakeholders

1 Addressing Threats Fusion centers providerational level decentralized, and coordinat&E

across all levels of government and disciplines that can be leveraged and applied to address

Net w

threats to homeland security, national security, public safety, and/or public health, and especially
those threats that may have little or no warnkgsion cerdrs should leverage and build upon
their terrorismfocused analytic and informatiesharing capabilities so they can be applied to

address threats across the DHS mission space, imglieats from both international terrorism
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and domestic violent extrasts, threats to life and targeted violentansnational organized

criminal activity, cyber threats, and natural hazards, among others that require close collaboration
with DHS operationalinvestigative, and analytentities such a€BP, ICE,United Sates Secret
Service (USSS), CISAhe UnitedStates Coast Guard (USCG), and FEMA.

Analytic Capability : Fusion centers must maintain strong analytic capigsiéit tactical
operationaland strategic levels to address a wide array of threats or hazardsuld have
implications for homeland security or national secuiityese capabilities directly support

operational, investigative, and information sharing efforts across all levels of government. These
capabilities include, but areot limited to:

o Building and sustaining a capable workforce of analysts who have the necessary
experience and training; access to open source, unclassifiethssified information,
products, data, suspicious activity reportitigs/leads and online/social mediased
threats;as well as necessary services and technology to facilitate analytic capabilities and
collaboration

0 Assessing, evaluating, and deconflicting acts of targeted violence, threats to life, and
other criminal or suspicious activity, to includetentialindicators and behaviors, for
potential connection to or implications for international or domestic terrorism, or other
threats within the DHS mission space

o Providing analytic support and responses to requests for information from federal, state,
and locapartners during no notice threats, attacks, or incidents, as well as other planned
events such as NSSEs

o Conducting threat assessmentthin their respective jurisdictions, including the
identification of threats, intelligence gaps, and mitigation &ffor

o Establishing, formalizing, and maintainingdirectional information sharing with federal
and other state agencies in accordance jwithdictionalauthorities

0 Leveraging available resources and capabilities to conduct tardetvent deconfliction
in support of threat identification, officer safety, and information sharing.

0 Maintaining an ability to routinely support federal government efforts to watchlist
terrorists and transnational organized crime actod

o Appropriately planning for, and asseng/forecasting, prioritizing, and executing against
both known and emerging threat vectausg ensuring the safety and security of all
operationswhile protecting privacy, civil rights, and civil liberties.

Fusion centers should also consider their operational capacity when aligning manpower and
resources in support of this capability (e.g., the ability to maintain watch and analytic support
functions over a 24/7 operational tempo).

Technological Integrationt Access to data, information, and products is essential for fusion
centers and thiederal government to effectively identify, collect, analyze, and share information.
Just as threats do not stop at jurisdictional borders, fusion centers must be fibtdivelg

access and share appropriate information and data across jurisdictions, agencies, and disciplines.
Fusion centers musinsure and certify via the Fusion Center Assessmetitey have the

necessary technological capacity to access, analyze, aredrsloamation, including criminal
intelligence and online/social media threat information, both within their jurisdictions, as well as
with other fusion centers across the country and with the Fedevarnmenthrough a variety

of systems, databasespks and technologies that allow for federated searching and
data/information analysis that proteBtsrsonally Identifiable Informaticsnd includes
appropriatesecurity,privacy, civil rights, and civil liberties protections. This includes

maintenance dhe ability to collect, integrate, evaluate, and assess SAR, tips/leads, data resident
in CAD and RMS, and online/social mediased threats from agencies across the jurisdiction.

Such approaches should also address the evaluation and use of emeahildiespncluding

social network analysis, federated search technology across CAD, RMS, and other data systems,
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1147 complex data indexing, social media, open source, facial recognition, unmanned aircraft systems,
1148 geographic information systems (GIS), liceqate reader technologjesd other artificial
1149 intelligence technologies
1150 1 Interagency Collaboration: Fusion centers must maintain strong partnerships to enable
1151 intelligence operational, investigative, and analytic collaboration dexbnfliction of threat
1152 information with other partners located within their jurisdiction and across their region, including
1153 HIDTAs, RISS Centers, DHS intelligenagperationaglinvestigative, and analytantities, FBI
1154 Field Offices, JTTFs, and major citpunty intelligence units.
1155
1156 Stateandurbanarea fusion centers receiving SHSP or UASI grant funds will be evaluated based on
1157 compliance with the guidance and requirements for the National Network as set forth by DHS
1158 Intelligence and Analysis (1&A) throdigthe annual Fusion Center Assessment.
1159
1160 1 Additional fusioncentergrantrequirements are listed laitp://www.dhs.gov/homelansecurity
1161 grantprogramhsgp
1162 1 FEMA approved analyst courses that meet the grant requirement are listed at
1163 http://www.dhs.gov/fem@approvedintelligenceanalysttraining-courses
1164
1165 Through the Program Performance Report (PPR), fusion centers will report on the compliance with
1166 measurement requirements within the fusion centers through the annual Fusion Center Assessment
1167 managed by DHS I&A and repged to FEMA.In addition to the activities identified in the National
1168 Prevention Framework, fusion centers are edsmired to collaborate with those analytic, investigative,
1169 and informatiorsharing entities focused on preventing, detecting, deterridgliarupting acts of
1170 terrorism and combating transnational criminal organizations. Such entities include, but are not limited to
1171 JTTFs, Area Maritime Security Committees, Border Enforcement Security Task Forces, Integrated
1172 Border Enforcement Teams, HIDTAand RISS Centersis well as other federal intelligence,
1173 operational, analytic, and investigative entiti&pplicants will be required to provide information
1174  regarding their information sharing partnerships, including how they will identify, address, and
1175 overcome any existing laws, policies, and practices that prevent information sharing, via the
1176 Information and Intelligence National Priority Investment and supporting data via the annual
1177  Fusion Center Assessment
1178
1179 Fusion Center Performance Measures
FETRIENE Performance Measures
Number
2023.1 Percentage of federal Information Intelligence Reports (IIRs) originating from fusion center
information that address a specific Intelligence Community need
2023.2 Percentage of federal 1IRs originating from fusion center information that the Intelligence
Community otherwise used in performing its mission (e.g., containedirfirstreporting;
corroborated existing information; addressexlitical intelligence gapor helped to define an issue
or target)
2023.3 Number of SAR vetted and submitted by fusion centers that result in the initiation or enhance]
of an investigation by the FBI
2023.4 Number of SAR vetted and submitted by fusion centers that involve an individual on the Wat
2023.5 Percentage of Requests for Information (RFIs) from the Terrorist Screening Center (TSC) for|
fusion centers provided information for a TSC calge f
2023.6 Percentage of I&A Watchlist nominations that were initiated or updated existing case files ba
information provided by fusion centers

@ FEMA HSGP Appendix 2023 PageA-26


http://www.dhs.gov/homeland-security-grant-program-hsgp
http://www.dhs.gov/homeland-security-grant-program-hsgp
http://www.dhs.gov/fema-approved-intelligence-analyst-training-courses

Reference
Performance Measures
Number

2023.7 Number of distributable analytic productsaathored by one or more fusion centers and/or fédeg
agencies

20238 Percentage of fusion center distributable analytic products that address Homeland Security t

2023.9 Percentage of fusion center distributable analytic products that address state/local customer
information needs

2023.10 Percentage of key customers reporting that fusion center products are relevant

202311 Percentage of key customers reporting that fusion center services are relevant

202312 Percentage of key customers reporting that fusion center produtiteelsefor mission needs

2023.13 | Percentage of key customers reporting that fusion center services are timely for mission nee

2023.14 Percentage of key customers reporting that fusion center products influenced their decision n
related to threatessponse activities within their AOR

2023.15 Percentage of key customers reporting that fusion center services influenced their decision n
related to threat response activities within their AOR

2023.16 Percentage of key customers reporting thsibn center products resulted in increased situation
awareness of threats within their AOR

2023.17 Percentage of key customers reporting that fusion center services resulted in increased situg
awareness of threats within their AOR

2023.18 Numbe of tips and leads vetted by the fusion center

2023.19 Number of tips and leads vetted by the fusion center that were provided to other F/SLTT age
for follow up action

2023.20 Number of responses to RFIs from all sources

202321 Number ofsituational awareness products developed and disseminated by fusion centers

2023.22 Number of case support and/or tactical products developed and disseminated by fusion cent

2023.23 Percentage of federally designated special events in irsasn centers played a direct role

2023.24 Percentage of federally declared disasters in which fusion centers played a direct role

2023.25 Number of public safety incidents in which fusion centers played a direct role

1180

1181  Continuity Capability

1182
1183
1184
1185
1186
1187
1188
1189
1190
1191
1192
1193

Continuityshould be integrated inach core capability and the coordinating structures that provide
them.Continuity capabilitiesincrease resilience and the probability that organizations can perform
essential functions in the delivery of core captbdgithat support the mission aréBaEMA is responsible
for coordinating the implementation and development, execution, and assessment of continuity
capabilities among executive departments and agencies. To support this role, FEMA develops and
promulgateslirectives, policy, and guidanéer federalandSLTT governments, neagovernmental
organizations, and private sector critical infrastructure owners and opeFatdesal Continuity
Directives (FCDs) establish continuity program and planning requirerfogrégecutive departments and
agenciesThis direction and guidan@ssisin developing capabilities for continuing the essential
functions offederalandSLTT governmental entitiess well as public/private critical infrastructure
owners, operators, dmmegulators enabling them.

SOEMRTg
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The Federal Continuity Directives and the Continuity Resource Toolkit prguidanceand resources
for organizationsFor additional information on continuity programs, guidance, and directives, visit
https://www.fema.gov/emergeneganagers/nationgdreparedness/ctinuity.

Governance

In keepingwith theguidingprinciplesof governance foall FEMA preparedness programs, recipients
must coordinate activities across preparedness disciplines and levels of government, istatgling
territorial, local, andribal governmentsA cohesive planninframework should incorporatetEMA
resourcesas well as those from othfaderalandSLTT entities the private sectognd faithbased
communityorganizationsSpecific attention should be paid to how available gregnesfunding
sources can effectivegupporta whole community approach émnergencyreparedness and
management and the enhancement of capabilities To ensure this, the SAfust establish or
reestablish a unified Senior Advisd@pmmittee Additionally, high-risk urbanareasare required to
establish UAWGSs representative of the counties, cities, towns, and tribes within thiéskigtban area,
including,as appropriate, representatives of rural jurisdictions-pagulationjurisdictions, and high
threat jurisdictions.

Senior Advisory Committee (SAC)

The SAC builds upon previously established advisory bodies under the BASPProgram, Transit
Security Grant Program (TSGP), and Port Security Grant Program (PB@R)plesof advisory bodies
that should be included @SAC include UAWGS, SIGB, Area Maritime Security Committees
(AMSCs), Regional Transportation Security Working Groups (RTSWGSs), Citizen Corps Whole

Community Councils, Disability Inclusion Working Groups, artdiC| dr enés Wdheki ng Gr ou |

membershipf the SAC mustreflectastatd s uni qu e r i istdrestpfrthefivé nhissionaaneas t h e
asoutlinedin theGoal Further,the SAC mustinclude representativésatwere involvedn theproduction
of thestated $HIRA andSPR.

SAC Composition and Scope

SAC membership shall includelatst oneepresentative from relevant stakeholders including:

1 Individuals from the counties, cities, towns, dndian tribes within thetateor highrisk urban
area,jncluding, asappropriaterepresentatives of rural, higiopulation, and highhreat
jurisdictions of UASHundedhigh-risk urbanareas

Representatives that were involved in the production oftdited s T FANdBRR
StateandurbanareaChief Informaton Officers (ClOs) and Chief Information Security Officers
(CISOs)

SWIC and SIGB members

Citizen Corps Whole Communityouncils

Local or tribalgovernment officials

Tribal organizations

Emergencyesponse providers, includingpresentatives of theé service, law enforcement,
emergencynedical services, and emergemegnagers

Public health officials and other appropriate medical practitipners

Hospitals

Individualsrepresentingducationainstitutions,including elementaryschoolsmiddle schools,
junior high schools, high schootsgymmunitycollegesandotherinstitutions ofhigher education
9 Stateand regional interoperabt®mmunications coordinators, agpropriate

= =4 =8 =8 =9 =a =

= =4 =4
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1 Stateand major urbaarea fusion centers, appropriateand

1 Nonprofit, faithbased, and other voluntamyganizationssuch as the American Red Cross

Additionally, program representatives from the following entities should be members of the SAC (as

applicable):StatePrimary Care AssociatioigtateHomeland Security Advisor (HSA) (if this role is not
also the SAA) StateEmergency Management Agency (EMA) DirectetatePublic Health OfficerState

Awar dee for HHS O

Assidance Grants, if differentgtateCoordinator for the DoD 1033 Program (also known as the Law
Enforcement Support Offidge.ESQ] Program) StateCourt Official, StateEmergency Medical Services

H o s p EtatePlblic BafetypOfficee(ahd £A for JBstice g r a m,

(EMS) Director,StateTrauma System ManageStatavide Interogrability CoordinatorStateCitizen
Corps Whole Community Council, ti8ateEmergency Medical Services for Children (EMSC)
Coordinator StateEducation DepartmengtateHuman Services DepartmetateChild Welfare
ServicesStateJuvenile Justice Seapes, Urban Area POC, Senior Members of AMSCs, Senior Members
of the RTSWG, Senior Security Officials from Major Transportation Systems, and the Adjutant General.

SACs are encouraged to develop subcommittee structures, as necessary, to addressrthegigsue o
specific considerationThe SAC must include whole community irdicdteand intestatepartners as
applicable and have balanced representation among entities with operational responsibilities for
terrorism/disaster prevention, protection, mitigatandresponse activities within thetate and include

representation from the stakeholder groups and disciplines identified above.

The above membership requirement does not pradidigs, high-risk urbanareas, regional transit and
port entities, oother recipients of FEMA preparedness funding from retaining their existing structure

under separate programs; however, at a minimum, those bodies must support and feed into the larger
SAC. The composition, structure, and charter of the SAC should téfflisdocus on building core
capabilities, instead of simply joining previously existing advisory bodies under other grant prdggams.
designatedhigh-risk rbanareas, the SAA Point of Contacts (POCSs) are responsible for identifying and

coordinating wih the POC for the UAWG, vith should be a member of the SATCh e

POCO6 s

information must be provided to FEMA with the grant applicat®®As must work with existingigh-

risk urbanareasto ensure that information for current POCs is onviiikn FEMA.

Finally, FEMA recommends that organizations advocating on behalf of youth, older adiiNisluals

with disabilities, individuals with limited English proficiency and others witheraccess and functional
needs, soci@conomic factors andittural diversity be invited to participate in the SA&hplicants must

cont ac

submit the list of SAC members and the SAC charter at the time of application as an attachment in ND

Grants SAAs will use the URT to verify complianegth SAC charter requirements.

SAC Responsibilities

The responsibilities of a SAC include:

1 Integrating preparedness activities across disciplines, the private sector, nonprehiaseith

and community organizations, aBtTT governmerd, with the goal of maximizing coordination

andreducing duplication of effort;
1 Creating a cohesive planning network that builds and implements preparedness initiatives using
FEMA resources, as well as otliederal SLTT, private sector, and falased community

resources;

1 Management of all availabf@eparedness funding sources to ensure their effective use and to

minimize duplication of effort;

1 Ensuringinvestments suppobuilding capability closing capability gap®r sustaining
capabilities identified in the THIRA/SER
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1 Assistin preparation arrevision of thestate regional, or local homeland security plan or the
threat and hazard identification and risk assessment, as the case may be; and
9 Assist in determining effective funding priorities for SHSP grants.

SAC Charter

The governance of the SR&ind UASI programs through the SAC should be directed by a clditer

members of the SAC should sign and date the charter showing their agreement with its content and their
representation on the Commitiéee vi si ons to the governing charter n
assigned FEMA H@reparedness Officefhe SAC charter must at a minimum address the following:

T A detailed description of the SAC6s compositio
including how the SAC is informed by tistatéd s uwabardared s T FBPRR A

9 A description of the frequency at which the SAC will meet;

1 How the committee willdverage existing governance bodies;

1 A detailed description of how decisions on programmatic priorities funded by SHSP and UASI
are made and how those decisions will be documented and shared with its members and other
stakeholders, as appropriate; and

1 A de<ription of defined roles and responsibilities for financial decision making and meeting
administrative requirements.

To ensure ongoing coordination efforts, SAAs are encouraged to share community preparedness
information submitted iastatd® s B S | niembeiis of the SAGAASs are also encouraged to share

their THIRA/SPR data with members of the SAC who are applying for other FEMA preparedness grants
to enhance their understandingstdtavide capability gapsThe charter should be made available upon
request to promote transparency in decigioaking related to SHSP and UASI activities.

To manage this effort and to further reinforce collaboration and coordination across the stakeholder
community, a portion of the 20holdback of astateor territory awad may be utilized by the SAf®
supportthe SAC and to ensure representation and active participation of SAC mefubeling may be
used for hiring and training planners, establishing and maintaining a program management structure,
identifying and managig projects, conducting research necessary to inform the planning process, and
developing plans that bridge mechanisms, documents, protocols, and procedures.

Urban Area Working Group (UAWG)

UASI program implementation and governance must include regiani@ers and should have balanced
representation among entities with operational responsibilities for prevention, protection, mitagation,
response activities within the regidn some instancesjgh-risk urbanarea boundaries crossate

borders Stdes must ensure that the identifibigjh-risk urbanareastake an inclusive regional approach to
the development and implementation of the UASI program and involve the contiguous jurisdictions,
mutual aid partners, port authorities, rail and transit authordieseagenciesStatavide Interoperability
Coordindors, Citizen Corps Whole Community Council(s), and campus law enforcement in their
program activities.

UAWG Composition and Scope

Pursuant teection 2003(bdf theHomeland Security Act of 20Q@odifiedas amendedt 6 U.S.C. §
604(b)) eligiblehhigh-risk ubanareas were determined based on an analysis of relative risk of the 100
most populous Metropolitan Statistical Areas (MSASs), as defined by the Office of Management and
Budget (OMB) MSAs are used by FEMA to determine eligibility for participatiothe program
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Geographical areas queried do not equate to minimum mandated membership representaiitarmf an
areg nor does this guarantee funding for geographical areas queA®dGs are not required to expand
or contract existingrbanareapartidpation to conform to MSA compositioDetailed information on
MSAs is publicly available from the Unitestates Census Bureau attps://www.census.gov/programs
surveys/metranicro.himl.

An SAA must confirm a specific POC with the designaiggh-risk urbanarea The SAA POUds
responsible for identifying and coordinating with the POC for the UAWEs information must be
provided to FEMA with the grant applicaticBAAs must work with existin@igh-risk ubanaress to
ensure that information for current POCs is on file with FEMA.

Membership in the UAWG must provide either direct or indirect representation for all relevant
jurisdictions and response disciplines (udihg law enforcement, fire service, EMS, hospitals, public
health, and emergency management) that comprise the dbigiedsk ubanarea It must also be
inclusive of local Whole Community Citizen Corps Council and tribal representafivesJAWG
shoud also include at least one representative from each of the following significant stakeholders:

9 Local or tribal government officials

1 ClO and CISO

1 Emergency response providers, which shall include representatives of the fire service, law
enforcement, emgency medical services, and emergency managers

91 Public health officials and other appropriate medical practitioimensiding Health Care
Coalitions (HCCs)

9 Individuals representing educational institutions, including elementary schudtie schools,
junior high schools, high schootsymmunity colleges, and other institutions of higher education

9 Stateand regional interoperable communications coordinadmdstateand major urban area
fusion centers, as appropriate

In addition to representatives from the local jurisdictions and tribes withstdtenr highrisk urban

area, the UAWG should include officials responsible for the administratiGemtes for Disease

Controland Preventioh CD¢)andt he HHS Assi stant Secretary for
(ASPR) cooperative agreementsnally, it must be inclusive of members advocating on behalf of youth,
older adults, individuals with disabilitiesidividuals with limited English proficiency and others with
otheraccess and functional needs, semionomic factorsand cultural diversity.

High-risk urbanareas will use the URT to verify UAWG structure and membershipe list of UAWG
memberanust also be submitted at the time of application as an attachment in ND. Gightissk
urbanareas must notify the SAA and the FEMA Headquartersparedness Officef any updates to the
UAWG structure or membershédter the application is submitted

UAWG Responsibilities

UAWGs must ensure that applications for funding under the UASI program sibypgdimg capability
closing capability gap®r sustaiing capabilities identified in theigh-risk ubanaread $HIRA/SPR

The UAWG should suppostat efforts to develop the SPR, particularly as it relatddA&I-funded
activities The UAWG, in coordination with the SAA POC, must develop a methodology for allocating
funding available through the UASI prograithe UAWG must reach consensus on all UABIding
allocationsIf consensus cannot be reached within theld¥ period allotted for thetateto obligate

funds to subrecipients, the SAA must make the allocation determin@tierSAA must provide written
documentation verifying the consensus & YWAWG or the failure to achieve otherwise on the allocation
of funds and submit it to FEMA immediately after thed&y period allotted for thgtateto obligate
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funds to subrecipientgny UASI funds retained by th&tatemust be used in direct suppofttbe high-
risk uwrbanarea Stats must provide documentation to the UAWG, and FEMA upon request
demonstrating how any UASI funds retainedatstateare directly supporting theigh-risk urbanarea

UAWG Charter

In keeping with sound projeatanagement practices, the UAWG must ensure that its approach to critical
issues such as membership, governance structure, voting rights, grant management and administration
responsibilities, and funding allocation methodologies are formalized in a wagpking charteror
amotherform of standard operating procedure related to the UASI program govermaeaeharter must

also outline how decisions made in UAWG meetings will be documented and shared with UAWG
membersThe UAWG charter must be submitteditzd time of applicatiomas an attachment MD Grants

and must be on file with FEMA prior to drawing down UASI fundifigalsomust be available to all

UAWG members to promote transparency in decisiaking related to the UASI program.

Supplemental SHSP and UASI Guidance

Collaboration

Collaboration with Other Federal PreparednessPrograms

FEMA strongly encouragestates, high-risk urbanaress, tribes, and territorie® understand othdederal
preparedness programs in their jurisdictions and to work with them in a collaborative manner to leverage

all available resources and avoid duplicative activities example, HHS has two robust preparedness
program® CDCH Rublic Health Emergency Prepaneds PHEB cooperative agreement and ASBR

Hospital Preparedness Progr@iPP cooperative agreemeénthat focus on preparedness capabilities
CDCb6s 15 public health pr dipealthcard preparesinesszgpabititied i t i e s
serve as opational components for many of the core capabilities, and collaboration with the PHEP

directors and HPP coordinators can build capacity around shared interests and investments that fall in the
scope of these HHS cooperative agreements and the HSGP

States andhigh-risk urbanareasshould coordinate among the entire scopfedéralpartners, national

initiatives and grant programs to identify opportunities to leverage resources when implementing their
preparedness prograni$iese may include but are rimited to: Medical Reserve Corps; Emergency

Medical Services for Children grants; ASPR HPP; CDC PHEP; CDC Cities Readiness Initiative;

Strategic National Stockpile Programs; EM®)Dgrants; the Department of Defense 1033 Program (also

known astheESOR ogr am) ; and the Resilience Directoratel/
Regional Resilience Assessment Program (RRAByvever, coordination is not limited to grant funding

It also includes leveraging assessments such a Transportation S&éauriyn c y 6 s ( TSA) Basel i
Assessmerior Security Enhancement (BA$Eeporting from the Intelligence Community, risk

information such as §C& Maritime Security Risk Analysis Model (MSRAM), and USBP Sector

Analysis.

Each SHSPand UASHundedinvestment that addresses biological risk, patient, careealth systems
preparedness should be implemented in a coordinated manner witfedératprograms that support
biological and public health incident preparedness such as those administeite8 BYSPR, CDC, and
DOTO Blational Highway Traffic Safety AdministratigNHTSA).

Collaboration with Health Care Coalitions (HCCs)

HCCs are regional entities comprised of health care, public health, emergency mansmeinent
emergency medical servicegyanizations that plan and respond together, leverage resources, and address
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challenges in health care delivery brought on by public health and medical inc@ieststhat many of
the risks being mitigated include the potential for a range of mass @asualtluding those across the
chemical,biological, radiological nuclear explosive (CBRNE) spectrum, planning efforts should include

the participation of HCCs and should take into account the elements and capabilities articulated in the

20172022 Healh Care Preparedness and Response Capabilities
(https://www.phe.gov/Preparedness/planning/hpp/reports/Documents?R@2healthcareor-

capablities.pdf.

Collaboration with Nonprofit Organizations

SHSP and UASI recipients are encouraged to work with the nonprofit community to address terrorism

and althazards prevention concerns, seek input on the needs of the nonprofjtasettrpport the goals

of their investments.

Collaboration with Tribes

FEMA strongly encouragestates, high-risk urbanaress, and territorieso work with tribal nations in
overall initiatives such as whole community preparedness and emergency management planning.

Whole Community Preparedness

SHSP and UASI recipients should engage with the whole community to advance community and
individual preparedness and to wark a nation to build and gam resilienceRecipients should consider
the three goals of th20222026 FEMA Strategic Plaim their program design and delivery, specifically

StrategicObjectivel.3: Achieve equitable outcorsdor those we serve, a@bal3: Promot and sustain
aready FEMA angrepared natiorRecipientshouldintegrate program design and delivery practices
that ensure representation and services for urgeesented diverse populations that may be more
impacted by disasters including children, seniors, individuals with disabilitietheraccess and
functional needs, individuals with diverse culture and language use, individuals with lower economic
capacity and other underserved populatiomslividual reparedness must be coordinated by an
integrated body of government and nongovernmental representiwed|, including but not limited to

elected officials, the private sector (especially privately owned critical infrastructure), private nonprofits,

nongovernmental organizations (including faithsed, communitpased, and voluntary organizations),
advocacy groups for undegpresented diverse populations that may be more impacted by disasters
including children, seniors, individuals with disabilit@sotheraccess and functional needs, individuals
with diverse culture and language use, individuals with lower economic cgpexdtpther underserved

populations.

FEMA has programming designed to increase the resilience of individual Americans andrsbesm

Please emalPrepare@fema.dhs.gbvo

guidance and assistance. The following tools, trainings, and products may be ordered directly, free of

cont act one

of

t he

Agencyobs

charge, from F EWAGsdersvepo.coiand|SRD. agmany of them might be

allowable costs, but recipients and subrecipients should ensure that these activities can also help

build target capabilities for preventing, preparing for, protecting against, and responding t@acts of

terrorism .

T Community Emergency Response Team (CERTprogramswhicheducate volunteers about

s ub |

disaster preparedness for the hazards that may impact their area and train them in basic disaster
response sK#, such as fire safety, light search and rescue, team organization, and disaster
medical operations. CERT offers a consistent, nationwide approach to volunteer training and
organization that professional responders can rely on during disaster sitisdlmmisg them to

focus on more complex tasks.
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9 Financial Resilience FEMA partners with philanthropic and nonprofit organizations to increase
the financial resilience of the public in advance of disastecfiding acts of terrorismActivities
include heping the public to organize financasdincreasing the understanding of what FEMA
assistance can provide. Partnerships with local financial wellness organizations such as credit
unions, financial counselors, community banks, and others that reach g ehsetliences are
encouraged. TheEmergency Financial First Aid Kit (EFFAKrovides individuals, families, and
businesses the ability to organize critical finanaiadical, and household information. It
includes a checklist of important documents and forms to compile your relevant information.

T Building Capacity with Community Based Organizations CommunityBased Organizations
serve as a critical safety net for Anwams disproportionately impacted by disastersluding
acts of terrorismAllowable activities include Whole Community exercises, trainings, and
activities focused on staff preparedness; information sharing with clients and government; and
continuity of essential functions in the event of an emergency. In 2019, FEMA lauhehed t
Organizations Preparing fermergency Needs Training (OPEMDPEN includes both a web
based, selguided training, and a downloadable instructor kit that will guide participants on how
to identifyrisks, locate resources, and take preparedness actions. When CorBaseity
Organizations, such as food pantries, daycares, and nonprofits, are unable to sustain operations
during an emergency incident, individuals who rely on them are exponentiallytedpBecause
of their importance in keeping the community going, OPEN is designed to empower these
organizations to better prepare for incidents. CommiBityed Organizations include but are not
limited to food banks, food pantries, homeless sheltersptcbadiness and after school centers,
adult day care centers, job training centers, legal assistance centers, and cultural centers.

1 Preparedness ActionsFEMA curates validated guidance for decisinaking (protective
actions) for the public in order tocrease survival rates and improve disaster recovmriding
from acts of terrorismRecipients may order, free of charge, hazard information sheets on 17

di fferent

types of

threat s

and

hazards,

t he

create an emergency communications plan for a family, and a breadth of depth of other material
at https://orders.gpo.gov/icpd/ICPD.aspx

1 Youth Preparedness Resourceareavailableon www.ready.gov/kidsBolstering youth
preparedness across the nation is a priority for FEMA as the Agency works with state, local,

tribal, and territorial partners to create a culture of preparedness in the United States. Information

on youthcentric educational curricula, games, planning materials, and other relevant resources
can be found awww.ready.gov/kids

The following are examples of youth preparedness activities that granteescanaged to

undertake as allowable costs:

0 Reach out to a local school board or elementary school to encourage the adoption of the
Student Tools for Emergency Planning (STEP) curriculum. STEP is a clasbazau
emergency preparedness curriculum fbraid 5"-graders in an easy, reattyteach
format. Students will learn about disasters, emergencies, and hazards, and how to create a
disaster supply kit and family emergency communication plan. An overview of the STEP
program along with the instructor guide and student activity book is available at
https://www.ready.gov/studetbolsemergencyplanningstep and

0 Sponsor the creation of a Teen CERT in your jurisdiction. The CERT Program is a
national program of volunteers traineddisaster preparedness and emergency response.
Volunteers come from all ages and all walks of life, including teenagers. Additional
information, including a stepy-step guide on how to start a Teen CERT, is available at
https://www.ready.gov/teecett.
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o "nPrepare with Pedroo is a joint product of
AnPrepare with Pedro: Di saster Preparedness
children and their families about how to stay safe during disasters and emergencies. The
book follows Pedro around the United States and offers safety advice through
crosswords, coloring pages, matching games, and more. Additional information,
including an ordering form, is availableldtps:/www.ready.gov/preparpedrg and

0 The Ready 2 Help card game is a fun way for kids to learn how to respond to
emergencies by working with friends and using skills that will help in a real emergency.
Ready 2 Help teaches five simple steps to stay safe ake andifference until help
arrives:

A Stay Safe

A Stay Calm

A Get Help

A Give Infg and

A Give Care
Ready 2 Helps designed for childreamges3 and up. Additional information, including
an ordering formis availableat https://www.ready.gov/read®-help.

Supplemental OPSG Program Guidance

OPSG supports enhanced cooperation and coordirationg CBP, USBP, and fedeeadd SLTTlaw

enforcement agencies to improve overall border security. OPSG provides funding to support joint efforts

to secure the United Statesd borders along routes
include travel corridors in states bordering Mexico and Careedaell as states and territories with

international water border®PSG also furthemdancs the sharing of threat information and intelligence
betweerfederal, state, local, tribal, atetritorial law enforcement agencies through the development and
sustainment of a capable workforce of analysts that have the necessary experience and training, access to
open source, unclassifieshdclassified information, products, data, suspicioussagtieporting,

tips/leads, and online/social mediased threat®s well as necessary services and technology to facilitate
analytic capabilitieand collaboration

SLTT law enforcement agencies will utilize theiwnlaw enforcement authorities to suppthe CBP

and USBP border security mission and will not receive any additional authority as a result of participation
in the grantAn OPSG award does not provide any additional authori8LIBT law enforcement
agenciesMore specifically, SLTT law enfeement agencies are not empowered through OPSG to

enforce immigration authorities under Title 8 of the U.S. Code (i.elpntimégration and Nationality At

SLTT law enforcement agenciase expected utilize their own jurisdictional authority in suppbr

enhanced border securiipless some other agreement appBisT T law enforcement agenciase

further expected to operate within the bounds of all applicable laws, to include federal laws, state statutes,
and locallaws, policies and procedures.

OPSG is intended to suppddrderstates and territories of the UniteSitates in accomplishing the
following objectives:

1 Increasentelligence and operationehpabilitesto prevent, protect against, and respond to
border security issugs
Increase coordination and collaboration amfaugralandSLTT law enforcement agencies

1
T Continue the distinct capability enhancements required for border security and border protection
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T Provide intelligencéased operations through USBP Sector Level experts to ensure safety and
operational oversight déderalandSLTT law enforcement agenaigatrticipating in OPSG

operational activities

1 Support a request to any Governor to activate, deploy, or redeploy specialized National Guard

Units/Packages and/or elementstitelaw enforcement to increase or augment

specialized/technical law enforcenteelements operational activities
T Continue to increase operational, mateaald technological readinessSIiTT law enforcement

agencies

1 Enhance the sharing of threat information and intelligence betigderal and SLTTaw

enforcement agencieand

1 Develop and sustain a capable workforce of analysts that have the necessary experience and
training,as well asaccess to open source, unclassifeed)/orclassified information, products,
datg suspicious activity reportingips/leads, and online/socialediabased threatsind the
necessargervices and technology to facilitateeseanalyticactivities

OPSG funds must be used to provide an enhanced law enforcement presence and to increase operational
and intelligenceapabilities ofederal and SLTTaw enforcement, promoting a layered, coordinated
approach to law enforcement wittborderstates and territories of the Unite8tates.

T Federaland SLTT OPSG Integrated Planning Team(IPT). FederandSLTT partneramust
establish and maintainfarmalized OPSG IPT with representation from all participating law
enforcement agencies,-chaired by representatives from USBP, the SAA, and participating law
enf orcement agenciesb6 OPSG program

I Nofewerthan two IPT meetings must tagkace during every funding year:

o0 Prior to submitting the Concept of Operations (application)
0 Prior to submitting the Campaign Plan

1 OPSG funds may be used for travel and per diem in support of the IPTs and OPSG strategic

plaming eventss long ashe costs are otherwise compliavith other program and regulatory

requirements

Coordination Requirements

represent at

All operational plans should be crafted in cooperation and coordination deuerglandSLTT
partnersConsideration wilbe given to applications thate coordinatedcross multiple jurisdictiongll
applicants must coordinavgth the USBP Sectddeadquarters witlgeographic responsibilitipr the
applicant 6s | o c asubmittingan Operaticans Grdevithpanembeddediudget to the

SAA. OPSG funds must be used to provide increased operational capabilities to SLTT partners in support

of enhanced border security through:

1 Enhanced Law Enforcement Presence
1 Enhanced Situation@warenessand
1 Enhanced Intelligence Collection and Distribution

After awards are announced, prospective recipients wiltope the draft Operations Order and resubmit
it as a final Operations Order with an embedded budget based on actual dollar amounts &harded
appropriate Sector Headquarters will approve final Operations Cadérforwardhose orderto
Headquarters, Office of Border Patrol, Washington, DC, before funding is rel@asmpoients may not
begin operations, obligate, or expend any funds BE&iMA and USBP Headquarters haajgproved the
final Operations Order and the embedded budgdtemovedany existing special conditions and/or

restrictions

¥ FEMA

HSGP Appendix 2023

PageA-36



1633
1634
1635
1636
1637
1638
1639
1640
1641
1642
1643
1644
1645
1646
1647
1648
1649
1650
1651
1652
1653

1654

1655
1656
1657
1658
1659
1660
1661

1662

1663
1664
1665
1666
1667
1668
1669
1670
1671
1672
1673
1674
1675
1676
1677
1678
1679
1680

Transportation Costsand Costs Related to the Provision of Acute Medical Care

Vehicle, fuel, mileagepperational overtime, and other types of costs otherwise allowable under an OPSG

awardds HSGP NOFO are all owabl e

wher e

the cost s

individuals interdicted while carrying out allowable OR&@ded activitier operations from the point
of interdiction to an applicable law enforcement facility.

When transporting individuals interdicted in the course of carrying out allowable @P8Ed activities
or operations from the point of interdiction, nBaderal erities may charge vehicle, fuel, mileage,
operational overti me, and
associated with necessary transportation to provide acute medical care for individuals being transported
from the pant of interdiction. In such cases, néederal entities may also charge operational overtime

for personnel that monitor a detained individual receiving acute medical care where the individual
remains in the custody of the nérderal law enforcement aggn€osts incurred beyond the acute phase
of medical care (e.g., upon admission to the hospital, or after transfer from an acute care facility to the
hospital) and costs incurred once the custodial responsibility of the individual is transferred to CBP are

not allowable under OPSG.

ot her

types

of cost s

Costs described above are allowable regardless of what entity or agency initially makes the interdiction.
Personnel costs incurred by ARBaderal law enforcement agencies eligible under OPSG (including
deputiescorrections officers, or detention officers) for costs described above are allowable.

OPSG Operations Order Template and Instructions

Operations Order Template Instructions
To access thOPSG Operations Order Template

1 Findthe Homeland Security Grantd@ram postingia the search function darants.goy

1 Select the Related Documents tab on the posiimd)

9 Click onthe OPSG Operations Order Temphatefill out all sections of the template

ExecutiveSummary Overview

Operations Order Executive Summary
Operations Order Executive Summary must:

1 Identify the organizatiomame, point of contactommittees, and other structures accountable for
implementingOPSG in the jurisdiction (typicallthis will bea program lead or manager

overseeingperations and individuals assigned to that agersay

T Describe howederalandSLTT law enforcement agencies will work together to establish and
enhance coordination and collaboration on border security issues.

Budget RequirementsOverview

Operations Order Detailed Annual Budget must:

T Explain how costs and expenses were estimated
1 Provide a narrative justification for costs axpensesSupportingablesdescribingcost and

expense elements (e.g., equipmémtl, vehicle maintenan@®sts) maye included.

Submission Requirements

Operations Orders must meet the followsupmission requirements:
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Must be submitted as an Adobe PDF document
All documents submitted must use the unique identifieated by the OPSG data management

system from the original associated operation Qraied
1 Applicable OPSG sector representatives must coordinate with the SAA and OPSG participants to
submit an accurate inventory of all specified OPSG purchased prap#rtyach Operations

Order/[FRAGO.

Due to the competitive nature of this program, sepatsehments will eitherbe acceptedor

reviewed.

OPSG Operational Guidance

This section provides operational guidance to OPSG applicants dawbpment of a concept of

operations and campaign planning, the tactical operation period, and reporting prodédsigsdance

also delineates specific roles and responsibilities, expectations for operations, and performance measures
Successful exetion of these objectives will promote situational awareness among participating agencies
and ensure a rapid, fluid response to emerging baetarrity conditions.

OPSG uses an integrated approach to address transnational criminal. &&lilétalandSLTT partners

are required to establish and maintain an OPSG IPT with representation from all participating law
enforcement agencies,-cbaired by representatives from USBP, the SAA, and participating local law
enf orcement agenci estives@G&Isdpergiional grdeawill addegs specifie nt a
threats, gaps, and vulnerabilities identified by the USBP. All requests in the operational plan will be
reviewed and approved by the corresponding sector's Chief Patrol Agent or his/her designeerfor borde
security valueUSBP will provide routine monitoring and technical expertise to each participating
agency The content of each operational plan, to include the requested items will be reviewed for border
security value and approved by the correspondings or 6 s Chii

ef

Patrol Agent or

All operational plans should be crafted in cooperation and coordinatiorfiedinalandSLTT partners to
meet the needs of the USBP Seciwnsideration will be given to applications that are coordinated
across multiple jurisdictiondAll applicants must coordinate with the CBP/USBP Sector Headquarters

with geographic

responsibility

for

t he

applicanté

Order with an embedded budget to the S@ferations ge to be crafted so that resources are allocated to
one or more of the supportable categories:

1) Law Enforcement Presence
2) Situational Awarenessnd/or

3) Intelligence CollectionAnalysis,and Distribution
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1721 Law Enforcement Presence includes activities and costs associated to having an SLTT partner provide a
1722 law enforcement patrol presence in an area designated by the USBP Sector in support of border security
1723  efforts. Situational Awareness includes technolmggrovide current and immediately relevant

1724 information about currently active border security threats. Intelligence Collection and Distribution

1725 includes both technology and manpower related to the gathering and analysis of intelligence with a nexus
1726 to boder security.

1727

1728 The terms of an OPSG award ot extend to an SLTT partner any authority to enforce additional laws,
1729 statues, or regulatiof@eyond their own authoritieSLTT partners are not empowettbhdough OPSGo

1730 enforceimmigrationauthoritiesunder Title 8 of the U.S. Code (i.e., #A). Participation in the grant

1731 does not grant participants the power to operate outside obthejurisdictional boundaries.

1732

1733 Concept oOperations an@€ampaign Planning

1734 PostAllocation Announcemert/Pre-Award

1735 The overarchingperational cycle involves three stages: 1) applicatiad2) concept of operatiorns

1736 formulate a CampaigRlan, which arell developedy theIPT. All Operations Orders: Concept of

1737  Operations (CONOPS), Operati@nders (OOpr Campaign Plans and FRAGOs shal submitted

1738 through theCBP Stonegarden Dakdanagement Systemll OPSG grant Application packages shall be
1739 submitted to the SAA for entry interants.gov

1740

1741 Application: Please refeto thecurrent fiscal yedr BISGP NOFCand relevant information in this

1742 Manual

1743

1744  Campaign Plan After awards are announcaghrticipants will create and submit an operations order that
1745 forms a campaign plan and captures the initial, generdtinddetary intent to their IRT

1746

1747 The campaign plan shoul d a rterin boweéraecuzity objectiveppaad t i ci p a
1748 goals designed to mitigate boresrcurity risk.

1749

1750 Funds should be obligated as needed to target specific threats or vulnerabilities and ensure that OPSG
1751 usage is commensurate to the unique risk of each border répiemmay require several shaerm

1752 operations that combine to form an ongoing operational cycle, ensuring that USBP commanders and
1753 SLTT agency partners reserve the flexibility to respond to theahamnging elements of border security.
1754

1755 The operations plan also will articulate the budgeitaignt of how funds are to be used throughout the
1756 performance periad’he operations plan will project planned expenditures in the following categories:
1757 overtime, equipment, travel, maintenance, fuel, and administrative. flimelsubrecipient can initiatee

1758 procurement of equipment as wellsstehow much the county intends to use for M&A while keeping
1759 funds for overtime or residual equipment funds available for use as néfatiedsubrecipient intends to
1760 spend more than 80of its award on overtimever the course of the performance period, a PRICE Act
1761 waiver request must be submitted in accordancetivtpolicy initially outlined inB 379 Guidance to

1762  StateAdministrative Agencies to Expeditke Expenditure of Certain DHS/FEMA Grant Fundifbe

1763 operations plan will meet both the SAA expectations to obligate the funds within 45 days of the award
1764 announcement and t he de man.&ector@approtetha@ampgignglarts st oper a
1765 be submitted to USBP Headquarters no later thafiour months after the official awards

1766 announcement has been made.

1767

1768 Investment Modifications - Changes in Scope or ObjectiveChanges in scope or objective of the

1769 awardi includingthoseresuling fromintended actions by the recipient or subrecipiénmtquire

1770 FEMAG6Gs prior written approval, in accordance with
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1771 Inthe event that changewst be made to the original operational pkuch as additional funding

1772 requests or other changes to the original scope or objectives, aBrRA& be submitted in HSIN to

1773 obtain FEMAG6Gs pri or wr intadcedancawitp2 GORRZP0.3@8fc) (s uc h chan
1774  These modifications will be annotated in the annex section of the FRAGO.

1775

1776  Operational Execution

1777 Inthe event thathanges or additional funding requests to the original operational order must be made, a
1778 FRAGO will be created. These modifications will be annotated in the annex section of the FRAGO.

1779 Operational discipline is necessary for the success of OPSG. Ddilmtaptive, integrated, and

1780 intelligencedriven planning is critical to conducting targeted enforcement operations consistent with the
1781 objectives of the OPSG. By participating in the OPSG, the state, local, tribal, and territorial agencies

1782 agree to condumperations designed to reduce borsecurity risk.

1783

1784 Operations are composed of six critical elements: 1)-plarming meeting with the IPT; 2) specified

1785 beginning and ending dates; 3) the integration of intelligence and border security; 4) useted targ

1786 enforcement techniques; 5) clearly stated objectives; and 6) aiaetiten meeting. These operations

1787 require deliberate egoing planning to ensure command, staff, and unit activities synchronize to current
1788 and future operations. The cyclical natafehe process will ensure OPSG activities align with the

1789 fluctuating bordesecurity threats and vulnerabilities. The IPT should leverage information provided by
1790 the fusion center, Border Intelligence Centersother local intelligence center, when gibte, and

1791 establish a common operational vision.

1792

1793 TheUSBPSect or 6s Chi ef Patrol Agent, or his/ her desig
1794 intelligence has a clear nexus to border security. Intelligence will be shared and vetted for border security
1795 value, driving the focus of operations. Once intelligetiieen targets are identified, the IPT will decide

1796 on operational objectives that reflect the intended impact of operations. The objectives should outline how
1797 the operation will deter, deny, degrade dismantle the operational capacity of the targeted transnational
1798 criminal organizations.

1799

1800 Each operational period will begin on a predetermined date and end on a predetermined date, but the dates
1801 may be subject to change commensurate with emergingityeconditions. The starting date of the

1802 operational period should be established to allow sufficient time for the order to be submitted and

1803 approved by the corresponding USBP Sector and in concurrence with its SAA and USBP Headquarters.
1804 The USBP Sectomill upload copies of operations order in the corresponding folder in the CBP

1805 Stonegarden Data Management System.

1806

1807 Reporting Procedures

1808 Participation in OPSG requires accurate, consistent, and timely reporting of how funds are used, and how
1809 thestate loca | and tribal agenciesbd6 operations have i mpa
1810 threat or vulnerability and the overall reduction of riRkporting will focuson monitoring program

1811 performance; determining the level of integration and informnatharing; and developing best practices

1812 for future operationsTo ensure consistent reporting eatdite local, and tribal agency will identify a

1813 single point of contact to represent their agency as a member of the IPT and to coordinate the submission
1814  of reports or execute other aspects of the grant.

1815

1816 TheDaily Activity Report (DAR),which canbefoundby selectinghelink for the current fiscal year

1817 HSGPNOFOonF E M Agreparednesgrantspage(https://www.fema.gov/homelarskecuritygrant

1818 progran) to be used to submit the ongoing results and outputs from OPSG operations coridhected

1819 information and statistics included in the DARI be delineated by agency (friendly forceShe DAR

1820 must be submitted to the USBP sector or hoube part.i
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1846
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of the conclusion of each OPSG shift. Subrecipients and Sectors are responsible to erBARslaae
submitted in the proper format and in a timely manbBé&Rs will be submitted using the CBP
Stonegarden Data Management Systérnendly Forces receiving funding through a subrecipient will
submit DARs within 48 hourd8order Patrol Sectors and O8 subrecipients will implement internal
protocols to ensure operational data from subrecipients and friendly force DARs are properly collected
following the established guidelines

In addition to the ongoing reporting of outputs, subrecipient partitspaifi be required to submit ARs

to USBP sectors within 10 days of closing the operatio®@# fr that funding yeaiThe AAR should
carefully articulate outcomes and outputs as well as how the results of the operation compare with the
objectives identied during the prglanning meetingFailure to submit the AAR in a timely manner may
prevent the approval of future operations requédtAARs and other OPSG reporting requirements will
be submitted through the CBP Stonegarden Data Management Sgsteons are responsible for
submitting AARs into Border Patrol Enforcement Tracking System (BPETS) as applicable.

Operational Roles and Responsibilities
To achieveunity of effort, it is essential that each participant krther roles andresponsibilities \thin
thelPT.The USBP s ePattoldAgedtsor hidhetesidnee, will:

Coordinate and chairthe arlBal6 s me;et i ngs
Coordinate with all interested and eligil3eTTagenci es i n the sectorés
the open period of the OPSGpdipation process by:
0 Assisting applicants in completing the operations planning portion of the application,
which is like the Operations Order used by tHi#BP,
o Forwarding the approved operation portion of the application to CBP/USBP
Headquarters as well as to the SAA to castithe application process set by FEMA
and
o Detailing what operational support the USBP Sector anticipates for specific periods and
matching the capabilities of partners to fill those gaps
1 Following the announcement of grant awards, coordinate andachegeting wittSLTT
agencies that received OPSG awards to develop an individualized campaign plan. This includes:
o Working with SLTT agencies, along with othérderallaw enforcement agencies to
determine the dates, focus, and needs of each operatioial, persuring that each
operation has a nexus to border security
0 Receiving the first periodic operations order from&& T agencies and ensuring that
the operation is conducted as outlinethi@ Campaign Planning sectjon
0 Monitoring and supporting th@perational Cycle throughout the performance period
o Ensuring the DAR and the AAR are submittedskgte local and tribal agencies in the
proper format and within the established timefragmes
o Providing instruction, when possible,state local and trib& agencies regarding
techniques, methods, and trends used by transnational criminal organizations in;the area
o Providing a single point of contact to participants as a subjatter expert in OPSG that
can coordinate, collect, and report operational aigs/within the established reporting
procedures
o Providing verification that operations are condugted
o Documenting and conducting random;site operational verification of OPSG patrols
by subrecipients and friendly forces
o Verifying that subrecipientare performing OPSG enforcement duties in accordance with
theapplicable grant, statutendregulatory guidance and instructioasd

1
1
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o Ensuring that grant funds are appropriately expended to meet sector border enforcement
operational requirements and assisenhancing subrecipient/friendly force capabilities
to provide for enhanced enforcement presence, operational integration, and intelligence
sharing in border communities

Thestate local or tribal agency lead, or their designee, will:

1 Coordinate wih the SAA on all grant management matters including but not limited to the
development and review of operations orders, expenditure of funds, allowable costs, reporting

requirements;

9 Upon receiving a grant award, coordinate and meet as a member BT tioedievelop an
individualized campaign plan that covers the length of the grant performance period,;
1 Work within thelPT to develop an initial Operational Cycle and determine the duration of the
first operational period based on the tactical needs speatifietarea;
9 Submit all operations orders for review and submit the operations order to the Border Patrol and
ensure the operation meets the six criteria establishibé @perations Section
o0 Conduct operations on an-aseded basis throughout the length of the grant performance

period;

o0 Integrate law enforcement partners from contiguous counties and towns into their tactical
operations to expand the layer of security beyond existing areas;

o Ensure all required reports, including reports from friendly forces, are submitted to the
Border Pabl and the SAA, when applicable, in the proper format and within established

timeframes;

o Ensure applicable BSGderived datas shared with the designated fusion center in the
stateor high-risk ubanaress;

o Ensure applicable intelligence is shared wlith dlesignated fusion center in the state
and/orhigh-risk urbanareas

0 Request instruction and information from the SAA, when applicable, au&BPand
otherfederallaw enforcement agencies regarding techniques, methods, and trends used

by transnationatriminal organizations in the area;

o0 Provide the SAA antlSBPa single point of contact that maintains subjeettter
expertise in OPSG who can coordinate, collect, and report operational activities within
the established reporting procedurasd
0 Assist & required with the coordination, managemantl operational aspects of the

grant.

The SAA will:

=a =

management matters;

1

1

1

1 Geneate biannual reports 0 E M A
funds;

T Deter mine if t

established 3#nonth period,;

Actively engage in the IPT meetings;
Work in direct coordination and communication with the local or tribal agency lead on all grant

he grantds

Review all operations orders created by the local or tribal agency;

Acts as the fiduciary agent for the program and provide expertstatepolicy and regulations;
Enter into a subaward agreement to disburse the allocated funding awarded through FEMA,;
capturing

t h e sand bxpendituigofi ent s 0

perfor manfederayp er i od

1 Conduct audits of therogram to ensure that the subrecipients are following program gujdance

and
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1920 1 Assist as required with the coordination, managenaemt operational aspects of the grant.

1921

1922  Definitions (OPSGonly)

1923 Areaof Interest A specific area, areasr facilities knownto be usedby transnational criminal

1924  organizations in furtherance of theiiminal activity.

1925

1926 Bordersecurity related crimeAny action or enterprise that constitutes an offense which is punishable by
1927 law:

1928 i That esults in a favorable environment for criminal enterprise network, transnational criminal, or
1929 terrorist organizations; the smuggling/trafficking of humans, contraband, narcotics, or weapons of
1930 mass destruction across or in proximity to the U.S. border or;

1931 1 That has a direct nexus to illicit creserder activity; and

1932 9 For which prosecution would serve established border security goals as outlitheBP for a

1933 whole of community approach.

1934

1935 Campaign PlanThe first Operational Order based on the CONOP ambh@dcomplishing astrategic or
1936 operational objective within given time and space.

1937

1938 Concept of Operations (CONQR written statament that clearlyand conciselgxpresses whathe

1939 State local or tribal commander intends to accomplish and howilit be done usingavailable resources
1940 (andfunding). It is also the operational equivalent of the OPSG grant application.

1941

1942 Fragmentary Order (FRAGOM fragmentary order is a modification of the approved campaign plan,
1943 reflecting changes to the scope bjextive pursuant to 2 C.F.R. § 200.308(c)fjer an operation order
1944 has been approved, any changes to a campaign plan
1945 approvalSubsequent FRAGOs are per mi s sapdrovad consssterh j ect t o
1946  with the requirements of 2 C.F.R. 8§ 200.308, 200.407.

1947

1948 FriendlyForces Locallaw enforcement entities with whom OPSG subrecipients proVioelingto

1949  support border securityperations.

1950

1951 Integrated PlanninGieam(IPT): Group that coalinates on all aspects OPSG application, planning,

1952 and debriefings.

1953

1954 OperationalCycle A deliberate orgoingcycleof command, staffand unit activities intendedo

1955 synchronize currerand future operations (drivday currentintelligenceand shortermgoals that

1956  support the campaign).

1957

1958 Operational DisciplineThe organized manner in which an organization plans, coordiaaig®xecutes
1959 the OPSG mission with common objectives toward a particular outcome.

1960

1961 Operation/Operation@rder (O0) A formal description of the action to keken to accomplishor

1962 satisfy a CONOP, Campaign Plan, or FRAGQ®@e OO includes a detailed description of actions to be
1963 taken and required logistical needs to execute an operation.

1964

1965 Opioid Receptor Antagonistg\ny medically approved drug or medical substance that can be utilized by
1966 first responder personnel in an emergency situation that is designed to counteract the effects of an opioid
1967 overdose.

1968
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1969 Performance Measur@ numerical expressiothat quantitatively conveys how well the organization is
1970 doing against an associated performance goal, objective, or standard.

1971

1972 Risk Potential for an adverse outcome assessed as a function of threats, vulnerabilities, and consequences
1973 associated with an incident, event, or occurrence.

1974

1975 Targeted Enforcementhe leveraging of all available assets against a specific action, area, individual, or
1976 organization and using those deemed most appropriate to mitigate risk.

1977

1978 Target of InterestA specific person, group of persons, or conveyance known to be part of, or used by
1979 transnational criminal organizations to advance their criminal activity.

1980

1981 Threat Information expressing intent to conduct illegal activity often derived from intelligenceesour

1982 the overall context, a specific event or series of events, or observation of suspicious activity.

1983

1984 Tier: Tier refers to the geographical location of a municipality, cquontyribe with respect to thenited

1985 States nationaborder, i.e., Tier 1 is aounty located on the border; a Tier 2 county is a county contiguous
1986 to a Tier 1 countyand aTier 3 is a county not located on the physical bobdeis a contiguous to a Tier
1987 2 county.

1988

1989  Unity of Effort: Coordination and cooperation among all orgaroza elements, even though they may
1990 not be part of the same command structure, to achieve success.

1991

1992  Vulnerability: The protective measures in place are less than the protective measures needed to mitigate
1993 risk.

1994

1995 HSGP Supplemental Material

1996 FEMA collaborates with various subjettatter experts and acknowledges the value and expertise these
1997 Federabartner agencies provide to help shape the development and implementation of th@ HSGP
1998 continued partnership and collaboration helps provide isrggpwith the greatest number of resources
1999 required to effectively manage and implement funds as well as pretrasisparencyTherefore FEMA

2000 s providing hyperlinks to information on various subjects and policies that are relevant to the mission and
2001 intent of the FEMA and its preparedness grant programs.

2002

2003 Chemical, Biological,Radiological, and Nuclear (CBRN) Detection

2004 The Countering Weapons of Mass Destruction (CWMD) Office is a support component within DHS
2005 established in December 2017 to counter gitsrhy terrorists or other threat actors to carry out an attack
2006 against the United States or its interests using a weapon of mass destruction. The CWMD Office provides
2007 guidance to improve national coordination on CBRN issues and work$ed#halandSLTT agencies to
2008 ensure operators have better access to current data and subject matter expertise fheyNeéohal

2009 PreparednesAssessments Divisioat FEMA offers implematation supporbn the THIRA/SPRor

2010 SLTT partners anthe CWMD Office offerstechnicalassistance to provide guidanceSbTT partners

2011 seeking taaddress CBRN threats andhoild or sustain CBRN detection and response capabilities. For
2012 more information or assistancdegse contact\WWMD-THIRA@hg.dhs.gov

2013

2014 National Information Exchange Model (NIEM)

2015 NIEM is a common vocabulary that enables efficient information exchange across diverse public and
2016 privateorganizationsNIEM can save time and money by providing consistent, reusable data terms and
2017 definitions and repeatable procesdas support information sharing, all recipients of grants for projects
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implementing information exchange capabilities are ireguo use NIEM and to adhere to the NIEM
complianceules Go tohttps://niem.govfor guidance on how to utilize FEMA award funding for

information sharing, exchange, and interoperability activities.

The NIEM Emergencianagement domain supports emergeratgited services (including preparing

first responders and responding to disasters), information sharing, and activities such as homeland
security and resource and communications manageifeaNIEM Emergency Managemedomain has

an inclusive governance structure that inclugeeral state local, industry, and, where necessary,
international partnership¥he NIEM Emergency Management domain is committed to community
support via technical assistance and NIEM tragniFor more information on the NIEM Emergency
Management domain, to request training or technical assistance or to just get involved, go to

https://niem.gov/EM

Infrastructure Resilience Planning Framework (IRPF)
State, local, tribal, and territorial (SLTT) governments are faced with complextdamgdecisions,
limited sources of revenue, and changing populations. CISA developed the IRPF as a resource for SLTT
planners. The IRPF provides a process andiessef tools and resources for incorporating critical
infrastructure resilience considerations into planning activities. The IRPF can be used to support capital
improvement plans, hazard mitigation plans, or other planning documents, as well as fundstsreq
For more information, sdefrastructure Resilience Planning Framework (IRPF) (cisa.gov)

Integrated Public Alert and Warning System (IPAWS)
ThecurrentlPAWS Supplemental Guidance on Public Alert and Warning provides guidance on eligible
public alert and warning activities and equipment standards for prosp8tiiierecipients The intent of
this document is to promote consistency in policy adederalgrant programs and to ensure

compatibility amondederaly fundedprojects For more information on the IPAWS, go to

https://www.fema.gov/informationathaterials

Homeland Security Information Network (HSIN)
HSIN is a usedriven, webbased, information sharing platform that connects all homeland security
professionals including the DHS andfisleral state local, tribal, territorial, international, and private
sector partners acroa homeland security mission are&SIN is used to support daily operations,

events, exercises, natural disasters, and incidBatsupport user mission needs, HSIN provides three
sets of services for secure information sharire first service prodes a shared place for communities

to securely collaborate on homeland security issues and includes core functions such as a web
conferencing and instant messaging tools with white boarding, video, and chat servicedifoereal

communication and situatial awarenesg he second set provides secure dissemination and sharing
capabilities for homeland security alerts, reports, and pradiingsthird set allows users to access and

query a variety of shared data and services from all homeland securitymaissie and trustdederal

partnersPreparedness grant funds may be used to support planning, training and development costs

associated with developing and managing, missiiical, HSIN communities of interest and sitesarn

more about HSIN &tiSIN HSGP Guidance | Homeland Security (dhs.gov)

SLTT Cybersecurity Engagement Program

CISAis responsible for enhancing the security, resilience, and reliability of the Naii s

cyber

communications infrastructur€ISA works to prevent or minimize disruptions to critical information
infrastructure to protect the public, the economy, and government se@iésleads efforts to protect

theFederafi . gov 0O
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The DHS SLTT Cybersecurity Engagement Program with$2Gvas established to help néederal

public stakeholders and assimns manage cyber riskhe program provides appointed and elected

SLTT government officials with cybersecurity risk briefings, information on available resources, and
partnership opportunities to help protect their citizens onliheough these andleged activities, the

program coordinatetbHS6 s cy ber secur ity efforts with its SLTT
cyber interestdMore information on all of th€ISA resources available to support SLTT governments is
available aResources | CISA

Framework for Improving Critical Infrastructure Cybersecurity

When requesting funds for cybersecurity, applicants are encouraged to propose projects that would aid in
implementation of all or part ahe Framework for Improving Critical Infrastructure Cybersecuihe
AFramewor ko) developed by the National I nstitute
gathers existing international standards and practices to help organizations understand, communicate, and
manage their cyber risks. For organizatidrest do not know where to start with developing a

cybersecurity program, the Framework provides initial guidance. For organizations with more advanced
practices, the Framework offers a way to improve their programs, such as better communication with

their leadership and suppliers about management of cyber risks.

CISAS E€ritical Infrastructure Cyber Community C3 Voluntary Program also provides resources to critical
infrastructure owners and operators to assist in adoption of the Framework and managirigksyber
Additional information on the Critical Infrastructure Cyber Community C2 Voluntary Program can be
found atCritical Infrastructure Cyber Community C2 Voluntary Program | CISA

DHS6s Enhan aigy 8ervicgs (EES) pregcam is an example of a resource that assists in
protecting U.Sbased public and private entities and combines key elements of capabilities under the
ADetecto and AProtecto functi onsoutcamesotthei ver an i m
Cybersecurity Framework. Specifically, ECS offers intrusion prevention and analysis services that help
U.S-based companies and SLTT governments defend their computer systems against unauthorized

access, exploitation, and data exfiltrati&@S works by sourcing timely, actionable cyber threat

indicators from sensitive and classified Government Furnished Information (GFIl). DHS then shares those
indicators with accredited Commercial Service Providers (CSPs). Those CSPs in turn use tloesinolicat

bl ock certain types of malicious traffic from ent
subscribing to ECS must contract directly with a CSP in order to receive services. Pleasensisited
Cybersecurity Services (ECS) | Cl$@x a current list of ECS CSP points of contact.

Regional Resiliency Assessment Program (RRAP)

The RRAP is a cooperative assessment of specific critical infrastructure witbgigamated geographic
area and a regional analysis of the surrounding infrastructure that address a range of infrastructure
resilience issues that could have regionally and nationally significant conseqUérsesvoluntary,
nonregulatory RRAP projecare led by thénfrastructure Securitivision andare selected each year
by DHS with input and guidance frofederal state and local partner$or additional information on the
RRAP, vist Regional Resiliency Assessment Program | CISA

Law Enforcement Support Office (LESO), or 1033 Program

TheLESOfacilitates a law enforcement support program, whigginated fromle National Defense
Authorization Act of Fiscal Year 199This law allows the transfer of excess Department of Defense
property that might otherwise be destroygdaw enforcement agencies across the Uriitedes and its
territories
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No equipment is rchased for distributiorAll items were excesthathad been turned in by military

units or had been held as part of reserve stocks until no longer nRededsitions cover the gamut of
items used by 'Aclothing andoffice supplidsiols, and sescue equipment, vehicles,
small arms, and mor&here is no fee for the equipment itsélfwever, the law enforcement agencies are
responsible for the shipping costs.

For additional information on the LESO, please visit
http://www.dla.mil/DispositionServices/Offers/Reutilization/LawEnforcement.aspx

Supplemental Emergency Communications Guidance

Lessons learned from recent majisasters, unplanned events, and-$gkle exercises have identified a
need for greater coordination of emergency communications among senior elected officials, emergency
management agencies, and first responders at all levels of govermedetarespnders arriving on the
scene of a domestic incident are not always able to communicatBlithresponse agencies, as well as
key government officialsStateand local first responders sometimes experience similar problems,
particularly when the incidemequires a multagency, regional response effort or when primary
communications capabilities failhis lack of operability and interoperability betwdederalandSLTT
agencies further complicated by problems with communications survivability andessi#i has

hindered the ability to share critical information, which can compromise theafréffort required for

an effective incident response

Departments and agencies at all levels of government have identified a need for improvement in a number
of high-priority areas, including Governance, Planning, Training and Exercises, Operational
Coordination, and Technology addition, communications resilience and continuity should be viewed
as a critical component within each of these arBlasse priorites are explained in detail in Section 2 of

the SAFECOM GuidanceBy addressing these priorities, which are reflective of proven best practices,
emergency communications candignificantly improved at all levels of governmemnhe end goal is to
ensure operable, interoperable, and resilient communications that maintain a continuous flow of critical
information, under all conditions, among mijitiisdictional and multdisciplinary emergency

responders, command posts, agencies, critical infrastructure sectors, and government officials for the
duration of an emergency response operation, and in accordance with NIMS Baddheal Emergecy
Communications Plamwhich describes goals and objectives for improving emergency communications
nationwide.

To help meet this goal, tfRAFECOM Guidanceutlines requirements for grant applications, including
alignment to national, regional, asthe communications plans (e.g., NECRatevide Communication
Interoperability Plan (SCIP), Tactical Interoperability Communications Plan (TICP), FEMA Regional
Emergency Communications Plan (RBEBroject coordination, and technical standards for emergency
communications technologieSCIPs define the current and future direction for interoperable and
emergency communications withirstateor territory, while TICPs are designed to allow urban areas,
counties, regionstates/territories, tribes, diederaldepartment&gencieso document interoperable
communications governance structures, technology assets, and usage policies and priocadditén,
FEMAOGs f or mal pl anning process tedsaangforoduced 10
tribal/territorial annexes that identify emergency communications capability shortfalls and potential
resource requirementSrant recipients are encouraged to leverage these planning resources as a source
of input and reference for all @rgency communications grant applications and investment justifications

In addition, FEMA formally recognizes sevesthtavide emergency communications governance bodies
(e.g., SWIC, SIGBStatavide Interoperability Executive Committee (SIEC), FirstlS&teSingle Point
of Contact (SPOC)), and strongly encourages grant recipients to closely coordinate with these entities
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2167 when developing an emergency communications investment to ensure projects suspatedhe

2168 territoryds st rcartmenicgtions apabiliigs with the goal of achieving fully operable,
2169 interoperable, and resilient communicatidnsaddition, granapplicantsshould work with public and

2170 private entities, and across jurisdictions and disciplines, to demonstrate engagement with the Whole
2171  Community in accordance withresidatial Policy Directive8 (PPDB8).

2172

2173  For regional, crosborder initiatives, FEMA requires applicants to coordinate projects with national level
2174 emergency communications coordination bodies, such as the N&iomadil of Statevide

2175 Interoperability Coordiators (NCSWIC) and the Regional Emergency Communications Coordination
2176  Working Groups (RECCWGsJhe NCSWIC promotes and coordinaststelevel activities designed to
2177 ensure the highest level of public safety communications across the REOGWGS are

2178 congressionallynandateglanning and coordination bodies located in each FEMA Remjidprovide a
2179 collaborative forum to assess and address the survivability, sustainability, operability, and interoperability
2180 of emergency communications systems at aklewf governmenGrantfunded investments that are

2181 coordinated with these bodies will help ensure fibdéraly fundedemergency communications

2182 investments are interoperable and support national policies.

2183

2184 Resilient Communications Guidance

2185 Nothing better demonstrates a modern nation than its ability to effectively commuteatésk

2186 imposed by the reliance on communication systems by government and the private sector can be reduced
2187 by understanding dependencies, analyzing effects, amdjtaktion Entities planning to use HSGP

2188 funding for communications investments are encouraged to worlstaiidemergencymanagement

2189 agencies SWICs, SIGBs, and appropriate stakeholders at the regabata local, territorial, and tribal

2190 levels to:

2191

2192 9 Establish robust, resilient, reliabknd interoperable communications capabilities. Account for
2193 the mission impact of communication systesralptions in your planning

2194 1 Ensure missiomelated communications (voice, video, datad network security requirements)
2195 are adequately planned for and understtidd important to maintain current documentation of
2196 your communication systems architaetand perform regular auditéour ability to continue

2197 operations is dependent on the availability of and access to communications systems with
2198 sufficient resiliency, redundancy, and accessibility to perform essential functions and provide
2199 critical servies during a disruptign

2200 9 Ensure critical communication systems connectivity among key government leadership, internal
2201 elements, other supporting organizations, and the public under all conditsosisch,

2202 organizations should ensure current copies of ké@ords, including electronic files and

2203 software, are backeap and maintained cEite

2204 1 Ensure all communications systems/networks are traced from end to end to identify all Single
2205 Points of Failure (SPFIn doing so, grantees should work with commatian service providers
2206 to add redundancy at key critical infrastructure facilities as needed

2207 1 Ensure key communication systems resiliency through:

2208 o0 Ensuring availability of backup systems

2209 o Ensuring diversity of network element components and routing

2210 0 Ensuing geographic separation of primary and alternate transmission;media

2211 0 Ensuring availability of backip power sources

2212 o Ensuring availability and access to systems that are not dependent on commercial

2213 infrastructure

2214 0 Maintain spares for designated criticailmmunication systemand
2215 o Work with commercial suppliers to remediate communication Single Points of Failure
2216 9 All communications system owners are encouraged to address the following issues:
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2217 o0 Integrate communications needs into continuity planning sffaytincorporating

2218 mitigation options to ensure uninterrupted communications sypport

2219 o Establish a cybersecurity plan that includes continuity of a communications component
2220 such as Radio Frequency (RBgsed communications that do not rely on public

2221 infrastucture

2222 0 Maintain communications capabilities to ensure their readiness when needed

2223 o Frequently train and exercise personnel required to operate communications capabilities
2224 0 Test and exercise communications capabilitesl

2225 o0 Consider Electromagnetic PuldeMP) protective measures for communications systems
2226 where practical

2227

2228 DHS/FEMA Communications Support Services

2229 CISA and FEMA offer a variety of technical assistance and other support services tstatsiad local

2230 entities in their efforts to comply with the above requirements, includin§AIRECOM Guidanceyith

2231 the goal of ensuring interoperable and resilientrgerey communicationé summary of DHS/FEMA

2232 support services is provided belo@rant recipients are encouraged to refer to the respective websites for
2233 additional information.

2234

2235 CISA Support:

2236 CISA assists agencies through a myriad of services, imgutirect TA and training provided at no cost
2237  to the jurisdictionThe TA offerings include (but are not limited to):

2238

2239 1 Coordinated statewide governance (e.g., State Mapping Tool, Interoperable Communications
2240 Reference Guides)

2241 1 Comprehensive emergency commurimad planning (e.g., SCIPs, TICPs, and Field Operations
2242 Guides)

2243 1 Next Generation 911 planning and implementation

2244 9 Data operability and interoperabiljty

2245 9 Alerts and warnings

2246 1 Broadband deployment

2247 1 Cybersecurity education and awarenessl

2248 1 Communications Uh(COMU) planning and procedures

2249

2250 Information on these services is availablétgbs://www.cisa.gov/safecom/ictapsegsourceand

2251  https://www.cisa.gov/interoperab®mmunicationgechnicalassistanc@rogram

2252

2253 FEMA Disaster Emergency Communications Division (DEC) Support:

2254 TheDEC within FEMAHe adquart er sd R bas geeeclomdtatdConmenications at e ,
2255  Annexes for all 5&tates andterritories DEC provides technical assistance, coordinated through the
2256 FEMA Regio® Regional Emergency Communications Coordinator (RECCGyheduling with the

2257  statesandterritoriesfor major updates to the Annexédajor updates are scheduled onta 3-year

2258 cycle FEMA DEC supports the major update with a team of communications and emergency

2259 management specialists that facilitate a process of interactiostaitnepresentative§ his process is
2260 coordinated through the SWIC stiatedesignated representatividl documentation is the responsibility
2261 of the FEMA support team and validated throstgteinteraction.

2262

2263 Minor yearly updates to thetateAnnexesareaccomplishedhrough the RECCWG process. FEMA DEC
2264 support staff, working in coordination with thegionspecific RECC, incorporate pertinent update

2265 information provided bytateand localrepresentative@dditionally, operational information identified
2266 through exercises and incident response activities is a source of updaléndd&aMA RECC, with the
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2267
2268
2269
2270
2271
2272
2273
2274
2275
2276
2277
2278
2279
2280
2281
2282
2283
2284
2285
2286
2287
2288
2289
2290
2291
2292
2293
2294
2295
2296
2297
2298
2299

support of the DEC teayis responsible for maintaining tistateAnnexes changes and modifications
to the Annexesire validated with thstatethrough RECC coordination with the SWIC or designatate

representative.

FEMA National Preparedness Directorate (NPD) Support:

NPD provides training, exercises, and technical assistance to SLTT stakeholders that suionape
and emergency communicatiomsescriptions and resources specific to operational communication are
avail abl e on hEEMAM.Emayevitsdapakilityfevelopmetisheetywithin the

Response Mission Area and include the following information to support jurisdictions:

1 Description of the operational communications core capability
1 Training for building and sustaining operational communication with specific caothese t
0 Trainings can also be founddtps://www.firstrespondertraining.gov/

1 Example capability targets to complete lIRA:
0 Help in developing targets can fmind atwww.preptoolkit.fema.gov/urr requested at
FEMA-SPR@fema.dhs.gov

1 Resourcdypesthat support operational communications

0 Additional resource types and pdsit qualifications can be found at

https://www.fema.gov/preparednesseckliststoolkits.

1 Tools to validate capabilities through exercises

0 Technical assistance and support from subject matter experts can be requested through

www.fema.gov/nationagxerciseprogram

FEMA Office of National Continuity Programs (ONCP) Support:

NCPO6s support

services focus

on

hol

i st

c cont.

important componenCurrently, continuity communications training and technésalistance is limited to
the FEMA National Radio System (FNARS) and IPAWA&I is delivered either on an ad hoc basis at the
request of thatateentity, through a FEMA Region, or via a requirement for terms ofErsities

interested iIMONCP support serges should contaBtEMA-CGC@fema.dhs.goer consutON C P 6 s
Continuity Resources Toolkit webpagehéips://www.fena.gov/emergencyanagers/national

preparedness/continuity/toolkit
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2300

2301

2302
2303
2304
2305
2306
2307

2308

2309
2310
2311
2312
2313
2314
2315
2316
2317
2318
2319
2320
2321
2322
2323
2324
2325
2326
2327
2328
2329
2330
2331
2332
2333
2334
2335
2336
2337
2338
2339
2340
2341
2342
2343
2344
2345

Program AppendiB:
Tribal Homeland Security Grant PrograiHSGBP

As a reminder, while this appendix contains THSSpEcific information and requirements, the main
content of this Manual (neappendix information) contains important information relevaiatlto
preparedness grant programs, including the THSGP. Pleaseetie sead the main content of this
Manual in addition to the prograspecific appendices.

Alignment of THSGP to the National Preparedness System

The THSGP plays an important role in the implementation ofitkiieonal Preparedne&nalby

supporting the building, sustainment, and delivery of the core capabilitiesore capabilities are
essential for the execution of critical tasks for each of the five mission aréiasaut the Goal

Delivering core capabilities requires the combined effort of the whole community, rather than the
exclusive effort of any single organization or level of governmBASGP allowable costs support efforts
to build and sustain core capdtidls across the prevention, protection, mitigatenmjresponse mission
areas described in the Goal.

Particular emphasis in THSGP will be placed on capabilities that address the greatest risks to the security
and resilience of tribal communities and theited States andthatprovide a clear nexus to preventing

acts of terrorismFunding will support deployable assets that can be utilized through automatic assistance
and mutual aid agreementdiSGP supports investments that improve the abilijuriédictions

nationwide to:

Preventa threatened or an actual act of terrorism;

Protect our citizens, residents, visitors, and assets against the greatest threats and hazards;
Mitigate the loss of life and property by lessening the impact of futuretelisas

Respond quickly to save lives, protect property and the environment, and meet basic human needs
in the aftermath of a catastrophic incident; and/or

=A =4 =4 =4

To support building, sustaining, and delivering these core capabilities, recipients will use tbaeotsp
of the National Preparedness System, which incldeetifying and Assessing Riskstimating
Capability Requirement8uilding and Sustaining CapabilitigBlanning to Deliver Capabilities
Validating Capabilitiesand Reviewing antpdating Additional information on the National
Preparedness System is availabléndp://www.fema.gov/nationgbreparednessystem

FEMA requires recipients to prioritize grant fundilogdiemonstrate how investments supjabentified

national priorities antuilding capability closing capability gap®r sustaining capabilitiess defined by

CR5 201: THIRA/SPR Guid® 3rd Edition In addition to capability gaps they have identified at their

levd, recipientsshouldconsider areawherecommunitycapability gapsiave consistently beehe

largest, which are outlindgd the most receritiational PreparednsefReport They include cybersecurity
economic recoveryhousing infrastructure systemsatural and cultural resourgesd supply chain

integrity and securityAddressing these areas for improvement will enhance preparedness nationwide
Minimum fundingamounts are not prescribed by the Department for these priorities; however, recipients
are expected to suppatate local, regional, and national efforts in achieving the desired outcomes of
these priorities.
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2354
2355
2356
2357
2358
2359
2360
2361
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2368
2369
2370
2371
2372
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2374
2375
2376
2377
2378
2379
2380
2381
2382
2383

2384

2385
2386
2387
2388
2389
2390
2391
2392
2393

Reporting on thémplementation of the National Preparedness System

By December 312023, any newTHSGP recipientdguring calendar year 2028erequired to complete a
THIRA/SPR that addresses all 32 core capabilities and is compliantheiffomprehensive
Preparedness Guide (CPG) 201, Third Edition

THSGP recipients must complete every step of the THIRA/SPR for the following eight cobditapa
Cybersecurity; Infrastructure Systems; Mass Care Services; Mass Search and Rescue Operations; On
scene Security, Protection, and Law Enforcement; Operational Communications; Operational
Coordination; and Public Information and Warning. For timeaieing 24 core capabilities, THSGP
recipients are only required to indicate planning, organization, equipment, training, and exercise gaps in
functional areas related to those capabilities. THSGP recipients may optionally complete additional
portions of he THIRA/SPR for these 24 core capabilities.

THSGP recipientarerequired to respond to a series of plannielgted questions as part of the
THIRA/SPR. THSGP recipients are required to submit a THIRA every three years to establish a
consistent baselinfer assessment. While the THIR#&only required every three years, THSGP
recipientsarerequired to submit an SPR annually. For additional guidance on the THIRA/SPR, please
refer to theComprehensive Preparedness Guide (CPG) 201, Third EdRewipients must align THSGP
grant investments ibuilding and sustaining capabilities with closing capability gaps and/or sustaining
capabilities they identified in their THIRA and SPR.

Reporting Requirements

1 THSGP recipients must submit their THIFS®Rthroughthe Unified Reporting Tool JRT) on
Prep Toolkitnolater tharDecembeB1 for the years they have open THSGP grant awards. If a
recipient has completed closeout for their THSGP grant award period of performance, they do not
have to submit any more THIRA/SPR updates as the requirement does not apply to closed
awardsWhile UASIs are not required to complete a THIRA/SPR, it is encouraged.

9 Calendar year 2022 is the start of the neye@rTHIRA/SPR cycle and baseline assessment year
for existing recipients. Any new grant recipients during calendar year 2023, for Wwaich t
THIRA/SPR requirement applies, will start their newedar THIRA/SPR cycle and baseline
assessment year in 20Bease conta¢tEMA-SPR@fema.dhs.gdfryou have questions.

1 IneachTHSGPr e c i pBiaenoalSfrategy and Implementation Rep®iSR), aspartof
programmatic monitoringecipients willberequiredto describénowinvestmentsupport
building capability closing capability gap®r sustaining capabilities identified in the
THIRA/SPR.THSGPrecipientswill, on aprojectby-project basisgheckoneof thefollowing:

0 Building a capability with THSGP funding; or
0 Sustaining a capability with THSGP funding.

National IncidenManagement SystefiNIMS) Implementation

Recipients receiving THSGP funding are required to implement the National Incident Management
System (NIMS). NIMS guides all levels of government, nongovernmental organizations (NGO), and the
private sector to worlogether to prevent, protect against, mitigate, respond to, and recover from

incidents. NIMS provides stakeholders across the whole community with the shared vocabulary, systems,
and processes to successfully deliver the capabilities described in theaNateparednegsoal.

THSGP recipients must utilize standardized resource management concepts such as typing, credentialing,
and inventorying resources that facilitates the effective identification, dispatch, deployment, tracking and
recovery of their resgces.
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